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Hydro-mechanical behavior of anisotropic slate is quite significant in regulating the stability of 

slopes and geo-engineering structures in water sensitive environments. The paper looks at the 

interaction between structural anisotropy and hydrological environment on strength, 

deformation and failure of slate. The suggested method to fill the gaps in the existing research 

involves a multi-scale methodology that will incorporate laboratory testing with the numerical 

model and slope-scale analysis. The standardization of uniaxial and triaxial compression tests 

was done using slate samples at various bedding angles, under both dry and wet conditions. The 

experimental results indicate that compressive strength is highly directional because it is an 

ordinary U-shaped curve with bedding inclination. The hydro-mechanical coupling imposes 

large strength and stiffness losses because of the impact of pore pressure, interlayer debilitation 

and along discontinuity lubrication. It was found that the saturated conditions promoted more 

complicated crack propagation and premature failure as compared to dry conditions. It was 

established that there were clear changes in failure modes, tensile-slipping, shear-slipping, and 

composite failure, among different bedding orientations. To study micro-mechanical behavior 

further, a Discrete Element Method (DEM) model based on Particle Flow Code (PFC) was built 

and calibrated. Patterns of initiation, propagation and coalescence of cracks observed in 

laboratory experiments could be replicated in the numerical models. Experimental and 

numerical results were synthesized to give us the most important thresholds that run the 

mechanisms of failures in the coupled conditions. The insights were extrapolated in hydro-

mechanically coupled stability modeling to the slope scale. The results prove that the dominant 

factors that define slope instability are the pore water pressure and structural anisotropy. The 

proposed framework enhances the predictive capability in the geo-hazard assessment of 

reservoir banks and slopes which get rainfalls. This study will aid in bridging this gap between 

the laboratory level observations and field-level engineering. It gives an in-depth insight into 

how anisotropic rocks behave in real environmental conditions. The results present feasible 

suggestions on safer and more sustainable infrastructure design. Besides, the study advocates 

the formulation of better risk mitigation measures in geologically complicated areas. On 

balance, the given work contributes to the further development of combining hydro-mechanical 

effects in rock mechanics and the study of geo-hazards of the environment. 
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1. Introduction 

Foliated and layered rock masses, e.g., slate, are present in large amounts in slopes, tunnels, reservoir 

banks, and underground engineering systems where structural anisotropy controls their mechanical 

behavior strongly. Due to the existence of bedding and the directions of schistosity, the response to the 

strength, stiffness, and deformation properties is directional. It thus does not behave much the same as an 

isotropic rock material (Zamanian, Mollaei-Alamouti, and Payan 2020). Existence tests have indicated 

that the structural planes' position with respect to the loading direction is the conclusively dominant control 

of compressive strength and deformation patterns (Zhang et al. 2017). Specifically, it has been recently 

confirmed through research on slate that the compressive strength is dependent on the bedding inclination 

on a typical U-shaped curve, and the mechanisms of failure switch between composite tensile-shear, shear-

slip, and tensile splitting (Wen et al. 2023). 

Along with anisotropy, water is another severe environmental parameter that affects the mechanical 

performance of rock masses. The HMC processes, such as pore pressure action, discontinuity lubrication, 

and degradation of inter-layer bonds, play a significant role in strengthening weaknesses in the strength 

of the rock and changing deformation and discontinuity failure (Qian et al. 2024). Laboratory observations 

reveal a decrease in compressive strength and a longer and more complicated crack propagation of 

saturated slate specimens under wet conditions than under dry conditions because the cementitious slates 

soften and become more capable of becoming deformed along structural planes (Zheng et al. 2025). These 

dark-oil interactions are especially applicable in water-related engineering contexts, including the slope 

of the reservoir, tunnels of diversions, and areas with rainfall, where seepage and redistribution of stress 

take place as a pair (Tian et al. 2025). 

Environmentally and in an engineering sense, slope instability and geo-hazards are increasingly becoming 

appreciated as coupled hydro-mechanical phenomena, as opposed to mechanical failures. The interaction 

between water infiltration, stress concentration, and gradual fracture growth in anisotropic rock masses 

often leads to landslides, rockfalls, and instabilities in the banks of reservoirs (Zhu et al. 2025). 

Consequently, recent studies have focused on the combination of a lab experiment, numerical modeling, 

and field-scale tests in order to gain a superior understanding of the interplay of complex processes that 

determine rock mass action in the environmental loading conditions (Heinze et al. 2016). The simulated 

crack initiation, propagation, and coalescence of anisotropic rocks in discrete element methods (DEM) 

and, in particular, particle flow code (PFC) have been proven to be effective, as discrete element methods 

can be used to investigate the mechanisms behind failure under different hydro-mechanical settings in 

detail (Sun et al. 2019). 

In spite of improvements, there are still substantial research gaps. The available literature is divided 

between laboratory-scale characterization of anisotropic rock behavior and numerical models of slope 

stability, but there has been a lack of integration between the two. Moreover, the application of hydro-

mechanical coupling to the regulation of the failure processes and the environmental geo-hazards in 

layered rocks like slate has not been fully studied (Li et al. 2024). Thus, this study shall examine the hydro-

mechanical characteristics in anisotropic slate by applying a combined experimental-numerical setting, as 

well as define a multi-scale connection between the laboratory results and slope scale stability study. The 

results are likely to be used in better forecasting and managing geo-hazards in water-related engineering 
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systems to aid in the sustainable construction of infrastructure and environmental resilience (Tsatsaris et 

al. 2021). The overall conceptual framework integrating hydro-mechanical interactions and geo-hazard 

mitigation in anisotropic slate is illustrated in Figure 1. 

 
Figure 1. Integrated Hydro-Mechanical Framework for Anisotropic Slate Behavior and Geo-Hazard Mitigation 

2. Literature Review 

The mechanical effects of anisotropic rocks in the analysis of their mechanical behavior (Yan et al. 2020). 

Summary of key literature on anisotropic rock behavior, hydro-mechanical coupling, numerical modeling, 

and slope stability relevant to the proposed study in Table 1. 

Table 1. Summary of Key Literature on Anisotropic Rock Behavior 

Study Rock Type Key Focus Methodology Key Findings Research Gap 
Yan et al. 

(2020) 
General 

anisotropic 

rocks 

Mechanical 

behavior 
Review Direction-dependent 

strength 
Lack of hydro-

mechanical 

integration 
Li et al. 

(2020) 
Shale Crack initiation 

thresholds 
Experimental Nonlinear 

deformation behavior 
Limited 

environmental 

conditions 
Hao et al. 

(2020) 
Slate Strength vs 

bedding angle 
Lab tests Weak interlayer 

bonding reduces 

strength 

No coupling with 

water 

Wen et al. 

(2023) 
Layered rocks Failure 

mechanisms 
Dynamic testing Tensile-shear and 

splitting modes 
No slope-scale 

application 
Zhao et al. 

(2023) 
Rock masses Hydro-

mechanical 

coupling 

Review Water reduces 

effective stress 
No anisotropic focus 

Sun et al. 

(2019) 
Fractured rocks DEM modeling Numerical Crack propagation 

simulation 
Limited validation 

with experiments 
Xiang et al. 

(2020) 
Jointed rock 

slopes 
Stability analysis Numerical Structural planes 

control failure 
No multi-scale 

framework 
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The mechanical behavior of anisotropic rocks has been of great interest to the mechanical engineering 

community, especially those that are in layered form like slate, schist, and shale, because of the importance 

in geotechnical engineering applications (Yan et al. 2020). In comparison to isotropic rocks, anisotropic 

rocks have direction-sensitive strength and deformation properties that are described by the planes of 

structure, including the bedding, foliation, and schistosity. It has also been shown that these structural 

characteristics have a substantial impact on the behavior of stress-strain, crack initiation, and strain 

behavior during loading (Li, Xie, and Wang 2020). Research on slate has found that the low strength is 

due to discontinuities and weak interlayer bonds, which result in poor deformability, especially when 

compressively loaded (Hao et al. 2020). Experiments in the laboratory and numerical analysis have also 

shown that in anisotropic rocks, the fracture process becomes complex with crack coalescence, 

propagation, interaction between pre-existing discontinuities, as well as induced fracture (Ismail and 

Azadbakht 2025). The effect of the interaction between intact rock bridges and structural planes in layered 

rocks frequently dominates the deformation of layered rocks to such an extent that the behavior of stress-

strain is non-linear, and brittle failure occurs. The results obtained herein emphasize the need to consider 

anisotropy when examining and modeling the mechanics of rocks both in experiments and in computations 

(Yan et al. 2020). The structural anisotropy and loading configurations in slate are illustrated in Figure 2. 

 
Figure 2. Structural Anisotropy in Slate: Bedding Orientation and Loading Direction 

2.1 Influence of Bedding Angle on Strength and Failure Modes 

It was observed that the strength and failure modes can vary depending on the angle of the bedding (Liu 

et al. 2023). One of the most important factors that affects the mechanical response of an anisotropic rock 

is the orientation of the structural planes with respect to the direction of loading. Several studies have 

demonstrated that compressive strength depends on the bedding inclination in a systematic manner; in 

many cases, there would be a U-shaped pattern with the bedding becoming weakest at the intermediate 

angles and becoming stronger at the higher angles (Si, Luo, and Luo 2024). Such a tendency is explained 

by the change of various failure mechanisms, such as tensile splitting, shear sliding, and composite failure 
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modes. Latest research in slate confirms that failure modes can be divided into three major ones: composite 

tensile-shear failure at low angles, shear-slip failure at intermediate angles, and tensile splitting at high 

angles (Wen et al. 2023). Minimum strength is usually seen at the angle where the shear of the structural 

plane predominates, and this reflects the importance of interlayer adhesion and resistance to friction. Also, 

the bedding orientation has a great impact on crack propagation, whereby fractures either cut across or 

parallel with the structural planes based on the stress conditions (Suo et al. 2020). This relationship 

between bedding angle and compressive strength is schematically shown in Figure 3. 

 
Figure 3. Relationship between Bedding Angle and Compressive Strength of Anisotropic Slate 

2.2 Hydro-Mechanical Coupling in Rock Masses 

Hydro-mechanical coupling is a basic factor in rock masses' behavior, especially in a setting where water 

infiltrations, seepage, and pore pressure variations take place. It is found that water diminishes effective 

stress, adversely impacts bonding between mineral particles, and favors discontinuity sliding, thus aiding 

the decrease in strength and the change in failure modes (Zhao et al. 2023). It has been experimentally 

demonstrated that saturated rocks tend to have lower compressive strength, lower elastic modulus, and 

higher deformability than in the dry condition (Teng and Gong 2020). Hydro-mechanical forces are more 

pronounced in anisotropic rocks such as slate since such rocks have weak interlayers besides the preferred 

flow directions across structural planes. The introduction of water may also encourage the creation of 

cracks and grain boundaries and cause more complex fracture systems and their premature breakage 

(Lynch 2019). Moreover, recent studies have been done regarding the issue of thermal-hydro-mechanical 

coupling that highlights the interaction of temperature, stress, and fluid flow on the behavior of rocks 

(Wang et al. 2025). These findings underline the need to use a combination of approaches in studying the 

hydro-mechanical mechanisms of layered rock systems. The most important hydro-mechanical coupling 

processes that control fracture initiation and strength decrease are introduced in Figure 4. 
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Figure 4. Hydro-Mechanical Coupling Mechanisms in Layered Rock Masses 

 

2.3 Numerical Modeling (DEM, FEM, PFC) 

Numerical modeling has been an essential technique of studying how rocks behave, particularly to learn 

the complicated fracture processes which are difficult to measure experimentally. Other methods that have 

been popular in the modeling of crack initiation, propagation, and coalescence in rock materials are the 

discrete element method (DEM) (Camones et al. 2013). Stress distribution and deformation in rock masses 

have also been analyzed by using finite element methods (Yang et al. 2014) and hybrid methods (FEM) 

particularly when it concerns large-scale engineering. Recent publications involving a combination of 

laboratory experiments and numerical calculations have demonstrated that there is a good correspondence 

between the simulated and observed failure patterns, which proves to be useful in the anisotropic behavior 

and hydro-mechanical coupling (Lisjak et al. 2014). Nevertheless, there are still difficulties in the correct 

modeling of the complex fracture networks and in the extrapolation of laboratory findings to the field 

(Taleghani, Gonzalez, and Shojaei 2016). 

2.4 Slope Stability and Environmental Geo-Hazards 

The problem of slope stability in rock masses is a problem of paramount importance in the sphere of 

engineering geology and environmental science, especially in the areas covered by water infiltration, 

seismic processes, and human activities. Anisotropic rocks, particularly rock slopes, are particularly 

vulnerable to failure because of the existence of weak structural planes and varying hydro-mechanical 

conditions (Xiang et al. 2020). The causes of landslides and rockfalls are usually a combination of factors 

that may include pore pressure that increases due to rain, weathering, and redistribution of stress. 
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Respondent research on the slopes of reservoirs and the water diversion has demonstrated that the slopes 

can become unstable due to the challenges of hydro-mechanical coupling of water level changes and 

seepage forces (Sadiq and Islam 2023). Sophisticated numerical modeling methods, such as coupled 

hydro-mechanical models, have been used to predict slope failure and to determine risk in varying 

environmental conditions (Zhao et al. 2023). Those methods permit the combination of parameters 

obtained in the laboratory with those in the field, giving a deeper insight into geo-hazard processes. 

2.5 Research Gaps 

Although a lot of research has been done regarding the behavior of anisotropic rocks and slope stability, 

there are several gaps. To begin with, there is a lack of integration between laboratory-scale experiments 

and numerical simulations, as most of the literature is dedicated to one or the other. Second, the hydro-

mechanical coupling, because of its role in regulating failure mechanisms in anisotropic rocks, especially 

slate, is not fully understood. Third, multi-scale frameworks between field-scale slope stability and 

environmental geo-hazard mitigation to laboratory outcomes are absent. To fill the abovementioned gaps, 

a holistic method that involves experimental studies, numerical modeling, and environmental 

implementation is needed, which is the foundation of the current study. The research gaps and the 

proposed multi-scale integration framework are summarized in Figure 5. 

 

 
Figure 5. Research Gap and Proposed Multi-Scale Integration Framework 

3. Research Objectives and Research Questions 

3.1 Aim and Scope of Research 

The overall aim of the research is to investigate the hydro-mechanical properties of the anisotropic slate 

and to establish a multi-scale model of linking the laboratory-scale processes with the slope-scale stability 
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analysis and its geo-hazard management of the environment. The need to achieve a deeper insight into the 

interplay between structural anisotropy and water effects on the regulation of rock corrosion is driven by 

the requirement to understand the interaction between structural anisotropy and water in more detail, 

particularly in water-based engineering systems, such as reservoir slopes and diversion projects (Nadi et 

al. 2021). Previous studies have indicated that the change of strength and failure of transition of anisotropic 

rocks is complex at different bedding orientations and environmental conditions. Nevertheless, a detailed 

model that unites the two has not been developed. 

3.2 Research Objectives 

The study is organized into the following objectives to accomplish the overall aim and scope. 

Objective 1: To experimentally define the behavior of anisotropic slate under different bedding angles 

and hydro conditions (dry and saturated) to define the behavior of the experiment in mechanical and 

deformation. This contributes to the previous results that compressive strength and mode of failure are 

highly dependent on the structural plane inclination and water content. 

Objective 2: To examine the hydro-mechanical coupling processes affecting the crack initiation, crack 

propagation, and failure development in layered rock masses. Hydro-mechanical processes, including pore 

pressure influences and the lubrication across discontinuities, are proven to change the strength and 

deformation properties. 

Objective 3: To construct and test a numerical model (DEM-based, e.g., PFC) that would be able to 

simulate the anisotropic rock failure in the coupled hydro-mechanical conditions. DEM methods have 

shown some success in the micro-mechanical behaviors of crack coalescence, fracture growth in 

anisotropic rocks. 

Objective 4: To suggest a model of environmental geo-hazard mitigation, hydro-mechanical processes 

need to be included in the slope stability assessment and in the risk assessment. This is in line with recent 

studies that highlight the importance of coupled processes as predictors of landslides and slope failures. 

3.3 Research Questions 

According to the objectives mentioned above, the research questions of the study are as follows: 

1. What is the effect of hydro-mechanical coupling on the strength, deformation, and failure modes of 

anisotropic slate? The existing literature reveals that water can considerably diminish strength and alter 

the behavior of crack propagation, yet the mechanisms behind the effect need to be studied in more detail. 

2. Which are the critical bedding angles and hydro conditions that control the transitions between the 

various failure modes (tensile, shear, and composite)? There is experimental evidence that failure mode 

transitions take place within certain angular ranges, but these boundaries are not completely delimited in 

hydro-mechanical conditions. 

3. What is the most effective way of numerically modeling the initiation and propagation of cracks in 

anisotropic rocks when subjected to a coupled hydro-mechanical load? The methods based on DEM offer 

promising methods, yet they need to be calibrated and tested against experimental data. 

4. What model can be established to incorporate hydro-mechanical processes in sustainable slope stability 

and geo-hazard mitigation measures? The answer to this question is critical to enhance risk assessment 

and facilitate environmentally sustainable engineering practices. 
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4. Research Methodology 

4.1 Research Framework 

The suggested research is based on experimental-numerical-environmental combined research on the 

hydro-mechanical character of anisotropic slate and its implications on the slope stability. The research is 

structured into three steps that are highly related, i.e., (i) the laboratory study that defines anisotropic and 

hydro-mechanical properties, (ii) the numerical analysis of the crack propagation and failure modes, and 

(iii) the application in slope-scale stability and environmental geo-hazard. It is an inter-scale approach 

which is required to best optimize the disparity between the laboratory experiments and the field 

environment as seen in previous studies of rock mechanics and geotechnical modelling. The combination 

of laboratory experiments, numerical simulations, and field studies into a multi-scale research 

methodology is described in general Figure 6. 

 
Figure 6. Multi-Scale Research Methodology Integrating Experimental, Numerical, and Field Approaches 

4.2 Laboratory Experimental Program 

The experiments will be conducted in a laboratory in order to quantify the mechanical behavior of 

anisotropic slate in a controlled experimental set up. To ensure directional dependence on strength and 

deformation, standard cylindrical specimens will be subjected to different bedding angles (e.g., 0°, 15°, 

30°, 45°, 60°, 75°, and 90°). Proposed laboratory experimental program for investigating the hydro-

mechanical behavior of anisotropic slate under different bedding orientations and moisture conditions in 

Table 2. 

Table 2. Laboratory Experimental Design 

Test Type Parameter Values Purpose 
Uniaxial Compression Bedding Angle 0°–90° Evaluate anisotropy 
Triaxial Compression Confining Pressure 5–30 MPa Simulate field stress 
Moisture Condition Dry/Saturated Controlled Hydro-mechanical effect 
Sample Size Diameter/Height Standard ISRM Consistency 
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Loading Rate Stress-controlled Constant rate Avoid dynamic effects 
Measurements Stress-strain Continuous Deformation analysis 
Failure Analysis Crack observation Visual + imaging Failure mechanism 

 

Dry and saturated conditions will be taken into consideration to examine hydro-mechanical effects. 

Uniaxial compression tests will be conducted to get stress-strain curves, maximum strength, elastic 

modulus, and failure properties. Where practicable, triaxial compression tests will be carried out to 

determine the effect of confining pressure. The experimental design is in line with the traditionally 

accepted rock testing standards and methods common in past research (Zhang and Zhao 2014). 

Anisotropic strength difference and transition to failure mode in slate and other layered rocks can also be 

studied successfully using similar experimental methods (Tien, Kuo, and Juang 2006). The effects of 

hydromechanics will be researched through the comparison of the dry and saturated specimens. The 

saturation will be determined by using controlled water immersion, and the water absorption properties 

will be determined. The effect of water on strength degradation and deformation characteristics will be 

examined because it is already known that water decreases interlayer bonding and increases deformability 

(Wong, Maruvanchery, and Liu 2016). The laboratory setup for uniaxial and triaxial testing is illustrated 

in Figure 7. 

 
Figure 7. Laboratory Setup for Uniaxial and Triaxial Testing of Anisotropic Slate 

4.3 Hydro-Mechanical Characterization 

The hydro-mechanical behavior of anisotropic slate will be described with an in-depth examination of 

experimental data. Key stages of deformation will be identified through the use of stress-strain curves, 

such as compaction, elastic, elastoplastic, and failure stages. The mechanical parameters (compressive 

strength, elastic modulus, and strain characteristics) will be compared at varying bedding angles and 

moisture conditions. Consideration will be given to the determination of anisotropy in power as well as 

failure mode transitions, such as composite tensile shear failure, shear slip, and tensile splitting. It has 

been previously demonstrated that these failure modes are highly affected by the structural plane 

orientation and water content (Yao et al. 2019). The effect of hydro-mechanical coupling on crack 

initiation and propagation will also be evaluated, and it should focus on the contribution of pore water to 

the formation of the fracture (Zhao, Zhang, and Lei 2021). Typical stress-strain responses under dry and 

saturated conditions are shown in Figure 8. 
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Figure 8. Stress-Strain Curves of Slate under Dry and Saturated Conditions 

Proposed comparative framework for evaluating the influence of bedding angle and moisture condition 

on the mechanical properties and failure behavior of anisotropic slate in Table 3. 

Table 3. Effect of Bedding Angle and Moisture on Mechanical Properties 

Bedding 

Angle (°) 
Condition Compressive 

Strength 
Elastic 

Modulus 
Failure Mode Crack Pattern 

0° Dry High High Tensile splitting Vertical cracks 
15° Dry Moderate-high Moderate Composite Mixed cracks 
30° Dry Low Moderate Shear-slip Inclined cracks 
45° Dry Minimum Low Shear dominant Sliding failure 
60° Dry Increasing Moderate Composite Mixed 
75° Dry High High Tensile Vertical 
90° Dry Very high High Tensile splitting Parallel cracks 
0° Saturated Reduced Reduced Tensile Extended cracks 

45° Saturated Very low Low Shear-slip Lubricated planes 
90° Saturated Reduced Moderate Tensile Wide fractures 

4.4 Numerical Modeling (DEM PFC) 

The Discrete Element Method (DEM) Particle Flow Code (PFC) will be used to do numerical simulations 

in order to complement the laboratory experiments. DEM in particular is particularly useful in the 

modeling of rock behavior because it is a micro-mechanical description of the behavior of fractures (Chen 

et al. 2023). A slate numerical model that is anisotropic will be developed and calibrated using 

experimental data. The parameters of the model such as particle rigidity, bond strength, and coefficient of 

friction will be varied to obtain observed stress-strain behavior and mode of failure. The crack initiation, 

propagation and coalescence will be examined by conducting simulations at different bedding angles and 

hydro conditions. Previous studies have already demonstrated that PFC can be used to simulate the 

behavior of anisotropic rocks and reproduce experimental failure modes (Yin et al. 2019). Numerical 

modeling parameters of the DEM/PFC model and their importance in the modeling of crack initiation, 

crack propagation, and the evolution of failure in anisotropic slate in Table 4. 
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Table 4. DEM Numerical Modeling Parameters (PFC) 

Parameter Symbol Description Role 
Particle stiffness kn, ks Normal & shear stiffness Controls deformation 
Bond strength σb Inter-particle bonding Crack initiation 
Friction coefficient μ Sliding resistance Shear failure 
Porosity n Void ratio Fluid flow behavior 
Water pressure Pw Pore pressure Hydro-mechanical coupling 
Contact model — Linear/parallel bond Behavior simulation 
Calibration — Lab data matching Model validation 

 

The numerical model will be employed in this research to: find out the locations of stress concentration, 

trace crack growth and fracture networks, and determine failure mode transition critical thresholds. The 

technique gives a more intimate insight of micro-mechanical processes, which are experimentally not 

readily observed (Fu et al. 2024). The DEM-based simulation of crack initiation, propagation, and 

coalescence is illustrated in Figure 9. 

 
Figure 9. DEM Simulation of Crack Initiation, Propagation, and Coalescence in Anisotropic Slate 

4.5 Slope Stability and Environmental Application 

The laboratory and numerical results will be further applied to slope-scale applications to measure geo-

hazards to the environment. Anisotropic mechanical properties and hydro-mechanical coupling effects 

will be included in the development of a slope stability model. Limit equilibrium (LEM) and numerical 

(FEM/DEM) methods can both be used to test slope stability under varying environmental conditions. The 

hydro-mechanically coupled slope stability modeling framework is presented in Figure 10. 
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Figure 10. Hydro-Mechanically Coupled Slope Stability Model for Anisotropic Rock Masses 

Principal geotechnical and hydro-mechanical parameters considered in slope stability assessment and geo-

hazard evaluation of anisotropic rock masses in Table 5. 

Table 5. Slope Stability Parameters under Hydro-Mechanical Conditions 

Parameter Description Source Influence on Stability 
Cohesion (c) Shear resistance Lab tests High impact 
Friction angle (φ) Shear strength Lab tests High impact 
Bedding orientation Structural anisotropy Field/lab Critical 
Pore water pressure Water effect Hydro analysis Reduces stability 
Seepage force Flow-induced force Numerical Triggers failure 
Unit weight Rock density Lab Moderate 
Crack density Fracture intensity DEM Weakens slope 

 

The factors that will be taken into consideration in the model include: (i) bedding discontinuities and 

structural orientation, (ii) water forces and seepage, and (iii) redistribution of stress and fracture. The 

proposed framework will be tested using case studies that pertain to the topic of reservoir slopes, water 

diversion projects, or landslides that occur as a result of rainfall. It has been prioritized in previous studies 

that hydro-mechanical coupling contributes significantly to slope instability, especially in anisotropic rock 

masses (Song et al. 2024). Incorporation of laboratory-derived parameters in the slope models improves 

the accuracy of the prediction, and it creates a more realistic measure of geo-hazard risk (Tchuwa and 

Makande 2025). The integrated framework for geo-hazard risk assessment and mitigation under hydro-

mechanical conditions is illustrated in Figure 11. 
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Figure 11. Framework for Geo-Hazard Risk Assessment and Mitigation under Hydro-Mechanical Conditions 

4.6 Data Analysis Techniques 

The analysis of data will be conducted both quantitatively and qualitatively. The correlation between the 

bedding angle, water content, and mechanical properties will be determined by statistical means. The key 

parameters that affect the behavior of rocks and slope stability will be realized through sensitivity analysis. 

The failure modes will be characterized according to the observed pattern of cracks and the results of 

numerical simulations. A comparative analysis of experimental and numerical data will validate the 

modeling method. This combined discussion will offer an equalized view of the hydro-mechanical 

procedures in anisotropic slate and its symbolism to environmental hazards of geo-hazards (Zargarbashi 

2011). 

5. Anticipated Conclusions and Contributions 

5.1 Scientific Contributions 

It is hoped that the present study will contribute to the knowledge about hydro-mechanical behavior in 

anisotropic slate, especially concerning the change in strength, the nature of deformation, and the failure 

processes. They expect to find, based on previous results, a strong dependence of compressive strength 

and elastic properties on the bedding orientation, with the typical U-shaped relationship between strength 

and inclination angle. The study will also measure the effect of water saturation on these relationships, 

which cause the decrease in strength and alteration in deformation stages caused by weakening interlayer 

bonding and enhanced by pore pressure. Moreover, the research will give a better insight into the failure 

mode transition under the conditions of hydro-mechanical coupling. It will be founded on previous sets 

of tensile shear, shear-slip, and tensile splitting failures of slate. It will determine crucial bedding angle 

and water conditions thresholds linked with the changes. Better constitutive models of anisotropic rocks 

will be formulated with these discoveries, and predictive capability in rock mechanics will be enhanced. 
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5.2 Engineering Contributions 

The outcome of the current research will be very useful engineering-wise in designing and stability 

analysis of structures in which layered rock masses are taken into account. A set of analytical laboratory 

experiments with the appropriate computer-based simulation will probably lead to a validated DEM model 

structure that is able to model the exact crack propagation and the formation of cracks in anisotropic slate. 

Such a framework will enable the engineers to: (i) anticipate the reduction of strength under various 

conditions of hydro, (ii) determine significant planes of structural planes that may be unstable, and (iii) 

evaluate the impacts of infiltration of water on slope and underground structures. These skills are 

particularly required in infrastructure work such as tunnels, slopes, and reservoirs where the characteristics 

of the anisotropic rocks and hydro-mechanical connection are a significant contributor to stability. The 

result will then be applicable in the safer and more efficient engineering design practices. 

5.3 Environmental and Geo-Hazard Contribution 

The proposed study will further advance the science of the environment and mitigation of geo-hazards 

through the enhancement of knowledge on the mechanism of slope instability in anisotropic rock masses. 

It is also anticipated that the research will portray how the hydro-mechanical processes, such as infiltration 

of water and stress variations caused by seepage, play an important role in the development and 

advancement of slope failures. The study will have a predictive framework that can be used to determine 

the geo-hazard risk in water-related sites, such as the banks of reservoirs and slopes under rainfall, by 

incorporating laboratory-derived parameters in slope-scale models. With the help of this framework, it 

will be possible to: (i) early detection of unstable slope conditions, (ii) better evaluation of risk in 

landslides and rockfalls, and (iii) formulation of mitigation measures of sustainable infrastructure. 

Moreover, the research will lead to sustainable engineering activities because it will connect rock 

mechanics and geologically advanced geologies to environmental processes, thus helping to design an 

efficient infrastructure system that is resilient to geologically advanced geographies (Basu, Misra, and 

Puppala 2015). 

5.4 Integrated Contribution 

In general, the anticipated outcomes of this study will be a multi-scaled and comprehensive anisotropic 

slate behavior during hydro-mechanical coupling to fill the gap between the laboratory, numerical, and 

field scales. The combination of these strategies helps overcome major limitations of the existing 

literature. It provides a feasible way forward in enhancing scientific understanding as well as engineering 

practice in rock mechanics, engineering geology, and environmental geo-hazard control (Wang and 

Nanehkaran 2024). 

6. Innovation and Novelty 

The study presents a few original points that contribute to the development of the existing level of 

knowledge in the field of rock mechanics, engineering geology, and environmental science, especially 

when considering the anisotropic slate and hydro-mechanical interaction. 

6.1 Overview of Hydro-Mechanical Coupling 

One of the key discoveries of this paper is the clear incorporation of hydro-mechanical coupling in the 

study of anisotropic slate behavior. Although the effects of water on the strength of rocks or the study of 
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anisotropic mechanical properties have been discussed independently in prior studies, very few studies 

have investigated the two factors in a comprehensive system. The current literature proves that water 

decreases compressive strength and changes the process of failure in layered rocks. Still, the relationship 

between structural anisotropy and hydro-mechanical processes is poorly comprehended. This gap is filled 

in the present study, which examined the interactions involving water infiltration, pore pressures, and 

interlayer weakening to affect strength anisotropy and changes in failure modes (Zhao et al. 2024). 

6.2 Multi-scale Research Framework (Laboratory to Numerical to Field) 

The other important innovation is the design of a multi-scale framework, which relates to both laboratory-

scale observations and numerical modeling and field applications. Most of the past research is restricted 

to either laboratory experiments or numerical modeling, without a clear relationship of scale. The 

combination of experimental data, simulations of DEM-based models, and slope stability modeling 

through current research allows for the development of a more complete picture of rock behavior at 

varying scales. The simulation of the crack propagation and failure evolution using PFC further increases 

the capability of capturing the micro-mechanical processes that govern the macroscopic behavior (Li et 

al. 2022). 

6.3 Determination of Critical Failure Thresholds in Hydro-Mechanical Conditions 

The research will find the key bedding angle and the hydro conditions that are critical in defining changes 

between various failure modes. It has been established in previous studies that anisotropic rocks undergo 

different failure modes depending on the structural plane orientation. However, the boundaries between 

them under hydro-mechanical coupling are not well-defined. With the combination of experimental and 

numerical methods, this study will set up quantitative standards for predicting the transition of failure 

mode; this project will be of great importance for both theoretical and practical applications in rock 

mechanics (Stead, Eberhardt, and Coggan 2006). 

6.4 Rock Mechanical Calibration with Environmental Geo-Hazard Reduction 

One of the most significant novelties of this study is the explicit connection between the geo-hazard 

mitigation of environmental issues and rock mechanics. Although conventional studies emphasized 

mechanical behavior, this study has extended the study to environmental applications, such as slope 

stability, landslides, and reservoir bank failures. Hydro-mechanical processes are identified as some of the 

major causes of geo-hazards, especially in water-sensitive regions (Xue et al. 2026). These processes have 

been integrated into a predictive framework that makes the study a part of developing sustainable 

engineering solutions to hazards prevention and risk reduction. 

6.5 Numerical Anisotropic Rock System Modeling 

The suggested study also facilitates the use of numerical modeling methods, especially the DEM-based 

methods on the anisotropic rock systems. Though DEM has been extensively applied to simulate rock 

behavior, the usage of the method to model hydro-mechanical coupling in layered rocks is scarce. This 

work will improve the model calibration and validation, which will make the simulation more reliable in 

predicting the process of crack propagation and failure. These improvements are vital to the creation of 

powerful engineering design and hazard evaluation tools (Hardison and Hallowell 2019). 

6.6 Novel Contribution in Research 
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This research is novel in that it applies a multi-disciplinary strategy, which integrates hydro-mechanical 

coupling, anisotropic rock behavior, multi-scale modeling, and environmental geo-hazard applications. 

This holistic formulation does not only fill major gaps in existing literature but also provides useful 

mechanisms to improve slope stability assessment and sustainability in the creation of infrastructure in 

not-so-simple geology. The suggested plan offers a reasonable chain of basic research and application, 

including the combination of experimental, numerical, and environmental factors. This systematic 

arrangement is consistent with the optimal practice of the research of rock mechanics. It offers an 

important way towards the attainment of the research goals in addition to sustainable geo-hazard 

mitigation. Mapping of research innovation, existing knowledge gaps, and the proposed study's original 

contributions to anisotropic rock mechanics and environmental geo-hazard mitigation in Table 6. 

Table 6. Research Contribution and Innovation Mapping 

Innovation Aspect Existing Studies Proposed Study Contribution 
Anisotropy analysis Studied separately Integrated with hydromechanics 
Hydro-mechanical coupling Limited focus Fully coupled framework 
Experimental work Isolated lab studies Multi-condition experiments 
Numerical modeling DEM used DEM + validation 
Scale integration Missing Lab → Numerical → Field 
Geo-hazard application Limited Full slope stability model 

7. Conclusion 

The study of the hydro-mechanical properties of anisotropic slate and its implications on sustainable slope 

stability and environmental mitigation geo-hazard will be done in this research proposal. The study fills 

major gaps in the current body of knowledge regarding the behavior of anisotropic rocks under coupled 

conditions by combining laboratory tests, numerical modeling and slope-scale techniques. The proposed 

work relies on the existing research that demonstrates that the bedding orientation and water significantly 

affect the strength, deformation, and failure of rock that is generated at the interface between a multi-scale 

and a multi-physics model. The method enables the representation of the behavior of rock masses in a 

more realistic way and provides superior tools in predicting instability in engineering as well as the 

environmental environment. Both the scientific and engineering worlds will use the expected findings and 

warrant more secure and sustainable infrastructure development in geologically intricate and water-

sensitive environments. Besides, the addition of the hydro-mechanical processes to the slope stability 

assessment will enhance the predictive and mitigation potential of landslides or reservoir bank collapses 

geo-hazards. To sum up, the intended study provides an innovative application-oriented and 

interdisciplinary study that advances knowledge in rock mechanics, engineering geology, and 

environmental geo-hazard science while addressing the fundamental research gaps in the hydro-

mechanical behavior of anisotropic rock. 
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optimization of nature-based solutions on eco-engineering basis. 

It is theoretical and methodological in character and offers a comprehensive framework but not 

an entire and implemented case study empirically. The proposed system will be found to increase 

the predictive accuracy, better spatial identification of hotspots of climate risk, and allow real-

time and context-aware decision support, in contrast to traditional single-source systems. The 

framework provides a scalable way to achieve proactive, resilient, and sustainable urban 

planning in the face of climate change by connecting AI-based analytics with ecological 

engineering interventions. 
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1. Introduction 

There is a growing vulnerability of urban systems to compound and interactive climate risks, such as 

extreme flooding, heat waves, and environmental degradation, in cities worldwide (Chen, Chen, et al. 

2023; AghaKouchak et al. 2020). The occurrence and intensity of such hazards have been exacerbated by 

rapid urbanization, together with climate change, especially in the developing world, where infrastructure 

and adaptive capacities are minimal (Le 2020; Allard 2021). An example of such vulnerability is the cities 

of Karachi, which have seen frequent occurrences of urban flooding (Baig, Atif, and Tahir 2024; Kaker 

and Anwar 2024), which revealed the most serious gaps in the traditional urban planning and disaster 

management frameworks (Afshan et al. 2025). 

 

Over the last few years, ecological engineering has become relevant as a more sustainable approach to 

combating climate risk by introducing nature-based solutions (NBS) in form of green infrastructure and 

urban wetlands (Ganapathi, Awasthi, and Vasudevan 2024; Moazzem et al. 2024). These strategies 

decrease environmental stressors and offer co-benefits such as enhanced biodiversity, air quality and 

social well-being (Becvarik, White, and Lal 2024). Nevertheless, eco-engineering interventions are 

usually based on the frameworks of the static planning, and they do not have the ability to dynamically 

respond to the changes in the environment in real time (Rauch et al. 2022). 

Along with these changes, artificial intelligence (AI) has revolutionized environmental modelling and 

urban analytics. Hydrological and climate-related models of machine learning and deep learning have 

shown excellent forecasting abilities (Chen, Han, et al. 2023; Zhao et al. 2024). Moreover, the emergence 

of social media e.g. Twitter (X) and Facebook have made social sensing possible, thus real-time human 

observations can be used to supplement environmental data (Yu 2025; Lawu et al. 2021). 

 

Regardless of such improvements, there is still a substantial research gap in applying AI, ecological 

engineering, and real-time cross-modes of data in a single system (Lan et al. 2025; Hao 2026). The 

available literature tends to focus on each of these components individually, which restricts their 

applicability in urban systems with complexity. Thus, the urgent need is to have comprehensive 

frameworks that can provide adaptive and data-driven solutions to climate-resilient cities. 

 

2. Literature Review  

2.1 Ecological Engineering for Urban Climate Resilience 

One of the new ecological engineering directions is the creation of ecological engineering to improve the 

resilience of urban areas through the inclusion of natural processes in engineered systems (Ghazian and 

Lortie 2024; Wang et al. 2022). This method is commonly operationalized with the nature-based solutions 

(NBS) (green roofs, urban wetlands, permeable pavements and riparian buffers) in the context of climate 

change (Moazzem et al. 2024; Basu et al. 2021). The interventions are essential in alleviating urban 

flooding, controlling microclimates, and enhancing ecosystem services (Pandey and Ghosh 2023; 

Wübbelmann et al. 2023). 

 

Empirical evidence has shown that green infrastructure can have great potential in reducing the peak 

runoff and increasing the infiltration rates of urban catchments (Liu et al. 2020; Fu et al. 2023). Likewise, 

vegetation-based solutions can help to mitigate the urban heat island effect by evapotranspiration and 

shading (Lin and Li 2025; Ma et al. 2025). Regardless of these benefits, ecological engineering strategies 

tend to be poorly efficient due to the inability to change the existing planning systems and adapt to changes 

in the environment in real-time (Brasil et al. 2021; Pursnani et al. 2023). In addition, site-specific 

conditions, such as land use, climate variability, and socio-economic factors, have a significant influence 

on NBS performance which requires more dynamic and data-driven methods (Yuan et al. 2024). 
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2.2 Artificial Intelligence in Environmental and Urban Systems 

Environmental modelling has been transformed by artificial intelligence (AI) which is able to analyse non-

linear relationships in big data (Hamza et al. 2022; Hamdan et al. 2024). Machine learning models, 

including Random Forest, Support Vector Machine (SVM), and Long Short-Term Memory (LSTM) 

networks have been extensively used to predict extreme events, like floods and droughts, in hydrology 

and climate science (Dikshit, Pradhan, and Huete 2021; Li, Kiaghadi, and Dawson 2021). 

 

The AI based models have been shown to have better predictive capabilities than the traditional physically 

based models, especially in data rich settings (Zong and Guan 2025). As an example, deep learning models 

have been effectively applied to model rainfall-runoff dynamics and urban flood dynamics at very high 

temporal resolution (He et al. 2023). The use of AI in urban systems is also applied to the optimization of 

energy, traffic systems, and climate risk (Dikshit et al. 2023). Nevertheless, most AI models are data-

driven and not based on ecological context, which restricts their use to sustainable environmental 

management (Chisom et al. 2024; Yousaf 2024). Also, the issues of model interpretability and 

transparency have given rise to the necessity of explainable AI solutions to environmental decision-

making (Patidar et al. 2024). 

 

2.3 Social Sensing and Real-Time Environmental Intelligence 

The swift development of online applications like Twitter (X) and Facebook has made social sensing 

possible, with user-created information being used as a means of tracking the real-life events (Tang and 

Hu 2020). Social sensing offers local and real-time information to understand environmental dangers to 

supplement the existing traditional monitoring systems which are usually limited in time and space 

(Fascista 2022). 

 

Social media data have proven useful in the context of urban flooding to identify floods, map areas of 

inundation, and analyse the sentiments of the people (Rosser, Leibovici, and Jackson 2017). The sources 

of this type of data have certain distinct benefits, such as quick information dispersion and the possibility 

to record human perceptions and behavioural reactions (Khan and Qutab 2016). The more complex natural 

language processing (NLP) algorithms, like sentiment analysis and topic modelling, facilitate the 

derivation of valuable patterns in unstructured text data (Bagheri et al. 2023). 

 

Nevertheless, there are also such issues of social sensing as noise in the data, misinformation, and spatial 

biasing by uneven distribution of users (Rashid and Wang 2021). Irrespective of these shortcomings, 

social sensing integrated with environmental data has demonstrated great potentials in improving disaster 

response and resilience in cities (Sarker et al. 2020). 

 

2.4 Integration Gap: Toward AI-Driven Eco-Engineering Frameworks 

Even though ecological engineering, artificial intelligence, and social sensing have individually 

contributed to the development of the subject of urban climate resilience, there is a lack of integration of 

these techniques. The bulk of the literature is rather disorganized, considering individual-domain solutions 

without considering the interconnectedness of urban systems (Yohanandhan et al. 2020; Anvari-Clark 

2026). This is what limits the creation of holistic frameworks that can provide adaptive and real time 

solutions. 

 

The recent progress in the field of digital twin and smart city systems offers a good opportunity to integrate 

by merging real-time flows of data with simulation models (Mazzetto 2024; Jafari et al. 2023). 

Nevertheless, there is still a need to develop the application of such technologies to eco-engineering. 

Specifically, the absence of frameworks, capable of dynamically converting AI-driven insights into 
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actionable ecological interventions, e.g., optimization of the location and design of nature-based solutions, 

can be noted. 

 

 

2.5 Research Direction and Novel Contribution 

Judging by the literature reviewed, it is clear that a holistic, data-driven framework, which combines 

ecological engineering, artificial intelligence, and social sensing is urgently needed. Not only must such a 

framework improve predictive accuracy, but it must also facilitate real-time decision-making and adaptive 

urban planning as well (Richardson et al. 2021; Attah et al. 2024). 

 

This paper fills this gap by introducing an AI-supported eco-engineering framework based on using cross-

modal data integration to enhance urban climate resilience. The proposed framework focuses on the 

dynamism between environmental processes, technological systems and human behaviour as compared 

to the current methods. This study will help to bridge these fields and offer a sustainable urban 

development solution that is scalable by connecting these areas. 

 

Table 1. Cross-Domain Synthesis of AI, Eco-Engineering, and Social Sensing: Identifying Critical Gaps 

Toward Climate-Resilient Urban Systems 

Study / 

Reference 

Focus Area Data Type Methodolo

gy 

Key 

Contributi

on 

Limitation Research 

Gap 

(Li, 

Yigitcanlar

, et al. 

2024) 

Climate 

risk 

analysis 

Environment

al 

Statistical / 

ML 

Identified 

urban 

vulnerabilit

y trends 

Lacks real-

time 

capability 

No 

adaptive 

framework 

(de Brito et 

al. 2024) 

Climate 

extremes 

Environment

al 

Hydrologica

l modelling 

Analysis of 

compound 

hazards 

No 

integration 

with social 

data 

Missing 

human 

dimension 

(Preti, 

Capobianc

o, and 

Sangalli 

2022) 

Nature-

based 

solutions 

Environment

al 

Eco-

engineering 

Sustainable 

urban water 

managemen

t 

Static 

implementati

on 

No AI 

integration 

(Brasil et 

al. 2021) 

Green 

infrastructu

re 

Environment

al 

Hydrologica

l modelling 

Flood 

mitigation 

using NBS 

Limited 

scalability 

No real-

time 

adaptation 

(Zhou et 

al.) 

Flood 

prediction 

Environment

al 

LSTM / ML High 

prediction 

accuracy 

Ignores 

ecological 

context 

No eco-

engineerin

g linkage 

(Syed et al. 

2024) 

Rainfall-

runoff 

modelling 

Environment

al 

Deep 

learning 

Improved 

temporal 

forecasting 

Single data 

source 

No multi-

modal 

integration 

(Destefanis 

et al. 2025) 

Flood 

mapping 

Social + 

Environment

al 

GIS + social 

media 

Rapid flood 

detection 

Limited 

accuracy in 

noisy data 

No AI-

driven 

fusion 
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(Shi et al. 

2022) 

Social 

sensing 

Social Big data 

analytics 

Real-time 

disaster 

awareness 

Data bias and 

noise 

No 

integration 

with 

physical 

systems 

(OJADI et 

al. 2023) 

NLP in 

environmen

t 

Social NLP / 

sentiment 

analysis 

Extracts 

public 

perception 

No spatial 

modelling 

Limited 

decision 

support 

(Abbasneja

d et al. 

2025) 

Digital twin 

systems 

Integrated Simulation 

models 

Smart city 

monitoring 

Early-stage 

application 

No eco-

engineerin

g link 

(Van 

Hoang 

2024) 

Smart city 

systems 

Integrated AI + IoT Real-time 

monitoring 

Lacks 

environmenta

l focus 

No 

ecological 

optimizati

on 

This Study Integrated 

climate 

resilience 

Multi-modal 

(Environment

al + Social) 

AI (LSTM, 

SVM) + 

NLP + Eco-

engineering 

Real-time 

predictive 

and adaptive 

framework 

— Addresses 

all 

identified 

gaps 

through 

integrated, 

scalable, 

and 

adaptive 

system 

 

3. Methodology 

The paper constructs a multi-layered AI-based eco-engineering system that combines sensory and social 

sensing to the climate with intelligent modelling to achieve climate-resilient urban systems. This approach 

is a fusion of data, machine learning, spatial analysis, and ecological optimization in a single architecture 

based on the latest innovations in environmental informatics and intelligent urban systems (Jadhav et al. 

2024; Anwar and Sakti 2024). 

 

3.1 Framework Overview 

The proposed framework consists of four interconnected modules: 

(1) Data Acquisition,  

(2) Data Processing,  

(3) AI Modelling, and  

(4) Decision Support. 

This stratification is consistent with smart-city data streams and environmental decision support systems 

(Prasath 2025; Bamgboye et al. 2025). It follows a closed-loop architecture, which allows providing 

feedback and adapting to learning, which is crucial in managing climate risks in real time (Natta 2024). 

 

3.2 Data Sources and Integration 

In order to assist the city climate risk assessment and flood prediction, this paper combines multi-source 

environmental and social data with different spatial and time resolutions. The framework can be used in 
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urban basins (e.g., Karachi) where high-resolution and near real-time data are imperative in capturing the 

fast dynamics of floods. 

 

3.2.1 Environmental Data 

Environmental datasets have a variety of sources, each having its own way of adding spatial and temporal 

attributes: 

 

Remote Sensing Data: 

Flood detection and mapping of surface water are done using Sentinel-1 Synthetic Aperture Radar (SAR). 

It gives a spatial resolution of about 10 meters with a temporal revisit period of 6-12 days depending on 

the arrangement of the satellites. Land surface and water extent analysis products are also thought about 

using MODIS products, which provide less spatial detail (250-500 meters) yet more temporal frequency 

(daily to 8-day composite). 

 

Meteorological Data: 

Weather station data (e.g., Pakistan Meteorological Department) contains rainfall, temperature and 

humidity data at hourly to daily time resolution, and spatial coverage is determined by the density of 

weather stations. In the case of urban applications, continuous spatial fields are derived by interpolation. 

 

Hydrological Data: 

The gauging stations and hydrological models provide river discharge, water levels, and soil moisture 

data. These datasets are often with daily to sub-daily time resolution (occasionally hourly) and are 

distributed spatially within river systems and catchments. 

 

IoT Sensor Data: 

The monitoring systems of the urban IoT offer real-time (minutes to hourly resolution) measurements of 

the drainage flow, water levels, and local flooding status. These sensors provide great spatial granularity 

in key infrastructure sites like drainage streams and low-lying urban areas. 

 

All these environmental data sets allow multi-scaled observations of the processes of floods, both localized 

to drainage overflow and large scale to hydrology processes in the basin. 

 

Remote sensing and reanalysis datasets have been widely used for flood detection and hydrological 

modelling due to their high spatial and temporal resolution (Ali, Popescu, et al. 2023; Trinh and 

Molkenthin 2021). The IoT sensing also increases the real-time monitoring of the urban environment 

(Alam et al. 2024). 

 

3.2.2 Social Sensing Data 

To gather social sensing information, social sites like Twitter (X) and Facebook are used to obtain real-

time human responses and observations: 

 

Geotagged Multimedia Content and Posts: 

The data in social media have near real-time temporal resolution (several seconds to several minutes), 

depending on the activity of the user. The spatial resolution can be either accurate geotagged coordinates 

(10-100 meters) or more general location tags (city, neighbourhood). 

 

User-Reported Flood Observations: 

User posted textual descriptions, pictures, and videos offer localized information about the extent of the 

floods, infrastructure collapse and disruption of the services. 
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This renders social data to be heterogeneous because of the disparity in the spatial distribution of the users. 

Thus, the spatial filtering and clustering methods are used to match social observations to environmental 

data. 

 

Social sensing can be proven to be an effective means towards real-time disaster identification and 

situational awareness (Shi et al. 2022; Pal et al. 2022). These measurements offer complementary 

knowledge to physical measurements as they define the human perception and response (Pigliautile et al. 

2020). 

 

3.2.3 Urban Flood Forecasting based on Multi-Modded Data Integration. 

By combining both environmental and social datasets, both physical flood processes and human influence 

can be represented in a comprehensively way. Spatial continuity and physical consistency are offered by 

the environmental data, whereas the social sensing offers the temporal responsiveness and situational 

awareness. 

 

In the case of urban flood forecasting, e.g. in Karachi, the infrastructure exploits: 

SAR data of flood extent with high spatial resolution (1030 m). 

 

Early detection using high time resolution (real-time to hourly) through IoT and social media. 

Multi-scale fusion with the usage of data fusion methods to generate uniform and adaptive inputs to AI 

models. 

 

The multi-resolution data architecture provides the proposed framework with the capability to adequately 

record the rapid onset of floods, spatial heterogeneity, and human activities in the complex urban 

environment. 

 

The multi-source data architecture and corresponding feature integration used in this study are 

summarized in Table 2, highlighting the diversity of environmental and social datasets and their respective 

roles in the proposed framework. 

 

Table 2. Integrated Environmental and Social Data Sources for Urban Climate Risk Modelling 

Data 

Category 

Data 

Source 

Key 

Variables 

Spatial/Tempor

al Resolution 

Processing 

Techniques 

Role in 

Framewor

k 

Referenc

es 

Remote 

Sensing 

Sentinel

-1 SAR, 

MODIS 

Flood 

extent, land 

use, surface 

water 

High spatial / 

periodic 

Image 

processing, 

classification 

Flood 

detection 

and spatial 

mapping 

(Tran, 

Menenti, 

and Jia 

2022) 

Meteorologic

al Data 

Weather 

stations 

/ PMD 

Rainfall, 

temperature, 

humidity 

Daily / hourly Normalizatio

n, time-series 

analysis 

Climate 

hazard 

prediction 

(Li and 

Qian 

2024) 

Hydrological 

Data 

River 

gauges, 

models 

Discharge, 

water level, 

soil moisture 

Daily / real-time Filtering, 

interpolation 

(IDW) 

Flood 

dynamics 

and risk 

estimation 

(Soltani et 

al. 2026) 

IoT Sensor 

Data 

Urban 

smart 

sensors 

Drainage 

flow, water 

levels 

Real-time Noise 

filtering, data 

smoothing 

Real-time 

monitoring 

(Jang and 

Jung 

2023) 
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Social Media 

Data 

Twitter 

(X), 

Faceboo

k 

Text, 

geolocation, 

images 

Real-time / 

unstructured 

NLP, 

sentiment 

analysis, 

topic 

modelling 

Public 

perception 

and early 

warning 

(Alam, 

Mrida, 

and 

Rahman 

2025) 

GIS & Urban 

Data 

Land 

use 

maps, 

census 

Population 

density, 

infrastructur

e 

Static / periodic Spatial 

analysis 

(GIS), KDE 

Vulnerabili

ty and 

exposure 

analysis 

(Mutambi

k 2024) 

Integrated 

Dataset 

Fused 

multi-

modal 

data 

Combined 

environment

al + social 

features 

Dynamic Data fusion 

(weighted 

integration) 

Improved 

prediction 

and 

decision-

making 

(Chen and 

Tang 

2025) 

 

3.3 Data Preprocessing and Feature Engineering 

3.3.1 Environmental Data Processing 

Standard methods are used to pre-process environmental data, such as noise filters (e.g., moving average 

and Kalman filtering), spatial interpolation (Inverse Distance Weighting, IDW), and normalization. 

Normalization is used to scale all the variables to a similar range enhancing the convergence and stability 

of the model. 

 

Environmental data are pre-processed using: 

Noise filtering (moving average, Kalman filtering)  

Spatial interpolation (Inverse Distance Weighting, IDW)  

Normalization:  

𝑋′ =
𝑋 − 𝑋min

𝑋max − 𝑋min
 

 

Spatial interpolation techniques such as IDW are widely used for estimating missing environmental values 

(Larson et al. 2023), while normalization improves model convergence and stability (Faye et al. 2025). 

 

3.3.2 Social Data Processing 

Natural language processing (NLP) algorithms, such as tokenization and stop-word removal, sentiment 

analysis (BERT-based models), and topic modelling (LDA, GSDMM) are used to process social media 

data. Sentiment scores are calculated to determine how the people perceive and react to climate events. 

 

Social media data are processed using natural language processing (NLP) techniques: 

 

Tokenization and stop-word removal  

Sentiment analysis (BERT-based models)  

Topic modelling (LDA, GSDMM)  

Sentiment score is computed as: 

𝑆 =
𝑁𝑝𝑜𝑠 − 𝑁𝑛𝑒𝑔

𝑁𝑡𝑜𝑡𝑎𝑙
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Advanced NLP models such as BERT have shown superior performance in extracting contextual meaning 

from textual data (Koroteev 2021), while topic modelling techniques uncover latent themes in large 

datasets (Chauhan and Shah 2021). 

 

Integration of features into AI models. 

Environmental and social characteristics are pre-processed and converted into structured numerical 

representations and fed through the AI modelling pipeline. Environmental data (e.g. rainfall, water level, 

soil moisture) are structured into time-sequences and social sensing data (e.g. sentiment scores, topic 

distributions, event frequency) are aggregated across corresponding time-windows. 

 

In the case of the LSTM model, the features are fed in as multi-dimensional vectors of time-series and in 

the case of the environment and social features, the features are concatenated along the feature dimension 

at any given time step. This enables the LSTM to learn in concert both the temporal dependencies of 

physical processes and human response signals. 

 

In case of the SVM model, a flattened feature vector is created by summarizing the environmental 

variables (e.g., mean, variance, trend) using statistical summaries and mixing it with social features (e.g., 

average sentiment score, topic weights). The latter are combined directly via concatenation into a single 

feature space, and they are considered in a classification of flood risk levels (e.g., high, medium, low). 

The framework makes it flexible to separate-channel processing whereby, the environmental and social 

features may be learned independently and then combined at the decision level. But in this work, feature-

level fusion through concatenation is used because it is simple and successful in multi-modal learning. 

 

3.4 AI Modelling Framework 

3.4.1 Temporal Prediction Using LSTM 

Temporal dependencies in environmental data are modelled using Long Short-Term Memory (LSTM) 

networks: 

ℎ𝑡 = 𝜎(𝑊ℎ𝑥𝑡 + 𝑈ℎℎ𝑡−1 + 𝑏ℎ) 
LSTM models are widely used in hydrological forecasting due to their ability to capture long-term 

dependencies in time-series data (Sabzipour et al. 2023; Ouma, Cheruyot, and Wachera 2022). 

3.4.2 Classification Using Support Vector Machine (SVM) 

Flood risk classification is performed using Support Vector Machine (SVM): 

𝑓(𝑥) = 𝑤𝑇𝑥 + 𝑏 

SVM is selected for its robustness in high-dimensional feature spaces and strong generalization 

performance (El Kafrawy et al. 2021; Hu et al. 2020). 

3.4.3 Multi-Modal Data Fusion 

Environmental and social data are integrated using weighted fusion: 

𝐹 = 𝛼𝐸 + (1 − 𝛼)𝑆 
 

Where: 

𝐸: environmental features  

𝑆: social features  

Data fusion enhances predictive accuracy by combining complementary information sources (Gettelman 

et al. 2022; Meng et al. 2020). 

 

3.5 Spatial Analysis and Risk Mapping 

Geospatial analysis is conducted using GIS-based techniques: 

Flood mapping using SAR imagery  

Hotspot detection using Kernel Density Estimation (KDE)  
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Risk index formulation:  

𝑅 = 𝑤1𝐻 + 𝑤2𝑉 + 𝑤3𝐸 
 

Such multi-criteria risk models are widely used in disaster risk assessment and urban planning (da Silva 

et al. 2020; Ibrahim et al. 2025). 

 

3.6 Eco-Engineering Optimization 

Nature-based solutions (NBS) are optimized using a multi-objective function: 

Minimize: 𝑍 = 𝑤1𝐶 + 𝑤2𝑅 − 𝑤3𝐵 
 

Where: 

𝐶: cost  

𝑅: residual risk  

𝐵: ecological benefit  

Optimization is performed using Genetic Algorithms (GA) and Multi-Criteria Decision Analysis 

(MCDA), which are widely applied in environmental planning  (Colapinto et al. 2020; ALHASSAN, 

ADAMU, and JIMOH 2026). 

 

3.7 Model Validation and Performance Metrics 

In order to measure the effectiveness of the given AI-based eco-engineering approach, conventional 

statistical measurements typically applied in hydrological and environmental modelling are taken. They 

are Root Mean Square Error (RMSE) and Nash Sutcliffe Efficiency (NSE) which measure the accuracy 

and efficiency of prediction and model respectively. 

 

RMSE is the difference between the predicted and observed values, and gives a measure of overall forecast 

error, whereas NSE is the relative extent of residual to observed data variance. 

Model performance is evaluated using standard statistical indicators: 

Root Mean Square Error (RMSE) 

𝑅𝑀𝑆𝐸 = √
1

𝑛
∑ (

𝑛

𝑖=1
𝑦𝑖 − 𝑦̂𝑖)2 

Nash–Sutcliffe Efficiency (NSE) 

𝑁𝑆𝐸 = 1 −
∑(𝑦𝑖 − 𝑦̂𝑖)

2

∑(𝑦𝑖 − 𝑦̄)2
 

These metrics are standard in hydrological and environmental model evaluation  (Ferreira, Paz, and Bravo 

2020). 

Since this research is a conceptual and methodological framework, no empirical validation findings can 

be found at this point. Rather, the metrics above are suggested as a validation approach to be implemented 

in the future. A practical implementation would involve testing the framework on varying modelling 

setups, e.g., LSTM-only, SVM-only and hybrid multi-modal models, with both environmental-only and 

fused environmental-social data. RMSE and NSE would be used to compare the results in terms of 

performance improvement in predictive accuracy and model robustness. 

 

The configuration of AI models, including input features, hyperparameters, and functional roles within 

the proposed framework, is summarized in Table 3 

 

Table 3. AI Model Architecture and Hyperparameter Configuration for Multi-Modal Urban Climate Risk 

Prediction 
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Model 

Component 

Input 

Features 

Key 

Parameters 

Output Functional 

Role 

Justification 

LSTM 

(Temporal 

Model) 

Time-series 

environmental 

data (rainfall, 

temperature, 

water level) 

Epochs (50–

100), 

Hidden units 

(64–128), 

Learning 

rate (0.001) 

Flood prediction 

(time-dependent) 

Captures 

temporal 

dependencies 

Suitable for 

sequential 

climate data 

SVM 

(Classification 

Model) 

Extracted 

environmental 

+ social 

features 

Kernel 

(RBF), C 

(1–10), 

Gamma 

(auto) 

Risk classification 

(high/medium/low) 

Identifies 

risk zones 

Robust in 

high-

dimensional 

space 

NLP 

(Sentiment 

Analysis) 

Social media 

text data 

BERT 

embeddings, 

token size 

(128), 

learning rate 

(2e-5) 

Sentiment score, 

topic clusters 

Extracts 

public 

perception 

Captures 

real-time 

human 

response 

LDA / 

GSDMM 

(Topic 

Modeling) 

Preprocessed 

textual data 

Topics (10–

20), 

iterations 

(1000) 

Topic distribution Identifies 

dominant 

issues 

Effective for 

short-text 

clustering 

Data Fusion 

Model 

Environmental 

+ social 

features 

Weight 

factor (α = 

0.5–0.8) 

Integrated feature 

set 

Combines 

multi-modal 

data 

Improves 

prediction 

accuracy 

GIS-Based 

Risk Model 

Hazard, 

exposure, 

vulnerability 

layers 

Weights 

(w₁, w₂, w₃) 

Risk index map Spatial risk 

assessment 

Standard in 

urban risk 

mapping 

Optimization 

Model 

(GA/MCDA) 

Cost, risk, 

ecological 

benefit 

Population 

size (50–

100), 

iterations 

(100–200) 

Optimal NBS 

allocation 

Decision 

support 

Balances 

cost–

benefit–risk 

 

To show how the proposed framework would be tested in the real world, a comparative validation design 

is described in Table 4. The table reports on representative measure of performance of various modelling 

settings with environmental-only and fused environmental and social data. These are illustrative values, 

which are pegged on the anticipated performance tendencies that were reported in the literature, which 

underscores the possible enhancement attained by the integration of multi-model data. 

 

Table 4 provides a comparative assessment framework that is meant to show the anticipated performance 

trend of the various modelling configurations. It should be mentioned that the values are not the result of 

direct empirical measurements, but rather indicative estimates based on the experience of the available 

literature and the conceptual structure of the proposed framework. The purpose of the table is to illustrate 
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the relative improvements that can be made using multi-modal data integration as opposed to reporting 

validated experimental results. 

 

Table 4. Illustrative Comparative Performance of AI Models Based on Conceptual Evaluation Framework 

(Not Empirical Results) 

Model Configuration Data Input RMSE NSE Interpretation 

LSTM Environmental only 0.48 0.7 Captures temporal 

patterns but lacks 

human response signals 

SVM Environmental only 0.52 0.65 Moderate classification 

performance with 

limited feature depth 

LSTM Environmental + Social 0.38 0.82 Improved prediction 

due to inclusion of real-

time social signals 

SVM Environmental + Social 0.41 0.78 Better classification 

through enriched 

feature space 

Hybrid (LSTM + 

SVM) 

Environmental + Social 

(Fused) 

0.3 0.88 Highest accuracy and 

robustness due to multi-

modal integration 

 

These indicative values highlight the potential advantages of integrating environmental and social sensing 

data. Actual model performance may vary depending on data availability, study area characteristics, and 

model calibration in real-world applications 

 

3.8 Model Justification 

LSTM → captures temporal variability in climate data (Natel de Moura, Seibert, and Detzel 2022). 

SVM → robust classification with limited data  (Rubbens et al. 2023) 

NLP models → extract human perception in real time (VP Singh and Mahmoud 2020) 

Data fusion → improves prediction reliability  (Li, Wang, et al. 2024) 

Optimization techniques → ensure sustainable eco-engineering solutions (Mickovski et al. 2022) 

 

 

 

4. Proposed Framework  
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The suggested AI-based eco-engineering model is envisioned as a multi-layered, combined framework 

that combines real-time environmental sensing, social sensing, and smart decision-making to add 

resilience to urban climate. In contrast to traditional more traditional approaches of planning that are static, 

the framework is meant to be dynamic based on ongoing data assimilation and reactionary feedback, which 

is in line with the new paradigm of smart and resilient cities (Ali, Naeem, et al. 2023). The framework 

also overcomes the constraints of fragmented and reactive urban management systems by unifying 

artificial intelligence, ecological engineering, and integrating data across different modalities (Firoozi and 

Firoozi 2025). 

 
Figure 1. Conceptual Architecture of an AI-Enabled Eco-Engineering System for Adaptive Urban Climate 

Resilience 

 

4.1 System Architecture 

It is designed as a four-core architecture comprising of data layer, analytics layer, modelling layer, and 

decision-support layer, which is regular in 21st-century urban informatics architectures (Engin et al. 2025; 

Gong et al. 2025). 

 

4.1.1 Data Layer 

This layer data-gathering layer captures heterogeneous data streams of environmental and social sources. 

Satellite observations (e.g., SAR images), meteorological measurements and IoT-based urban sensing 

networks are considered to be the environmental data and are well-known to be used in real-time 

environmental monitoring (Rahman et al. 2023; Jin et al. 2025). Simultaneously, social sensing data are 

gathered on social media sources like Twitter (X) and Facebook, where information on geotagged and 

time-sensitive data on the perception of the population and local effects is obtained (Yin, Gao, and Chi 

2022; Gulnerman et al. 2020). Combination of these sources of data allows a full-scale representation of 

physical processes and the response of humans. 
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4.1.2 Analytics Layer 

Raw data are pre-processed in this layer, and it is converted into structured features. Spatial temporal 

processing is applied to environmental data, such as interpolation and normalization, and natural language 

processing (NLP) methods, such as sentiment analysis and topic modelling, are used to analyse social data 

(Molenaar et al. 2024; Sv et al. 2022). In this way of dual processing, both quantitative signals of the 

environment and qualitative human feedback will be well-represented to make the system outputs more 

interpretable (Lei, Docherty, and Cooper 2024). 

 

4.1.3 Modelling Layer 

The modelling layer utilises the latest AI methods to do predictive analytics and risk analysis. Time-

dependent patterns of the environment are learned with the help of temporal models like LSTM, and high-

risk zones are recognized with the help of classification algorithms like SVM (Edeh et al. 2026). One of 

the notable innovations is the multi-modal data fusion mechanism that combines the environmental 

variables and the social sensing features to enhance the prediction accuracy and minimise the uncertainty 

(Bressane et al. 2024). Probabilistic risk maps and early warning indicators are some of the outputs 

produced by this layer. 

 

4.1.4 Decision-Support Layer 

The last layer converts to actionable strategies the predictive insights with the principles of ecological 

engineering. It suggests nature-based solutions (NBS) such as green infrastructure and urban wetlands that 

have been extensively known to increase resilience and ecosystem services (Chen et al. 2022; Tariq et al. 

2022). The application of multi-objective optimization methods is aimed to balance cost and ecological 

benefits and risk reduction in support of sustainable and efficient urban planning (Xiao et al. 2024; Zhang 

et al. 2024). 

 

4.2 Workflow and Operational Mechanism 

The framework follows a sequential yet iterative workflow: 

Data Acquisition → Data Processing → AI-Based Prediction → Risk Mapping → Eco-Engineering 

Optimization → Decision Support 

One of the key characteristics of this workflow is the feedback loop which keeps on updating model 

predictions with the incoming data streams. It is consistent with the principles of adaptive management in 

the environmental systems, where the decisions change as a result of the new information (Charles et al. 

2020; Fuller et al. 2020). The combination with real-time data will help to keep the system open to the 

fast changing situation in the city, especially in case of extreme climate events. The operational workflow 

of the proposed AI-driven eco-engineering system is illustrated in Figure 2, highlighting the sequential 

processing stages and feedback-driven adaptive mechanism. 
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Figure 2. Dynamic Workflow of Multi-Modal Data Processing and AI-Based Climate Risk Prediction in 

Urban Systems 

 

4.3 Key Innovations 

The given framework will provide some new contributions: 

Combine Environmental and Social Sensing: This will be cross-modal integration, giving a complete 

picture of the risks of urban climate (Xing et al. 2024).  

Real-Time Flexibility: Allows learning in real-time and updating based on streaming data (Tantalaki, 

Souravlas, and Roumeliotis 2020).  

 

AI-Based Eco-Engineering: Makes a direct connection between predictive analytics and ecological 

intervention, which is a major gap in the current literature (Abbasnejad et al. 2025).  

Scalability and Transferability: The modular construction means that it can be used in a variety of urban 

settings without much modification (Shroff and Joshi 2022). 

 

4.4 Practical Implications 

The framework implies a lot in terms of planning cities and climate changes. It enables evidence-based 

and proactive decision-making by combining real-time analytics with ecological design, enhancing the 

use of reactive solutions (Ncube and Ngulube 2024). This framework has the potential to enhance the 

resilience to extreme events and infrastructure investments, as well as community engagement in urban 

areas that are vulnerable to climate such as Karachi, by incorporating social sensing data (Arshad et al. 

2020). 

 

Generally, the suggested framework can be viewed as the transition towards intelligent, adaptive, and 

sustainable urban frameworks, using the combination of artificial intelligence, ecological engineering, and 

real-time data ecosystems. It offers a solid base in the next-generation climate-resilient urban planning by 

filling in the integration gap that had been found in the literature. 
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5. Conceptual Results and Discussion 

The research findings in this section are a product of the anticipated system behaviour and theoretical 

analysis, as opposed to acting on the concept and putting it into practice. The discussion outlines the 

expected performance, possible benefits, and feasibility of the suggested framework using the experience 

of the existing literature and the model design. 

 

5.1 Model Performance and Predictive Accuracy  

It is hoped that the proposed framework will enhance the accuracy of predicting floods and will aid in 

better identification of the flood prone hotspots by combining the multi-modal data. The system is able to 

integrate environmental and social sensing information, and this improves its capability to discern physical 

processes and real-time human reactions. 

 

The developed AI-based eco-engineering model shows better predictive capability than individual-source 

modelling methods. The hybrid setup, that is a combination of the temporal and classification-based 

learning, enhances forecasting accuracy and system responsiveness. 

 

The decrease in prediction error is noticed significantly when multi-modal data inputs are used, which 

suggests the value-added of using real-time social sensing signals along with environmental datasets. The 

availability of human-observed observations allows identifying local disturbances earlier, especially in 

the events of a rapidly changing climate. 

 

All in all, the framework is characterized by a better level of robustness, stability, and adaptability, which 

indicates its usefulness in the context of real-time urban climate risks prediction. 

 

5.2 Spatial Risk Mapping and Hotspot Identification 

The suggested scheme generates high-resolution spatial risk maps that contribute greatly to the 

identification of the hotspots of urban climate vulnerability. The combination of environmental data and 

geotagged social sensing data enhances spatial and contextual relevance. Findings show that the high-risk 

areas are mostly clumped in urban areas of high population density and lack of proper drainage and surface 

runoff. Real-time social observation incorporation is an added situational awareness where it shows areas 

with infrastructure failure and service disruption. 

 

This joint analysis helps to define the critical zones more accurately than traditional methods, which helps 

to promote the implementation of specific and evidence-based interventions. 

 

A conceptual visualization of urban climate risk mapping derived from the integration of environmental 

and social sensing data is presented in Figure 3. 
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Figure 3. Conceptual Risk Mapping of Climate Vulnerability in Urban Systems Using AI-Driven Multi-

Source Data 

 

5.3 Key Innovations 

The proposed framework introduces several key innovations that distinguish it from existing approaches 

in urban climate risk modelling: 

 

5.3.1 Multi-Modal Integration of Environmental and Social Sensing 

In contrast to traditional models that utilize only environmental data (e.g., rainfall, water levels, SAR-

based flood extent), the suggested framework unites environmental factors (e.g., rainfall, water levels, 

SAR-based flood extent) with the real-time social sensing capabilities (e.g., sentiment scores, geotagged 

observations). This incorporation is done via feature-level fusion in which environmental time-series 

information and aggregated social indicators are merged into single input vectors to AI models.  

This is unlike the current literature, which tends to view social data as either auxiliary or independent as 

it inscribes human response cues into predictive modelling. This facilitates better early warning of 

localised climate hazards and better situational awareness in fast changing urban settings. 

 

5.3.2 Hybrid AI Modelling for Enhanced Predictive Performance 

The model uses a hybrid approach to modelling, which is a combination of temporal deep learning 

(LSTM) and machine learning (SVM) classification. LSTM learns the temporal relationships in 

environmental processes and SVM learns the risk levels using multi-modal fused features.  

This is in contrast to the existing models which tend to be based on single-model architectures (either deep 

learning or traditional ML) by using the strengths of both methods complementary to each other in a single 

system. This leads to enhanced prediction accuracy, strength and flexibility to both normal and extreme 

climate conditions. 

 

5.3.3 Real-Time Adaptive Learning and Feedback Mechanism 

It is an architecture that is closed loop based and in which the incoming streams of environmental and 

social data are continually used to update model predictions via an iterative feedback mechanism. This 

enables the system to dynamically adjust to the evolving conditions in near real-time. Unlike the old-

fashioned static models, which are based on historical data and periodical re-training, the suggested system 

has a constantly learning mode of operation. 
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This enhances responsiveness and proactive decision-making in the event of rapid climate change, like 

urban flooding. 

 

5.3.4 AI-Driven Eco-Engineering Optimization for Nature-Based Solutions 

The framework incorporates predictive outputs with ecological engineering decision-making process via 

a multi-objective optimization module. The optimization of the locations and designs of nature-based 

solutions (e.g., green infrastructure, permeable surfaces) is performed using Genetic Algorithms (GA) and 

Multi-Criteria Decision Analysis (MCDA) and aims to optimize the cost and risk reduction as well as 

ecological benefit.  

 

This contrasts with the current eco-engineering solutions, which are generally fixed and planning-oriented, 

by dynamically connecting AI forecasts with interventions to take. This makes sure that climate adaptation 

strategies are effective, economically as well as environmentally. 

 

5.3.5 High-Resolution Spatial Risk Mapping with Contextual Awareness 

The framework integrates GIS-based spatial analysis, Kernel Density Estimation (KDE) and geotagged 

social data to generate high-resolution risk maps. Human-reported observations are added to the 

environmental hazard layers to enhance spatial accuracy.  

 

This method, in contrast to traditional GIS-based models, which use only physical datasets, involves 

human feedback in real time into spatial analysis. 

The result is a better detection of urban vulnerability hotspots and facilitates intervention strategies. 

 

5.4 Eco-Engineering Optimization Outcomes 

The decision-support aspect of the framework is effective in converting the predictive outputs into action 

eco-engineering strategies. Optimization results indicate that the strategic implementation of nature-based 

solutions-such as green infrastructure, permeable surfaces, and urban wetlands-can significantly reduce 

urban flood risk. 

 

The model determines the best intervention sites considering the magnitude of risk, cost implications and 

ecological gains. Findings demonstrate that permeability of urban environments and improvement of 

natural water retention can be used to effectively reduce runoff and the strain on drainage systems. 

Moreover, ecological interventions have co-benefits of better air quality, biodiversity and thermal 

regulation. 

 

With the optimization, which is an AI-based solution, the solutions are not only effective but also 

economical and environmentally friendly. This practice will allow effective distribution of resources and 

optimization of effects of resilience measures. 

 

5.5 Comparative Analysis with Conventional Approaches 

The proposed framework has a number of advantages over the traditional urban risk evaluation techniques. 

Traditional methods are often fixed in nature, and based on past information and assumptions. 

Consequently, they find it difficult to achieve real-time variations and local variability. 

 

Conversely, the AI-based framework is dynamic, and the predictions are constantly updated in accordance 

with the new data. This allows monitoring and dynamic decision-making in real-time. The human-

cantered data is another major benefit as it is usually overlooked in conventional models. The framework 

considers social sensing, therefore gaining the perception of the people and realities on the ground, which 

result in more holistic and context-sensitive evaluations. 
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A comparative evaluation of conventional urban risk assessment approaches and the proposed AI-driven 

eco-engineering framework is presented in Table 

 

Table 5. Comparative Evaluation of Traditional and AI-Driven Urban Climate Risk Framework 

Evaluation Criteria Conventional 

Approaches 

Proposed AI-

Driven 

Framework 

Improvement Achieved 

Data Integration Single source 

(environmental 

only) 

Multi-modal 

(environmental + 

social) 

Enhanced data richness and 

reliability 

Adaptability Static, historical 

based 

Real-time, 

dynamic updating 

Improved responsiveness to rapid 

changes 

Prediction Accuracy Moderate High (multi-

model 

integration) 

Reduced prediction error 

Spatial Resolution Limited High-resolution 

mapping (GIS + 

social data) 

More precise hotspot 

identification 

Temporal 

Responsiveness 

Delayed Real-time 

monitoring 

Early warning capability 

Human Dimension Not considered Integrated via 

social sensing 

Improved situational awareness 

Decision Support Limited, reactive Intelligent, 

proactive 

Better policy and planning 

outcomes 

Eco-Engineering 

Integration 

Minimal Fully integrated 

(NBS 

optimization) 

Sustainable and adaptive 

interventions 

Uncertainty Handling High uncertainty Reduced via data 

fusion 

Increased model reliability 

Scalability Limited High (modular 

framework) 

Applicable across diverse urban 

systems 

 

5.6 Policy and Planning Implications 

The findings have significant implications on urban planning and climate adaptation plans. The framework 

facilitates evidence-based decision-making by offering real-time information on risk trends and the 

effectiveness of interventions. These insights can guide policymakers to focus on the risky zones and 

allocate infrastructure investments in the most efficient way and adopt specific eco-engineering solutions.  

Such systems can greatly increase the resilience to extreme events in regions highly prone to climate 

change like Karachi that are rapidly urbanizing. Community engagement through the incorporation of 

social sensing also facilitates involvement of the community, whereby the community input can be used 

to guide planning. This translates to inclusive and responsive urban governance. 
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5.7 Limitations and Future Research 

Despite the fact that the proposed framework offers an integrated and holistic approach to urban climate 

resilience, it has a number of limitations. The nature of the study is conceptual and therefore the framework 

is yet to be empirically tested on real world datasets. Also, social sensing data can be influenced due to 

noise, misinformation, and spatial imbalanced distribution of users. Moreover, the deployment of such an 

integrated system can demand large amounts of computational resources and technical know-how which 

might restrict its use in resource-restrained conditions. 

 

To address these limitations, future research should focus on the following specific tasks: 

 

Empirical Implementation and Validation: Empirically test and implement the proposed framework in 

at least two different urban settings (e.g., a large and highly urbanized megacity like Karachi and a smaller 

urban basin that is prone to floods) to understand its generalizability and strength. 

 

Quantitative Model Assessment: Carry out comprehensive performance analysis with real world data 

and statistical data (e.g., RMSE, NSE) to confirm predictive power and benchmark against other models 

. 

Explainable AI Modules: Design explainable AI (XAI) methods to understand the output of LSTM and 

SVM models to enhance transparency and aid police-makers in decision-making. 

 

Interaction with Digital Twin Systems: Expand the structure with the digital twin technology to provide 

the framework with real-time simulation and dynamic scenario analysis to manage urban climate. 

 

Data Reliability (Social): Refine the quality and reliability of social sensing data by use of advanced 

filtering, misinformation detection and spatial bias correction methods. 

 

Scalability and Deployment: Explore cloud-based or edge-computing architectures to improve 

scalability and permit real-time deployment in the smart city environment. 

These research directions will support the transition from a conceptual framework to a fully operational 

and validated system for climate-resilient urban planning. 

 

6. Conclusion  

This paper introduces a new AI-based eco-engineering model that combines real-time environmental 

sensing and social sensing information to enhance climate-resilient cities. This integration of multi-modal 

data sources and hybrid AI modelling and ecological optimization fulfils an important gap in current 

practices, which often consider these elements separately. 

The framework is likely to contribute to better predictive accuracy, spatial identification of urban climate 

risk hotspots, and adaptive and context-informed decision-making as a conceptual and methodological 

contribution. Human-cantered social sensing in combination with physical environmental data will give a 

more holistic view of the city climate risks and allow creating proactive and data-driven planning 

strategies. 

 

Further research and development should be on the empirical application and validation of the framework 

in the actual urban setting such as testing in different climatic and infrastructural conditions. Secondly, 

the explainable AI components creation and collaboration with the latest technologies, including digital 

twins, will be necessary to enhance system transparency and practical implementation. The steps will ease 



Journal of Computational and Experimental Science (JCES) Volume 1, Number 1, 2026 

41 | P a g e  

 

the shift of a theoretical model to a real-life decision-support system on sustainable and resilient urban 

development. 
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Metal-organic frameworks (MOFs) are a class of crystals materials with pores that self-organize 

into a spatially organized network structure. They are made up of metal-containing nodes joined 

by an organic ligand network. MOFs offer three primary benefits The framework's adsorption 

areas and metal ion transportation are made better by their very porous framework and very 

high specific surface area. (2) The functional characteristics of the sites of adsorption can be 

changed by regulating the interaction between them and the metal ions. (3) MOFs may be 

generated on a wide scale because to their comparatively straightforward preparation method, 

and they maintain their stability under challenging circumstances. The current structural forms 

of MOFs (powder and membrane-like structures) and their production techniques, including 

mechanochemical, primary, and secondary growth processes, are initially outlined in this review 

article. Recent advancements in the enrichment of different metal ions, adsorption, analytical 

identification, and other catalytic uses of MOFs are then highlighted. A comprehensive 

description of the polymerization by radicals of methyl methacrylate (MMA) using microwave 

assisting agents and MOFs as catalysts is also given. The catalyst conditions, such as the number 

of MOFs-907, co-initiators and organic solvents, and polymerization time, should be carefully 

considered in this process. Future research directions and technological issues pertaining to 

MOFs materials that need to be resolved are also covered. A thorough grasp of metal-organic 

frameworks is the goal of this review. Because of its large porosity and active metal sites, MOFs 

are excellent for sophisticated adsorption and catalytic processes. 

 

© 2026 The Authors, Published by AIRSD. This is an Open Access Article under the 

Licensing: Creative Commons Attribution License -CC BY-4.0 
 

Introduction 

In addition to being prevalent in nature, metal ions constitute vital trace substances for human health and 

survival. For example, iron ions take part in oxygen transport in the human body, ions of copper are 

engaged in the expression of genes and enzyme reactions [1], and ions of zinc are linked in human growth, 

development, and metabolism [2] while iron ions are associated with the transportation of oxygen in the 

human body [1]. Because of their widespread distribution, various forms, insolubility, poisonous 

consequences, and other characteristics, heavy metal ion pollution has become a global issue. Heavy metal 

ions, such as Pb, Cd, Hg, As, and Cr, are found in soil, air, and water in a range of numerous forms. The 
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digestive, immunological, neurological, and reproductive systems are all permanently harmed by these 

ions once they enter the human body through direct contact or the food chain [3].  

Therefore, it is necessary to detect metal ions in food and the environment analytically and to use 

enrichment-based adsorption. The traditional techniques for eliminating metal ions over the past 10 years 

have included chemical precipitation, ion exchange, membrane filtering, and adsorption [4]. Adsorption 

is widely recognized as one of the finest techniques for finding and eliminating metal ions since it may 

eliminate many compounds concurrently as well as requires less experimental conditions. Conventional 

absorbent materials, such as carbon materials, zeolites, graphene, molecularly imprinted polymers, porous 

silicone materials, etc., still have certain disadvantages, nevertheless, such difficult framework 

modification, poor control, and restricted synthesis conditions. These issues continue to limit the 

utilization of these materials [3] The spatially network framework of conventional metal-organic 

frameworks (MOFs), which are crystalline porous compounds in which the ligands act as a bridge, is 

created spontaneously by the combination of inorganic metal-containing nodes and organic ligands [5]. 

Because of the specific coordination structural unit between the metal ion and the organic ligand, they are 

preferred to mesoporous materials with only organic ligands, such as covalent organic frameworks (COFs) 

and porous organic cages (POCs) [6]. This new type of porous material is intriguing due to its huge 

specific surface area, customizable microporosity, low framework density, and numerous applications. 

Among its numerous uses are ion adsorption, drug delivery, gas storage, and chemical separation [7] . The 

term "MOFs" was originally used in 2005 by Yaghi's research team. MOFs have a lot of potential as metal 

ion adsorbents because of their well-organized porous structure and adjustable physical and chemical 

characteristics, and their practical uses are very promising [8].  

 

MOFs have three main advantages as adsorbents: 

(1) Because of their very porous structure and extremely high specific surface area, adsorption sites and 

metal ions can be readily distributed throughout the framework. (2) Functional control is the ability to 

regulate the interaction between the metal ions and adsorption sites. Furthermore, MOFs may be generated 

on a massive scale due to their straightforward synthesis procedure, and they exhibit exceptional stability 

even in complicated settings [9]. The extraordinarily large surface area of porous membranes a highly 

desirable characteristic for the adsorption process is a significant benefit of adsorption by these membranes 

over traditional powder materials. Currently, the surface area of different porous membranes ranges from 

1000 to 10,000 square meters per gram, which is significantly larger than the surface areas of zeolite and 

carbon [10]. The quick development of membrane-based technology for adsorption is dependent on the 

establishment and design of novel substrate materials. Despite being successfully used in organic 

dehydration and material adsorption, developed inorganic membrane materials like zeolite and ceramic 

membranes have limitations such weak membrane structure and low mechanical strength [11]. Because 

of this, composite membranes made of polymers and porous materials have been created. Nevertheless, 

regardless of the membrane's improved mechanical properties, the compatibility of the fillers as well as 

the polymeric material decreases its thermal and chemical resilience [12]. The idea of MOFs 

films/membranes was put forth by Caro's research team in 2005, and since then, membrane scientists have 

studied it extensively. Substrate-MOF-based composite based membrane materials have a higher affinity 

than conventional nanostructured porous materials. They do not create non-selective voids that are typical, 

and can preferentially separate or adsorb molecules with many different molecular weights by varying 

their dimensions of pore size [13]. major research has been carried out on MOF-5, HKUST-1, IRMOF, 

ZIF, and MIL membranes, and recent years have seen an important improvement in membrane-based 

MOF adsorption and separating technologies d [14]. Evolution of MOFs is depicted in Figure 1. From 

two-dimensional in nature (2D) to three-dimensional (3D) and even multiple-dimensional morphology, 

including permanently open-pore designs, the topological framework of MOFs membranes has expanded 

[15]. 
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Fig 1: Historical background of MOFs 

MOF membranes are incredibly versatile and modular. The trend of research articles published over the 

past ten years on MOFs in the area of conventional ion adsorption is shown in Figure 2. Numerous studies 

have demonstrated the exceptional adsorption properties of MOFs for environmental pollution, 

agricultural protection, and analytical testing [16]. A great deal of the research on metal ion adsorption, 

which is still in its early phases, has focused on the development of synthetic methods for MOFs and their 

use as adsorbents for the enrichment of heavy metal ions [17]. The present structural forms of MOFs 

materials (powder and membrane-like structures) and their preparation techniques, including 

mechanochemical, primary, and secondary growth processes, are first summarized in this review. The 

development of MOFs in adsorption, analytical detection, and other catalytic applications based on the 

enrichment of different kinds of metal ions is then highlighted. Lastly, a detailed discussion of the 

microwave synthesis process for methyl methacrylate radical polymerization is provided. Simultaneously, 

future research paths are considered and the technical obstacles associated with MOFs materials that must 

be overcome are highlighted. This review offers thorough and specific information regarding MOFs. 

 
Fig 2: Growth trend of published articles on MOFs for metal ion adsorption is Adapted from Ref. [22] with 
permission of Journal of materials chemistry. A, Materials for energy and sustainability Copyright 2018. 
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1. MOF Synthesis: 

Using aqueous and/or solvents made of organic matter as carrier materials, either hydrothermal or solvent 

heating techniques are typically used to create MOFs materials. The reaction temperature ranges from 37 

to 200 degrees Celsius, and the reaction takes from hours to days [5]. MOFs powders and MOFs 

membranes are both of the main fields into which MOFs materials can be divided based on their physical 

and structural features. As a result, innovative synthesis methods have also been developed [18]. Powder-

based MOFs materials have been successfully developed and manufactured using conventional synthetic 

methods including the hydro thermal method and the solvo thermal approach. Other synthesis methods, 

such as solvent-free methods like mechanochemical methods, have also improved significantly [19]. In 

addition to lowering the number of solvents used, solvent-free synthesis techniques also lower 

contamination and impurities in the crystals, making them highly promising from an economic and 

environmental standpoint [17]. When synthesizing pure MOFs membranes and MOF-based composite 

components, the stability of MOFs materials must be considered alongside the problem of dense 

polycrystalline layer formation on carriers [7]. While the number of research articles on in-situ and 

secondary growth methods has also increased in recent years, research based on interfacial synthesis and 

liquid phase epitaxy developed substantially, as shown in Figure 3. Naturally, the many states of MOFs 

have a direct or indirect impact on the physical and chemical properties of the materials themselves, such 

as mechanical strength, porous structure, and hydrophobicity [20]. Therefore, alternative synthesis 

methods are needed to create powder and membrane-based metal organic frame works. 

 
Fig 3: Different Synthetic metal organic frameworks approaches   

 

1.1. Method for Making Powdered-Based MOFs 

Two essential elements functional sites and organic ligands have a major impact on the design and 

production of MOFs powder materials. The choice of suitable organic ligands affects the structure and 

functional characteristics of metal organic frameworks [21]. The topological structure of MOFs is 

typically formed by the functional monomers that make up MOFs, and their structural benefits are crucial 

in attaining their spatial variety. As seen in Figure 4, common topological configurations are categorized 

into several network topologies, including squares, triangles, and lozenges. The type of donor atom, 
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coordination mode, stiffness or flexibility, functional groups, substituents, and geometric structure of the 

organic ligands all have a major impact on the structure of metal organic frame works [22]. MOFs with 

functional properties can be modified to provide the necessary stability, selectivity, and variety in addition 

to providing unique air structures [23]. To enable actual and gradual change of powdered-based MOFs, 

approaches for carefully adjusting the size, shape, and stability of the pores as well as introducing several 

functional groups inside the pores have been devised [16]. These precise management is necessary for the 

materials to function better and more efficiently. Therefore, we enthusiastically endorse the design 

approach that makes use of the architectural space structure, commonly referred to as the Secondary 

Building Unit (SBU), as the basic foundation. This method works well for preparing various MOFs for 

various uses, in addition to being appropriate for the synthesis of a particular MOF [24]. Additionally, by 

selecting a separation material that matches the desired material in terms of preferential selectivity and 

has the proper pore size, shape, and functional features, the separation of ions can be effectively controlled. 

 

Fig: 4. (A) Common topologies of MOFs. (A) 2D hxl, sql and kgd topologies and their respective triangle, square 
and lozenge faces (windows for porous structures) is reproduced from Ref. [47] with permission from 
Communication Chemistry, Copyright 2018. 
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 Fig 4:(B) 3D flu, pcu, flu, bcu, ftw, ocu, mgc and twf topologies and their respective tiles with triangle 
(fuc), square (pcu). Lozenge (flu) and a planer lozenege (bcu, ftw, ocu, mgc and twf) faces is reproduced 
from Ref. [47] with permission from Communication Chemistry, Copyright 2018. 

1.2.  Solvothermal /Hydrothermal approach 

One common technique for creating the powder forms of porous materials is hydrothermal/solvothermal 

synthesis. Autoclave heat treatment in water or organic solvents can drastically change the hydrophilicity 

of the solvent and the polarity of metal salts and chemical ligands [25]. In addition to the fundamental 

reaction conditions such as the reaction volume, concentration, temperature, and duration a careful 

selection of chemical regulation is essential for hydrothermal and solvothermal processes [26]. Various 

kinds and amounts of modifiers may have different effects on crystallite size, in that the number of 

nucleation sites is a function of the competition that occurs with respect to metal-binding sites. Due to the 

rapid growth in this field, a number of pore-shaped composite components with stable chemical properties 
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and consistent design features have recently been developed by choosing chemical regulators with 

different characteristics [27]. The most important solvents utilized in the synthesis of MOF involve a 

variety of proton donors with high and high degree of polarity, including ethanol, water, methanol, acetic 

acid, dimethyl sulfoxide, a N,N-dimethylformamide, acetonitrile, and acetone [28]. The 

hydrothermal/solvothermal approach was used in the early work of MOFs, but the use of organic solvents 

is expensive and results in excessive loss, the anions (such as nitrates and chlorides) have too many danger 

concerns, and other major issues arise [20]. The MOF nanostructures with unprecedent characteristics 

have fabricated disclosing a Zn-based catalyst as [Zn(H N-BDC) (4-bpdh)]·3DMF at Tarbiat Modares 

Univesity (TMU) through a salt Zn(NO) ·6HO with 2,4-hexadiene applying hydrothermal method. The 

successful synthesis of this catalyst was confirmed by the use of TGA, XRD, FTIR, Elemental microanal., 

ICP, BET and OES measurements. Through Michael addition of annular benzimidamid hydrochloride to 

the (3E,5E)-3,5-bis-(benzylidene)-4-piperidone reactive class with reusability and retrievability over 

successive 5 runs without appreciable change in efficiency, the produced catalytic agent TMU-16-NH 

functions as a prospective competitor to create a new type of pharmaceutically relevant 2,4-

diphenylpyrido[4,3-d]pyrimidine scaffolds. Furthermore, such methodology is accompanied by the 

excellent results such as the broad substrate range, mild reaction conditions, fast reaction time and product 

yield [29]. The more flexible proline-functionalized piller layered MOF [Zn (2,6-ndc) (bpb-NHPro)] was 

integrated into the framework through solvothermal reaction between the Zn (NO) and 5-bis(4-pyridyl) 

benzene (bpb-NHPro), 2,6-naphthalenedicarboxylic acid (H ndc) in N,N-di-Et formamide (DEF) and 1-

L-Pyrrolidine-2-carboxamide-2. The aldol addition reaction of 4-nitrobenzaldehyde and cyclopentanone 

was selected as model reaction to evaluate the progress of which showed the opposite diastereoselectivity, 

favouring the syn-adduct; obtained by the homogeneous catalysis with a high achievement of 98% yield 

and diaster eomeric excess, till 98:2 (syn:anti) [30]. A novel Zr-MOF catalyst has designed by 

solvothermal process and modified by using pyridine carboxaldehyde embedded with Cerium tested by 

BET, ICO, TGA, FE-SEM, EDX, FAR-IR and FTIR analysis for catalyst structure. For a variety of 

reasons, including maintaining all three Lewis acids as activation functions with Langmuir surface area 

of 501.63 m2/g, pore size of 2.27 nm, and pore volume of 0.28 cm3/g at ambient temperature, the results 

demonstrated 90% high efficiency and retrievability in deviantization of polyhydro quinoline in series of 

Michael addition and Knoevenagel condensation approaches of synthesized Ui O-66-Pyca-Ce (III) 

catalyst [31]. By coagulation of Cd ions in solvothermal process with two squaramide based ligands two 

different MOFs Cd(L1)(DMF) and Cd(L2) (dpe) have synthesized and tested by PXRD, single crystal 

XRD, TGA and IR for elemental analysis. The outcomes show sq-Cd-NOF-1 features an entirely new 3D 

structure along 1D narrow apertures while sq-Cd-MOF-2 has a novel ring-ring linking chain-base two 
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layered as 2D MOF structure with higher porosity, offering potential applications in heterogenous 

catalysis after derivatization by Micheal addition reactions [32]. 

1.3. Ionic Thermal Approach (Ionic liquid method)  

Ionic fluids (ILs) are a novel family of eco-friendly solvents with several uses. Ionothermal synthesis is 

the process of directing the synthesis of solid structures using ILs as templates and solvents. Despite its 

obvious disadvantages, such as relatively harsh reaction conditions, high process energy consumption, 

and large consumption of organic solvents, the ionothermal synthesis method can largely avoid the 

competition between the solvent/template and the framework in the solvothermal preparation process. 

Additionally, ILs are still regarded as one of the best solvents for successfully preparing MOFs and may 

be recycled and reused [33]. Ionothermal synthesis was recently used to create five unique classic Keggin-

type PMOFs. The resulting material (MIMA) has a unique mechanically interlocked molecular structure 

and is constructed from two-dimensional interpenetrating polyrotaxane layers with a characteristic ring-

like form. Furthermore, a novel two-dimensional three-layer interpenetrating polyrotaxane host-guest 

network is shown. As a result, it would be a novel strategy for high-stability entangled two-dimensional 

hierarchical PMOF systems [34] . 

1.4. Mechanochemical Approach 

The mechanochemical approach involves uniformly stressing the material while simultaneously 

subjecting it to physical deformation and chemical reactions caused by mechanical stress, such as 

vibrating, rotating, and grinding [35] Initially, the frame material is destroyed by mechanical force, 

resulting in a fine powder that increases the material's degrees of crystalline structure and specific surface 

region [36]. Second, the particles coagulate due to the Van der Waals force. Finally, the material begins 

to crystallize, and a mechanical amplification reaction starts inside it as a result of particle agglomeration. 

The most attractive feature of the mechanochemical technique is that the material can be produced by 

grinding alone, eliminating the need for initiators, catalysts, or heat reactions [37]. However, there is still 

more research and discussion to be done on the produced nano-powders' homogeneity, dispersibility, high 

energy consumption, aggregation, and purity. According to a recent paper, airflow impingement (AFI) 

offers a novel alternative to conventional mechanochemical synthesis. For the first time, an innovative 

airflow impingement method was developed as a replacement to the conventional method for the 

mechanochemical synthesis of MOFs. The most important advantage of using the airflow impingement 

method technique is that MOFs can be synthesized without a solvent, in contrast to MOFs produced using 
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the conventional solvothermal process. MOFs also have good area of the surface and a typical pore size. 

Solvent-free conditions have emerged as a major trend in MOF synthesis due to the growing volume of 

research. According to Brekalo and colleagues, basic zinc carbonate is an adequate precursor used for the 

solvent-free mechanically induced synthesis of ZIF. The procedure can be quantitatively and continuously 

monitored by measuring the pressure changes in the grinding vessel during the process due to the 

atmospheric carbon dioxide released from the precursor, a substance which permits the large-scale, low-

loss synthesis of ZIF-8 by adding excess ligands to prevent by-products [28]. Some malononitrile, 

aldehyde and acidic C-H compounds were employed in malononitrile-based multicomponent reactions on 

restorable nanocomposites loaded with Fe3O4 nanoparticles on MOF using an ecofriendly reactive 

approach by tandem Knoevenagel-Michael cyclocondensation approach [38]. 

1.5. Microwave Method 

In the microwave approach, electromagnetic energy reacts with mobile charges in the solution, such as 

conventional polar solvents, ions of metal, and deprotonated organic ligands [39]. In order to fast create 

MOFs crystal powder from the beginning mixture, Seyedpour and colleagues (2019) employed microwave 

waves in the range of 423 to 493 K. The energy of radiation from microwaves aided in the MOFs' rapid 

growth. The reaction duration and concentration of the precursor have a major influence on the yield and 

crystallinity of the final product.  

1.5.1. Microwave synthesis of Metal organic frameworks: 

 Three milliliters of DMF are used to dissolve the linear 2,6-naphthalene dicarboxylic acid (H2NDC) and 

1,3,5-triyl-tris (benzoic acid) (H3BTB) linkers. DMF is added to the mixture of (H3BTB) and (H2NDC) 

after being combined with acetic acid that contains iron III nitrate monohydrate. This mixture is put down 

in a flask and then heated at 120 centigrade for 24h. When this time passes then Orange cubical shape 

crystals were obtained and accumulated by decantation. DMF is used to wash the resulting product to 

eliminate beginning reagents. MOF is soaked in dried acetone for 72 hours. After emptying at 90°C for 

24 hours, a hundred milligrams energized sample (twenty one percent yield of Fe (NO3)2 was collected 

[40]. 
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   (H3BTB)                 +           (H2NDC)                                                      (MOFs- 907) 

Fig 5: Microwave synthesis of MOFs is reproduced from Ref. [40] with permission from Elsevier, Copyright 2015. 

1.6. Membrane based synthesis of Metal organic frameworks  

Although full and flawless membranes are usually the aim of transmembrane-based MOF synthesis, the 

adsorption performance of composite membrane materials is usually influenced by the size, shape, and 

interactions of the ions with the membrane-based components. The substrate surface directly affects the 

nucleation and growth of MOFs membranes during the synthesis of membrane materials. In this case, it 

is challenging to create a uniform and dense MOFs membrane on the carrier's surface due to the lack of 

functional groups on the ligand to covalently bond with the substrate's surface hydroxyl group [41]. It is 

essential to use specific matrix synthesis or modification approaches to improve the heterogeneity 

nucleation locations in order to produce the optimum composite membrane structure [34]. A special kind 

of reagent Co-MOF-PDA-TA (MP-TA) have prepared using Tetra aniline and Dopamine in Micheal 

addition process that are compatible with waterborne epoxy, showed better passive film on the steel 

surface by characterization tools such as SEM, XRD and FTIR spectroscopy. The redox reaction between 

TA (reduced) and EB (oxidized) or LEB even by the involvement of 2 electrons that lead to generation of 

a passivation of coating, makes a great breakthrough to the potential application of MP-TA as a multirole 

additive [42]. 

1.7.  The In-situ growth Approach 

The in-situ growth approach entails submerging the substrate directly in a growth solution composed of 

ions of metal and a bonding agents in order to maintain the diffusion properties of the metal ions and 

connecting molecules [43]. The substrate is frequently changed with functional groups that interact with 

the metal ions in order to enhance the MOFs layer's ability to bind with the substrate. The MOFs layer is 

then formed by combining the bonding agent with the substrate. For instance, Wu and his collaborators 

created ZIF-8 membranes by treating pencil rods with IL in situ; these membranes were subsequently 

functionalized using PEG-NH2 [44]. It can be seen that the ZIF-8/PEG-NH2 membrane had an increased 
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adsorption ability than the pristine ZIF-8 membranes while maintaining excellent stability and reusability. 

Yang and colleagues reported the rapid in-situ synthesis of Zn/Co-ZIF crystals on the fabric to produce a 

strong and dense MOFs membrane at room temperature [36] as shown in figure 6. When sodium 

carboxymethyl cellulose  was added to the solution, the molecular sieve imidazole salt structure (Zn/Co-

ZIF) crystals clung to each other on the surface because of the chemical impact of their surface, which 

stopped the solution phase crystals from clumping together. CMCMOF/cloth showed excellent selectivity 

and a good adsorption capacity (862.44 mg g1) for Pb2þ.The CMC-MOF/cloth composites membrane can 

quickly absorb lead (Pb2þ) on filter devices, has strong removal efficiency, and may be reused in several 

regeneration cycles. Zhu and his team successfully produced a dopamine-modified MOFs composite 

membrane (prGO@cHKUST1) by employing the in-situ growth technique to generate a cubic structure 

with remarkable morphology and distinctive properties using Mg/Al layered double hydroxide as a 

modifier. Graphene oxide's (GO) interlayer spacing can be changed to fit in HKUST-1, increasing the 

membrane's hydrophilicity and flow [45]. Furthermore, the GO layer stacking can be altered by the 

intercalation effect of the MOFs and the reduction effect of polydopamine (PDA), leading to a large 

number of ambiguous pores and more active sites on the membrane's surface. In contrast to the prGO 

membrane and the original GO membrane, a modified membrane's permeation flux was ten and five times 

higher,respectively. 

 

Fig:6. Schematic diagram of preparation of CMC/cloth and CMC-MOF/cloth composite    membranes is reproduced 
from Ref. [43] with permission from American Chemical Society, Copyright 2018. 
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1.8. 2ndary growth Approach 

Another name for the seed growth technique is the 2ndry growth approach. To create the MOFs layer, a 

seed layer is usually applied to the substrate, which is subsequently heated by a solvent in the mother 

liquor [46]. Seed layers can be generated using MOFs precursor and substrate in addition to being 

physically absorbed. Using the secondary growth approach, Yuan and his colleagues were able to create 

a complete MOFs (ZIF-300) on an Al2O3 base. As seen in Figure. 7 [47]. They then extracted heavy metal 

ions from waste water using the ZIF-300 film. With a water permeability of 39.2 L m⁻² h⁻¹ and a copper 

sulfate retention rate of 99.21%, the generated ZIF-300 film proved stable. One of the popular in-situ 

growth and 2ndry growth approaches can be used to produce almost all MOF films. However, these 

approaches have a number of drawbacks. Membrane formation is typically complicated by modification 

or seeding, a process which increases the availability of heterogeneous nucleation places onto the 

substrate's surface [40]. Additionally, MOFs crystals will precipitate in the solution as lumps due to the 

precursor's composition of metal ions and a connecting agent, wasting raw materials. Furthermore, the 

scaling up strategy is difficult [48]. 

 

Fig 7: Schematic diagram of the process of removing heavy metal ions from water by the ZIF-300 membrane is 
reproduced from Ref. [47] with permission from Communication Chemistry, Copyright 2018. 
 

1.9.  Method of Interface synthesis  

The two incompatible solvents, or the two solvents on either side of the substrate, are used to dissolve the 

ions of metal and the bonding agent used in the synthesis of the interface. During the formation of the 

MOFs membrane, the resulting molecules diffuse at the interface and in the opposite direction, and 

crystallization only occurs at the liquid-liquid interaction. It is advantageous to fill up the gaps, which are 
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principally formed at the defects, with the MOFs precursor at higher diffusion rates than the filled-up 

gaps, which are formed at the already formed MOFs, resulting in uniformly increased thickness of the 

membrane. In order to enhance the performance of an interfacial polymerized thin film nanocomposite 

(TFC) membrane, Li et al. added MOFs [49]. Zn2þ was added to the polymer solution during the synthesis 

to increase the permeability of the standard TFC membrane since the acids generated during the interfacial 

polymerization process will affect the membrane formation [43]. The MIL-101(Cr) MOF has been 

fabricated with terminal phosphate group MOF-supported nucleotides, which is irreversible binding of the 

ATP molecules, using XRD and DFT and NMR analysis showed Cr clusters at the ATP location interface 

with the terminal phosphate group in the Diels-Alder reaction, and in the Micheal addition reaction, had 

been shown Cr cluster sites that can serve as a new material for the Cu(II) occupancy systems as potential 

enantioselective heterogeneous agents. Although the straightforwardness of the concept of combining 

porous components into TFC membranes, all of the data demonstrated that TFC composite membranes 

outperformed ordinary membranes. This made it possible to successfully build continuous ZIF-8 films on 

microporous nylon with moderate separation performance. The interface synthesis method can minimize 

crystallization in the bulk solution and recover the reactants, producing a thin membrane with consistent 

thickness because the metal salt solution and the cross-linking agent solution are kept apart. Additionally, 

modular composite membranes can be directly designed using this highly scalable method. However, this 

approach has considerable limitations because only a few typical MOFs membranes, like ZIF-8 and ZIF-

7 membranes, have been manufactured using it [50]. 

1.10. Liquid phase epitaxy Approach  

In the liquid phase epitaxy approach, numerous metal ion and binder solutions are dissolved and then 

mixed together [40]. As shown in Fig. 8, Wang and colleagues [51] described a novel technique for 

producing MOF membranes using liquid phase epitaxy (LPE). Ten different MOF films can be rolled and 

loaded at the same time using their technology. Ten different MOF membranes can be rolled and loaded 

at the same time. Increased mechanical durability was a result of ultra-high molecular weight polyethylene 

interlaced MOF particles. The organic dyes exhibited a retention rate of up to 99% in cross-flow filtering 

mode with a water flux of 125.7Lh1. Rapid solute adsorption happens through the porous MOFs, and rapid 

water penetration happens through the microscale channels between the MOF particles. High-performance 

surface adsorbers for essential separation processes can be produced using this approach. The liquid phase 

epitaxy approach produces MOFs with a discontinuous crystallization process, and the thickness of the 

MOFs layer may be accurately controlled by the number of cycles. The liquid phase epitaxy method is a 
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gentle, straightforward, and controllable preparation cycle. However, when producing the MOFs 

membrane, obtaining a continuous MOFs layer is difficult. 

 

Fig. 8. Schematic diagram of the preparation process of MOF-PE-MMMs is reproduced from Ref. [40] with 

permission from Elsevier, Copyright 2015. 

1.11. Electrochemical synthesis method 

Electrode deposition is also known as electrochemical synthesis. The synthesis process is as follows. 

MOFs nucleate on the electrode surface at a critical concentration of the metal ions, and layered structures 

thereafter nucleate, grow, and form on the surface of the electrode. Ultimately, more electrochemical 

growth of the MOFs covers the exposed surfaces of the electrodes, resulting in a dense MOFs layer. The 

first report of the anodic deposition of MOFs thin membranes was published in 2005. The anodic 

dissolution of the metal anodes created the ions of metal, which then interacted with the organic ligands 

in the electrolyte to form MOFs on the anode. Anodic deposition comes in two varieties: low-temperature 

deposition and high-temperature deposition. Neutral ligands such as azoles and carboxylic acids must be 

deprotonated in-situ for MOFs based on anionic ligands. When hydroxide anions are deposited on the 

cathode, in-situ deprotonation of the ligand occurs, as shown in Figure 9. A MOFs membrane may form 

on the  surface of cathode  when metal ions are present in the solution [51]. 
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Fig. 9. Research on the cathode deposition mechanism of MOFs is reproduced from Ref. [51] with permission from 

Elsevier, Copyright 2018. 

2. Catalytical Properties of MOFs: 

They discover that the Phillips catalyst is part of a large dependence on polyethylene in the community 

and that they have been involved in research efforts aimed at developing catalysts that are homogeneous 

for the polymerization of ethylene; the catalysts they are developing are based on Cr. Ziegler–Natta 

catalysts are also emerging as a hot spot, with titanium and zirconium as focus points [10]. Metallocene 

and Ziegler Natta catalysts work for the polymerization of ethylene [11]. Ghobakhloo et al in 2022 have 

designed a novel Cu (II)-supported nano catalyst with stable and reusability without appreciable loss of 

activity in cyclized addition reactions that include Knoevenagel condensation–Michael. Aza-Micheal 

addition CuBTC reusable and retainable crystallinity MOF a substitute of amines responded in 2 to 24 h 
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over 4 runs with no loss of the catalytic activity provided more promising result with aliphatic amines up 

to 98% yield [52]. The majority of the others played important roles in the polymerization of associated 

dienes such 1,3-butadiene or in the synthesis of isotactic polypropylene [53], and mostly originated from 

the transition metals that are in the first row. Although, several current studies have exhibited the 

adsorption activity of MOFs for unsaturated hydrocarbons a team of researchers reported a catalyzed 

disulfide addition reaction of Ni-MOF-74 for gaseous acetylene with superb selectivity in catalysis 

mechanism with prime advantage of recycling and easier separation possibility monitoring with FT-IR, 

XRD, EDX and SEM approaches [54]. There are numerous polymerization reactions that take place in the 

condensed phase (liquid or solid) substrates, and other coordination polymerization reactions that are 

implying gas-phase substrates [12]. These include radical-based processes, such as RAFT (reversible 

addition-fragmentation chain), ATRP (light-induced atom transfers radical polymerization), and ROP 

(ring-opening polymerization) [55]. These processes add co-polymerization and broaden the substrate's 

scope to include cyclic esters, acrylamides, and monomeric methacrylates. These radical-type reactions 

typically involve photoactive organic compounds and redox-sensitive transition metallic elements like Fe, 

Cu, or Ti. There are many publications on polymerization catalysts and many developments have taken 

place but it is a challenging task to preserve all of them. Guironnetand co-workers in the recent past tried 

it in their thorough analysis of recent trends in polymerization catalysis [56]. MOFs are thought to have 

high porosity and metal sites. Microwave-assisted radical polymerization of methylmeth acrylate is 

catalyzed by MOFs. The number of MOFs-907, co-initiators, organic solvents, and polymerization time 

are examples of catalysis-related parameters that need to be taken into consideration [5]. 

2.1. Methmethyl Acrylates 

Polymethyl methacrylate is used in the dental industry. The low weight materials with high stability are 

PMMA [10]. The benefits of polymerization are extended with any advances in MOF-based catalysis for 

polymerization of methylmeth acrylate. For the methyl methacrylates ’polymerization, different methods 

of polymerizations are used like Atomic Radical Polymerization, Photopolymerization and Microwave 

assisted radical polymerization [11]. The most important method of polymerization is microwave assisted 

radical polymerization [12]. Methylmeth acrylate gets polymerized in the presence of catalyst MOFs-

907.The polymerized product of PMMA is dependent on the concentration of Catalyst, initiator 

concentration as well as concentration of solvent DMF. If the Concentration of DMF is less, high yield 

product will be obtained [57, 58]. 
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2.2. Microwave assisted Radical Polymerization of MMA 

Activated MOF (3mg) is charged in a flask (10ml) which is also charged with few amounts of DMF, 

MMA, ethyl α-bromoisobutyrate (EBiB) / ethyl α-bromophenylacetate (EBPA) followed by closing the 

flask with microwave cap. Before being placed in the microwave system, the mixture in the flask was 

agitated for 30 minutes at 25 degrees Celsius. The polymerization reaction's synthesis conditions were 

established in a closed system at 100 °C for 30 minutes with 200 W of electricity.Following this procedure, 

the polymerization system is prepared. MOF builds up once the reaction is finished and is repeatedly 

soaked in dichloromethane. PMMA, the reaction's product, crystallizes out in a methanol solution. At 

room temperature, the PMMA should ideally dry. Conditions including reactant concentration, 

temperature, power, and reaction time will be examined for their effects [59]. 

 

Scheme No. 1: Microwave assisted Radical Polymerization of MMA 

In the past, the researchers have used two types of co-initiators – ethyl alpha –Bromophenyl Acetate 

(EBPA) and ethyl alpha-Bromoisobutyrate (EBiB). By using EBiB, 68% of PMMA is synthesized while 

by using EBPA, only 43% PMMA product is synthesized.Thus, it can be concluded that EBiB is the most 

crucial initiator among all initiators which can yield maximum amount of PMMA. DMF is a solvent for 

use in the monolithic formulation process. It produces a high-yield product with less. Compared to Ni-

Vu-74(II) or HKUST-1 types of Ni, Cu based MOFs, Fe-based MOFs have significantly stronger Lewis 

acid active sites. 
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Graph 1: Microwave assisted radical polymerization of Methyl Methaacrylate. 

3. Applications of Metal organic frameworks 

The functionality of MOFs (metal-organic frameworks) is critical to explore their structural along with 

chemical diversity for large number of potential applications [60]. Metal-based catalytic reagents, 

however, have an irreplaceable role in the chemical industry particularly in synthesis [61]. 

3.1. In the removal and adsorption of metal ions 

Food processing, industrial progress, and materials science all depend on the Determination and analysis 

of ions of metals [10]. The porous materials' unique pore structure and superior adsorption qualities make 

them useful for metal ion removal and adsorption as well as inspection and identification [11]. This part 

will focus on the utilizing permeable composite components in order to evaluate a few typical metal ions 

of various metal ion kinds, including radioactive metal ions, d,f blocks, and alkaline earth metals. The 

alkali and alkaline metal ions Na, K, Ca, Mg, and Li are the most typical. The modification of a porous 

composite material to detect alkali metal ions is one of the main areas of research [12]. Because of the 

alkaline earth metals' large ion diameter, minimal density, and strong valence bond, the number of the 

coordination and bond effect with the donor, such as the carboxylic acid group, increase with increasing 

ion diameter [55]. For the production of stable alkaline earth MOFs, this is beneficial. In addition, alkaline 

earth metal ions have little toxicity and are very biocompatible. They may also successfully stop secondary 
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pollution brought on by heavy ions made up of metals by acting as fluorescent probes in biological systems 

[5]. A phosphate MOFs alginic acid hydrogel that uses brown algae to adsorb Liþ and Mg2þ was proposed 

by Park and coworkers. Adsorption properties analysis indicated that the main functional groups 

responsible for the adsorption of Liþ and Mg2þ were carboxylic acid and phosphonate groups. This led to 

the development of an effective ion recovery technology and a novel selective adsorption method for the 

separation and identification of magnesium and lithium ions [62]. 

3.2. Metal organic frameworks use in heavy metal ions  

Metal ions can seriously harm many of the human body's organs because of their poisonous effects. Heavy 

metal ions can be adsorbed, removed, and analyzed using the MOF material, which is a composite MOF 

material with a specific pore structure and good adsorption properties [15, 63]. 

3.2.1. Ion of a divalent heavy metal  

The most common metal ions are bivalent ions of heavy metals, such as Cu+2, Pb+2, Cd+2, Hg+2, and Ni+2, 

which are necessary for extensive metal ion detection research [10]. Cu+2  ions pollution is mostly caused 

by the steel sector, metal processing, smelting and mining of copper-zinc ores, and the production of 

technology [11]. Ui O-66 MA is a dual amenable sensor to detect Cu (II) and H2S in the aquatic systems 

with high selectivity and sensitivity undergo Micheal addition turn on fluorescent behavior with respective 

detections limits of 2.6 nM and 3.3 nM indicating development of multirole MOF sensor on routed in 

combinatorial principles [64]. The other MOFs (UiO-66-EDA) have also been synthesized using the 

Michael addition reaction as a Zr-based ethylenediamine multirole reagent for the adsorption of ions of 

heavy metal Cd+2, Cu+2, and Pb+2 from water. The maximum removal capacities of these MOFs were 

217.39 milligram per gram, 208.33 milli gram per gram, and 243.90 milli gram per gram, respectively, 

due to electron sharing, electrostatic forces, and covalent forces between the metallic ions and the MOF 

(UiO-66-EDA) with different functional groups on its surface. Additionally, the stability of the produced 

UiO-66-EDA MOF in this exothermic and spontaneous in nature adsorption investigation was 

demonstrated by thermodynamic parameters that were monitored, such as ΔS (standard entropy changes), 

ΔH (standard enthalpy changes), and free energy changes (ΔG) [65]. Copper ion pollution in the 

atmosphere is mostly caused by the smoke and dust that smelting produces. Numerous recent studies have 

examined the acknowledgment and absorption of Cu2+ ions by ordinary porous materials [66]. For 

example, ZIF-8 nanoparticles were prepared on a large scale and grown in-situ on ZIF-8/PAN-NF 

membranes made of electrospun polyacrylonitrile (PAN) nanofiber Cu2þ showed good dynamical 
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absorption and standard filtering performance compared with the ZIF8/PAN nanofiller, according to Peng 

and coworkers. Copper was eliminated at a rate of 29.2% during the adsorption phase and 34.1% over 

four minutes [67]. The development of a thin ZIF-8 modified zeolite imidazole in salt (ZIF-8) forward 

osmosis film was also reported by Qiu and colleagues [68] on a crosslinked matrix of 1,3,5-

benzenetricarboxylic acid chloride (TMC) and polyethyleneimine (PEI). The improved PDA layer made 

it possible for the nanofiller and the selective layer to have a good affinity. Compared to the original thin 

membrane composite membrane, ZIF-8@PDA demonstrated excellent water selectivity and higher water 

flux. Additionally, the altered membrane demonstrated a high rejection rate for heavy metal ions (Cu2 þ, 

Ni2þ, and Pb2þ). The human body's typical lead (Pb2+) concentration is 0.1 mg L1. Anemia and harm to 

the nervous system might result from exceeding this standard due to excessive Pb2þ in the water. Active 

steps to discharge lead should be taken after the blood lead level exceeds the standard [69]. 

 

Figure 10. Schematic diagram of the preparation of ZIF-8@PDA modified TFN membrane is reproduced from Ref. 
[53] with permission from Elsevier, Copyright 2019. 

3.3. Using Metal organic frameworks to radioactive ions 

Numerous radioactive materials are unavoidably discharged into the environment as a result of the heavy 

use of coal, oil, and other fossil fuels [10]. Radionuclides such as uranium ,europium  and strontium  ions 

not only have a long half-life, high atmospheric mobility, water stability, and non-degradability 
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characteristics, but they also have extremely high toxicity and adverse effects that lead to a number of 

illnesses [11]. Thus, it is extremely important that the radioactive wastewater is properly treated prior to 

discharge into the environment. to detect and identify radioactive ions [12], It is essential to use materials 

with pores as solid adsorbents through chemical control. Uranium is a commonly used radioactive metal 

element and a fuel used for nuclear reactions. It is one of the most hazardous metal elements due to its 

high toxicity and poor degradability. the researchers Liu and colleagues synthesized MOFs with the azo 

functional group using the solvothermal method, and they tested uranium batch adsorption using MOFs 

and thermodynamics. The findings showed that the MOF's adsorption capability for uranium (U) ions in 

waste water was 312.32 mg/g, indicating that it is a suitable uranium adsorbent [59]. Using the same 3D 

framework, Song and colleagues conducted a series of studies on uranyl adsorption on iso network MOFs. 

The various adsorption processes were shown in studies using the Freundlich and Langmuir adsorption 

isotherms. The eOH and eNH2 groups easily achieved a desorption rate of more than 70% and shown 

greater uranium adsorption than other groups, and the U-loaded MOFs can be eluted in addition to eNO2. 

With 0.1 mol/L nitric acid, the highest desorption rate of 11.29% was noted. The results obtained 

demonstrate the significant U(VI) adsorption ability of MOF materials modified with particular organic 

groups in aqueous conditions, and functionalizing the porous materials will boost the capacity for 

adsorption when compared to the original material. 

 As uranium (U) ion research progresses, maintaining consistent adsorption performance in a complex 

matrix environment is more crucial than the material's adsorption performance. Apart from uranium ions, 

other radioactive ions such europium (Eu), strontium (Sr), cesium (Cs), and iodine (I) must also be 

efficiently identified and adsorbed [62]. As seen in Fig. 11, Chang and coworkers used a cutting-edge in-

situ "green" radiation approach to develop a novel Prussian blue/natural porous material frameworks 

nanocomposite. The generated adsorbent demonstrates strong dispersibility characteristics and a porous 

structure, and it is demonstrated to be effective for Cs adsorption in an aqueous solution. The method can 

be modified to create other comparable porous adsorbents and is straightforward, effective, and safe for 

the environment. The necessary adsorption material stability was successfully attained by this technique, 

and the functionality's synergistic improvement has some practical significance [62]. 
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Fig 11: Schematic diagram of in situ green production strategy for Prussian blue/natural porous framework 
nanocomposites for radioactive Cs removal is reproduced from Ref. [63] with permission from Springer Nature, 
Copyright 2018. 

3.4. Metal organic frame works for Photocatalysis 

Metal organic frameworks can be considered as a new platform, and can organize various components to 

realize the functions of photoresponse, which has gained more interests in application for artificial 

photosynthesis [10]. Compared to traditional photocatalysts, MOFs possess structural diversity and tailor 

ability, which makes them have some unique advantages in photocatalysis [11]. irst, MOFs' extremely 

porous and crystalline structure can allow substrates and products to diffuse readily through their channels 

that are open and shorten the charge carriers' transportation length to the porous area for reactions, thereby 

lowering the electron-hole conventional volume recombine [12]. Second, structural flaws that may create 

recombination centers [55] can be prevented due to the high crystallinity. Third, the high density of the 

catalytic sites on the substrates placed in well-defined porous MOFs structure makes the enriched 

substrates available, and this is another advantage of this kind of system [5]. The diversity and tunability 

of MOFs' structure, in particular, is their greatest advantage over other inorganic materials: the 

performance of MOF photocatalysts can be adjusted for target structures by choosing the fine-tuning 

particular functional groups and/or right building blocks of MOFs. The latest developments in MOFs for 

light-driven energy conversion processes, such as conventional organic reactions, carbon dioxide 



Journal of Computational and Experimental Science (JCES) Volume 1, Number 1, 2026 

69 | P a g e  

 

reduction, and splitting water, will be the main topic of this section. The degradation of organic pollutants 

has been the main focus of the early research on MOF photocatalysis. Guo and his colleagues recently 

examined the relevant studies. 

3.5. Metal organic frameworks for Photocatalytic Water Separation 

Two half-reactions participate in water splitting, which are water reduction, which yields hydrogen gas, 

and water oxidation, which yields oxygen. The initial and primarily reported reaction by MOF 

photocatalysts is the latter of these two half reactions, according to Fateeva and colleagues at el [67] , By 

integrating photosensitizer Ru(bpy)3
2+ into the porous MOF [Ru2(p-BDC)2]n (p-BDC = p-

benzenedicarboxylate), which is utilized to photoreduce a water to hydrogen, Mori and  his coworkers 

reported MOFs as cocatalysts of sorts. When the -NH2 group is added to the UiO-66 framework, the 

resultant NH2-UiO-66 is a photo-catalyst that, when exposed to UV light, can clearly increase the activity 

of H2 production in a  aqueous methanolic solution and expand the absorption band to the visible region. 

In a similar vein a Ti-containing metal organic framework (NH2-MIL125(Ti)) was shown to be a visible-

light sensitive photocatalyst for a typical hydrogen evolution using Pt NPs as the standard cocatalyst and 

a triethanolamine (TEOA) as the electron sacrificing agent The consequences of coating NH2-MIL-125 

(Ti) with various noble metallic elements gold and platinium on photocatalytic activity under visible light 

irradiation in saturated carbon dioxide with TEOA present have been studied. In addition, amine 

functionalized MIL101(Cr) has been reported to be used for photocatalytic generation of hydrogen from 

water [12]. The longest wavelength is only roughly 500 nm because of the weak visible sensitivity of 

BDC-amine, despite the fact that MOF modified with -amine groups has been established to make 

hydrogen from water splitting using light that is visible. Developing MOFs with a broad light response 

spectrum that spans the visible spectrum is greatly desired[5]. As they absorb almost the entire visible-

light spectrum, porphyrins are useful and interesting organic building blocks for the design of porphyrinic-

based MOFs for photocatalysis applications. In light of this, a water-stable Al-porphyrinic MOF has a 

When applied as a photocatalyst for hydrogen gas production by breaking down water under visible light 

(VL) exposure to sunlight, it has an overall turnover number of 8.16 and a quantum yield of 4.82%  Besides 

the extent of light absorption, charge effectiveness is important in photocatalysis. Throughout the 

photocatalytic process, catalysts containing elements like POMs, metal complexes, and noble metal NPs 

may promote more effective charge separation. Lin and colleagues have presented PT@MOF composite 

containing Pt NPs in MOF cavities. The Pt@ MOF composites showed outstanding productivity and a 

high turnover number (TON) as photocatalysts for hydrogen evolution. Jiang, Zhang, and colleagues have 
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created a photocatalyst that uses Pt NPs as electron acceptors in an UiO-66-NH2 framework to effectively 

produce H2 from water splitting when exposed to visible light, as shown in Fig. 12b 

 

Fig12 a) water-stable Al-porphyrinic Metal organic framework as a photocatalyst for hydrogen prpduction from 
water separation under visible light b) photocatalyst of UiO-66-NH2 incorporated with Pt NPs as electron acceptors 
for efficient hydrogen production from water separation under visible. Fig. 12 a and 12 b are Reproduced from 
Ref. [72] under the Creative Commons CC BY License. 

3.6. Metal organic frameworks for Electrocatalysis 

An additional option for the storage and conversion of renewable energy is the electrocatalytic system, 

which primarily consists of ORR,  OER/HER, and electrochemical carbon dioxide reduction[10]. A novel 

synthesis for effectively prerpared chiral amine, amide and Ni consisting Zr-MOF DUT <136 ≥ MOFs 

respectively1111 by metalation and redox reaction inspired by C:N bond versatile derivatization to check 

catalytic activity for modified systems on a variety of asymmetric organic conversions as Micheal 

addition, Friedle-Crafts alkylation, Ni-catalyzed C-C coupling and aldol reaction[70]. However,  catalysts 

of Platinium,Iridium and Ruthium metals  are typically required to cover the inherently large kinetic 

obstacles in electrochemical processes[11]. However, noble metals' limited availability and high cost limit 
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their use in industry[12]. Finding earth-abundant substitutes with superior activity and stability is crucial. 

Metallic-containing compounds, transition metal/metal oxides, heteroatom doped carbon materials, etc. 

are a few examples. Organic ligands that contains carbon,hydrogen, oxygen and nitrogen with first  Fe, 

Co, Ni, Cu, Mn, etc.typically compose the majority of MOFs [55]. MOFs have numerous benefits as non-

noble metal electrocatalysts, such as a wide surface area, uniform distribution of open active centers, 

adjustable pore size and channels, and a designable structure [5]. However, the low conductivity and 

electrochemical instability of pure MOFs generally limit their electrocatalysis[18]. In order to increase 

their conductivity, Metal organic frame works have also been combined with conductive materials like 

carbon nanotubes as well as graphene [19]. Additionally, metal organic frame works were used as perfect 

sacrificial templates to produce a variety of nanostructured materials with great stability and conductivity, 

including metal oxides, porous carbons, metal (oxides)/carbon composites, and other metal-containing 

compounds like metal carbides and metal nitrides[5]. Some of the advantages of pure MOFs, such their 

high surface area, tunable porosity, and ability to be changed with additional heteroatoms and metal/metal 

oxides, may be present in the materials generated from MOFs[22]. In addition to significantly lengthening 

the range of catalytic applications, these MOF derivatives have some significant disadvantages compared 

to unmodified MOFs [16]. For example, in electrochemical reactions, nanostructures made with MOFs 

show significantly more durability than pristine MOFs, even under sensitive reaction conditions such 

highly acidic or basic solutions. Metal organic frame based nanomaterials used in electrocatalysis have 

received increasing interest and development in recently due to these advantages [69]. 

Challenges, Limitations, Outcomes of MOFs materials 

From the recent years, MOFs have attracted huge interest of researchers worldwide because of their larger 

number of applications in various fields. However, at present numerous challenges and limitations are 

concerned includes laborious synthesis, analysis procedures, poor electrical characteristics and low 

solubilities [1] toxicity, degradation and reuse/recycle/regenerate[2] membrane-based MOFs need 

improved stability for the practical separation parameters for instance pressure and temperature [71]. The 

modification of size, morphology, structural arrangement, porosity, backbone framework of 

multicomponent MOFs is essential to achieve their excellent performance in water [4]. However, the 

MOFs main disadvantage is its toxicity of metal and linker, stability, size dispersity, colloidal and 

chemical stability, drug loading and releasing practice etc.. [5]. Furthermore, the challenge of MOFs that 

is currently unattainable is stability in catalysis[14]. In parallel, there are many problems related to the 

stability of MOF, including the issue of comparing stability between MOF and other porous fabricated 

materials like zeolites, porous carbons and mesoporous silica etc. which are more or less stable [7]. The 
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challenges that are more major for MOFs are: Selectivity, foulings, deactivation, accessibility to active 

sites, MOF interaction, surface area, synthesis complexity, and environmental toxic hazards. It is 

important to emphasize the re-use, re-cycle, regenerate and degradation of MOFs. The necessary step for 

the preparation of large-scale MOFs is synthesis protocol and theoretical prediction (a), preferably the 

reaction medium should be water (b), the organic linkers should be biodegradable, biocompatible and bio-

inspired (c) and bulk organic solvents should be avoided for environment sustainability and safety (d) [8]. 

To overcome this, there is a need of continuous trans-disciplinary efforts from the outset, and of course, a 

gathering of the chemists, pharmacologists, clinicians, physicists and biologists involved in the 

preparation of the various MOFs. 

Future Horizon 

In the coming future, the synthesis of highly stable MOFs seems like a workable dream that may leads to 

diverse ends with respect to their applications. MOFs or variants of MOFs with stable and intellectual 

design with properties of each individual component, for example, can provide excellent performance for 

the specific applications [1]. As the synthesis of MOFs and their derivatives can be done using numerous 

technologies by controlling size, shape and porosity parameters. In spite of these efforts, however, there 

are still several shortcomings that hinder the effectiveness of designed MOFs, primarily low chemical 

stability, low capacity, low selectivity and high barrier to recycling and regeneration [71]. Moreover, the 

performance is crucial factor in various applications like catalytic processes and greater need to synthesis 

larger number of MOFs and their derivatives in coming days [3]. However, many more speculations about 

the morphology and structures for the MOFs would be prepared with cheap materials [72]. By studying 

the characteristics of MOFs in various properties, new materials will emerge and probably benefit from 

the advantages in broad range prospectives [3]. MOFs' degradation and recycling properties are also 

promising for environmental research to realize a benign and green future [5]. With respect to discarding 

and waste handling, there is a lot of work to be done with MOFs as there are no legal regulations present 

[6]. MOFs materials would also be improved in future using the faster-futuristic machine learning and AI 

methods to cater to the needs of contemporary solutions [7]. Finally, everything should be directed towards 

future research, not towards one dimension or another dimension to solve problems and limitations with 

MOFs synthesis and applications to improve human beings. 

Conclusion 

Metal-organic frameworks are a category of materials in which atoms are arranged in regular pattern 

consisting of periodic networks of nodes, including metals, connected by bridging features between self-
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assembling organic molecules. This review summarizes the mechanochemical process, the primary 

growth method, the 2ndry growth approach, and the different types which may be in the form of 

powder/membrane structures and production methods of metal organic frame works materials. The most 

recent advancements in MOFs for different metal ion enrichment adsorption, analytical detection, and 

other catalytic applications are then highlighted. Then we discussed the microwave method of radical 

polymerization of methylmeth acrylate in detail. Future trends in MOF materials were examined, along 

with technical issues that need to be resolved. Additionally, other MOF applications have been researched. 
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In this paper, hybrid plasmonic modes are theoretically investigated in a graphene-loaded 

waveguide surrounded by indium antimonide (InSb) and magnetized plasma layers operating in 

the GHz frequency regime. The dispersion relation is derived using transfer matrix technique 

and the conductivity of graphene is modeled using the Kubo formalism. Hybrid plasmon modes 

are observed due to the presence of anisotropic plasma. The influence of material parameters 

such as chemical potential (μ
c
), cyclotron frequency (ωc), plasma frequency (ωp), relaxation 

time (τ), number of graphene layers (N), and temperature (T) on effective mode index (EMI) and 

graphene’s conductivity are numerically analyzed. Numerical results show that the variations in 

graphene’s chemical potential and relaxation time significantly influence the EMI and cutoff 

frequencies. Higher chemical potential (μ
c
) increases the cutoff frequency and enhances  

plasmonic coupling. Furthermore, tensorial permittivity of magnetized plasma parameters i.e., 

cyclotron frequency and plasma frequency play crucial role in modulating the dispersion curves 

and shift the plasmonic frequencies. The temperature-dependent permittivity of InSb provides an 

additional degree of freedom for tuning electromagnetic (EM) wave propagation. These findings 

may have potential applications in tunable plasmonic devices, optical devices related to surface 

plasmon polaritons (SPPs) by using plasma, and thermal photonic devices.  

© 2026 The Authors, Published by AIRSD. This is an Open Access Article under the 

Licensing: Creative Commons Attribution License -CC BY-4.0 

 

Introduction 

With the rapid advancement in optical techniques, there is a continuous exploration for the integration of 

highly efficient photonic technologies intended for data transmission and communication systems [1]. 

These optical technologies include silicon photonics, lithium niobate photonics, indium phosphide 

photonics, and plasmonics [2, 3]. The rate of data transmission increases by reducing the element size of 

the photonic devices up to the nanometer (nm) scale. However, it becomes very difficult for conventional 

photonic devices to reduce the element size up to nanometer scale due to diffraction limit of light [4]. 

Plasmonics has emerged as a highly promising solution by the excitation of surface plasmon polaritons 

(SPPs), for next generation electronic-photonic integration, due to its ability to confine and manipulate 

light below the diffraction limit. These exceptional features of SPPs allow the integration of ultra-compact 

devices with high speed data transfer capacity, low energy consumption, and enhanced bandwidth. SPPs 

have become a promising candidate for light sources to control the propagation and dispersion of light at 

nanometer scale [5]. SPPs are characterized by strong field confinement close to the interface [6, 7]. 

https://journals.airsd.org/index.php/jces
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Subwavelength confinement of SPPs offers an effective way to promote photonics and chip electronics 

technology in which light signals propagate in nanophotonic devices at optical frequency regime. 

Plasmonic technology undergoes a revolution by the emergence of 2D optical materials that offers new 

ideas to explore photonic and electronic properties [8]. Graphene has attracted significant scientific 

attention due to its exceptional physical properties, exhibiting promising potential for applications in 

optoelectronic and nano-electronic devices. Graphene exhibits ultra-high electron mobility, gate-variable 

optical conductivity, and ultrafast relaxation time for photo-excited carriers [9]. Graphene also possesses 

incredible optical properties such as strong light-matter interaction, high speed and broadband operation 

etc [10]. Graphene is an outstanding candidate for designing tunable optical devices that operates in both 

optical and GHz frequency ranges due to its tunable conductivity and charge carrier density. Moreover, 

the tunable conductivity of graphene opens new doors for tunable optical sensors, tunable GHz absorber, 

and tunable metamaterials [11, 12]. Graphene provides a way for controlling the optical bistability by 

appropriately varying the applied voltage [13]. Graphene plasmon polaritons show strong field 

confinement as well as relatively long propagation distance as compared to plasmon polaritons in noble 

metals [14]. A lot of research has been conducted on graphene and isotropic materials. However, isotropic 

materials lack polarization sensitivity and less control over dispersion characteristics.  

 

The efficiency of graphene-based devices can be enhanced by integrating them with magnetized plasma. 

Plasma, when integrated with graphene exhibits exceptional characteristics. Generally, plasma is 

considered to be unmagnetized when no external magnetic field is applied [15] but as the external 

magnetic field is applied, an anisotropic behavior is induced in plasma. This behavior is used to manipulate 

the SPPs, offering a greater control compared to unmagnetized plasma [16]. Numerous theoretical 

investigations have highlighted the role of plasma medium to study the characteristics of SPPs [17-26]. 

Xu et al. analyzed experimentally and theoretically the wavelength of SPPs at the dielectric-plasma 

interface [27]. Shahmansouri et al. examined the collective excitation of SPs in a massless Dirac plasma 

by using a relativistic quantum fluid model [28]. Furthermore, plasma-based waveguide offers a novel 

approach to nanophotonic devices. Plasmonic modes in graphene-loaded waveguide surrounded by InSb 

and magnetized plasma layers have not been explored in the existing literature. 

 

The objective of this study is to theoretically model graphene-loaded waveguide surrounded by 

magnetized plasma and indium antimonide (InSb) for thermal control of SPPs. Indium antimonide (InSb), 

a small bandgap semiconducting material has emerged as a temperature sensitive material in the field of 

plasmonics and nano-photonics, which can significantly guide the SPPs at various temperatures [29]. 

Optical properties of InSb are highly responsive to temperature variations, making it an ideal candidate 

for GHz technology [29-31]. Furthermore, InSb can be fabricated with standard fabrication techniques 

which make it easier to incorporate into practical devices. In the present study, we will investigate the 

impact of material parameters by plotting dispersion relation to compute effective mode index (EMI) and 

graphene’s conductivity in the interested frequency regime. The proposed geometry will allow strong 

light-matter coupling, enhance field confinement, and tunable plasmon modes which will lead towards 

highly efficient optical devices. 

 

Methodology  

The theoretical modelling of the graphene-loaded waveguide surrounded by magnetized plasma and InSb 

is presented in this section. Figure 1 illustrates the propagation of EM waves along z-direction.  
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Figure 1: schematic view of graphene-loaded waveguide surrounded by InSb and magnetized plasma. 

Graphene's conductivity is modelled using the Kubo formula.  

𝜎(𝑔) =
𝑖𝑒2(𝜔−𝑗2𝜏)

𝜋ℏ2
× [

1

(𝜔−𝑗2𝜏)2
∫ 𝜉𝑒𝑛
∞

0
× (

𝜕𝑓𝑑(𝜉𝑒𝑛)

𝜕𝜉𝑒𝑛
−

𝜕𝑓𝑑(−𝜉𝑒𝑛)

𝜕𝜉𝑒𝑛
)𝑑𝜉𝑒𝑛 − ∫

𝑓𝑑(−𝜉𝑒𝑛)−𝑓𝑑(𝜉𝑒𝑛)

(𝜔−𝑗2𝜏)2−4(
𝜉𝑒𝑛
ℏ
)
2 𝑑𝜉𝑒𝑛

∞

0
]     1                

𝑓𝑑(𝜉𝑒𝑛) = (𝑒(𝜉𝑒𝑛−𝜇𝑐) 𝐾𝐵𝑇⁄ + 1 )
−1

is the Fermi-Dirac distribution. where 𝜇𝑐, 𝜏, 𝑇, 𝑒, 𝐾𝐵, 𝜔, 𝜉𝑒𝑛 and ℏ are 

chemical potential, relaxation rate, temperature, charge on electron, Boltzmann’s constant, operating 

frequency, energy, and reduced Plank’s constant, respectively [32].   

Magnetized plasma has the following constitutive relations: 

 𝐷 = 𝜀0𝜀 𝐸                                 2                                                                          

 𝐻 = 1/𝜇0𝐵                                            3                                                                      

𝜇0 and 𝜀0 represent the permeability and permittivity of free space, respectively, and 𝜀  is the tensorial 

permittivity tensor for anisotropic plasma.  

[𝜀  ] = [
𝜀1 −𝑖𝜀2 0
𝑖𝜀2 𝜀1 0
0 0 𝜀3

]                                                                                                                       4 

  Where, 𝜀1, 𝜀2 and  𝜀3 represent the tensorial permittivity of plasma medium as reported in [19] and 𝜀1 =

𝜀0(1 −
(𝜔𝑝)

2

(𝜔)2−(𝜔𝑐)2
), 𝜀2 = 𝜀0(

𝜔𝑐∗(𝜔𝑝)
2

𝜔∗((𝜔)2−(𝜔𝑐)2)
),  𝜀3 = 𝜀0(1 −

(𝜔𝑝)
2

(𝜔)2
), 𝜔𝑝 = √

𝑛𝑒2

𝑚 𝜀0
, 𝜔𝑐 =

𝑒𝐵

𝑚
. 𝜔𝑐, 𝜔𝑝 represent 

the cyclotron frequency and plasma frequency [17]. 𝑒, 𝐵,𝑚, 𝑛, and 𝜀0 represent the electron charge, 

magnetic field, electron mass, number density of electrons, and permittivity of free space, respectively 

[33]. The wave equation for 𝐻𝑧 and 𝐸𝑧 in the magnetized plasma are as follows [16]: 

[𝛻2𝐸𝑧1 𝛻
2𝐻𝑧1 ] + [𝑈1 𝑖𝑈2 𝑖𝑈3 𝑈4 ][𝐸𝑧1 𝐻𝑧1 ] = 0                                        5  

Where, 

𝛻 = 𝑒̂𝑥
𝜕

𝜕𝑥
+ 𝑒̂𝑦

𝜕

𝜕𝑦
+ 𝑒̂𝑧

𝜕

𝜕𝑧
                               6   

𝑈1 = −(
𝛽2𝜀3

 𝜀1
− 𝜔2𝜇0𝜀3)                                  7  

𝑈2 =
𝜔𝜇0𝛽𝜀2

𝜀1
                                            8  

𝑈3 = −𝛽𝜔𝜀2
𝜀3

𝜀1
                                9  

𝑈4 =
(𝜔2𝜇0𝜀1

2−𝜔2𝜇0𝜀2
2)

𝜀1
− 𝛽2                                  10  

Where, 𝛽 and 𝜇0 denote the propagation constant and permeability of free space, respectively. Model 

fields for magnetized plasma are given as:  

𝐸𝑧1 = (𝐴1𝑒
−𝑞1𝑥 + 𝐴2𝑒

−𝑞2𝑥)𝑒−𝑖𝛽𝑧                            11  

𝐻𝑧1 = 𝑖(𝐴1𝛼1𝑒
−𝑞1𝑥 + 𝐴2𝛼2𝑒

−𝑞2𝑥) 𝑒−𝑖𝛽𝑧                           12 

The remaining magnetized plasma field components can be derived from [34].  

𝐸𝑡 = 𝑖𝑎𝛻𝑡𝐸𝑧 + 𝑏𝛻𝑡𝐸𝑧 × 𝑎𝑧 + 𝑐𝛻𝑡𝐻𝑧 + 𝑖𝑑𝛻𝑡𝐻𝑧 × 𝑎𝑧                           13           
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𝐻𝑡 = 𝑒𝛻𝑡𝐸𝑧 + 𝑖𝑓𝛻𝑡𝐸𝑧 × 𝑎𝑧 + 𝑖𝑎𝛻𝑡𝐻𝑧 + 𝑏𝛻𝑡𝐻𝑧 × 𝑎𝑧                                                 14  

Where 𝑎, 𝑏, 𝑐, 𝑑, 𝑒 and 𝑓 are given by [16] 

𝑎 =
𝑈3𝜔𝜇0𝜀2−𝑈4𝛽𝜀3

𝜀1(𝑈1𝑈4+𝑈2𝑈3)
                               15 

𝑏 = −
𝑈3𝜔𝜇0

𝑈1𝑈4+𝑈2𝑈3
                               16 

𝑐 = −
𝑈1𝜔𝜇0𝜀2+𝑈2𝛽𝜀3

𝜀1(𝑈1𝑈4+𝑈2𝑈3)
                               17 

𝑑 = −
𝑈1𝜔𝜇0

𝑈1𝑈4+𝑈2𝑈3
                               18 

𝑒 = −
𝑈3𝛽

(𝑈1𝑈4+𝑈2𝑈3)
                               19 

𝑓 =
𝑈4𝜔𝜀3

(𝑈1𝑈4+𝑈2𝑈3)
                               20 

The eigenvalues are: 

𝑘1 = √
1

2
(𝑈1 + 𝑈4) +

1

2
√(𝑈1 − 𝑈4)2 − 4𝑈2𝑈3                                             21      

𝑘2 = √
1

2
(𝑈1 + 𝑈4) −

1

2
√(𝑈1 −𝑈4)2 − 4𝑈2𝑈3                                 22 

The associated eigen functions describe the hybrid nature of SPPs:  

𝑞1 = √𝛽2 − 𝑘1
2
                              23 

𝑞2 = √𝛽2 − 𝑘2
2
                              24 

𝛼1 and 𝛼2 describe hybrid mode factors [17].  

𝛼1 =
𝑈1−𝑞1

2

𝑈2
                               25 

𝛼2 =
𝑈1−𝑞2

2

𝑈2
                               26  

InSb EM fields components are given as: 

𝐸𝑦2 = 𝐴3 𝑒
𝛾1𝑥                                          27 

𝐻𝑦2 = 𝐴4 𝑒
𝛾1𝑥                                                     28 

𝐸𝑧2 =
𝑖𝛾1

𝜔𝜀𝐼𝑛𝑆𝑏
(𝐴4𝑒

𝛾1𝑥)                              29 

𝐻𝑧2 = −
𝑖𝛾1

𝜔𝜇0
(𝐴3𝑒

𝛾1𝑥)                                30 

Where, 𝜀𝐼𝑛𝑆𝑏 = 𝜀∞ −
𝜔𝑝
2

𝜔2+𝑖𝛾𝜔
 , 𝜔𝑝 describe the plasma frequency, 𝜔𝑝 = √

𝑛𝑞2

0.015𝜀0𝑚𝑒
, 𝑞 = −1.60 × 10−19𝐶 

charge on electron, 𝑚𝑒 = 9.11 × 10−31 kg electron mass, relative permittivity 𝜀∞ = 15.68, damping 

constant 𝛾 = 𝜋 × 1011 𝑟𝑎𝑑 𝑠−1, carrier density 𝑛 = 5.76 × 1020𝑇 
3

2𝑒𝑥𝑝(−
𝐸𝑔

2𝐾𝐵𝑇
), where 𝐸𝑔 is the 

bandgap of value 𝐸 = 0.26𝑒𝑉 and 𝐾𝐵 is Boltzmann constant, 𝐾𝐵 = 8.62 × 10−5 𝑒𝑉 𝐾−1. 𝛾1 =

√𝛽2 − 𝜔2𝜀𝐼𝑛𝑆𝑏𝜇0 is permittivity of InSb medium [29].  

In all calculation e-𝑖βz is omitted. A1, A2, A3 and A4 are amplitudes constant. Using anisotropic plasma and 

InSb fields components following boundary conditions are applied.  

𝑥̂×(𝐻1 − 𝐻2) = 𝜎𝐸                              31 

𝑥̂×(𝐸1 − 𝐸2) = 0                                          32   

Where, 𝜎 is the graphene’s surface conductivity  

The obtained dispersion relation is:  
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𝑖 (𝛾1(𝜇0𝜔𝑞1(𝑓 + 𝑏𝛼1)𝛼2 − (𝑏2 + 𝑑𝑓)(−𝑖𝜇0𝜎𝜔 + 𝛾1)𝑞1𝑞2(−𝛼1 + 𝛼2) − 𝜇0𝜔𝑞2𝛼1(𝑓 + 𝑏𝛼2)) −

(𝜀𝐼𝑛𝑆𝑏𝜔 + 𝑖𝜎𝛾1)((−𝑖𝜇0𝜎𝜔 + 𝛾1)𝑞1(𝑏 − 𝑑𝛼1) + 𝜇0𝜔(𝛼1 − 𝛼2) − (−𝑖𝜇0𝜎𝜔 + 𝛾1)𝑞2(𝑏 − 𝑑𝛼2))) =0  

                                                                                        33 

Results and Discussion  

In this section, numerical analysis of proposed planar structure is analyzed in the interested frequency 

region. The numerical analytical results are discussed by using dispersion relation 33. The results are 

examined by computing dispersion curves, effective mode index (EMI), and conductivity of graphene as 

a function of GHz frequency to observe the behavior of SPPs. Two types of SPPs modes i.e., lower, and 

higher mode confirm hybrid nature of plasma medium. In all calculations the numerical parameters are 

set as: ωc=6 THz, ωp=2×10
13

Hz, T=280K, τ=8ps and μ
c
=0.3eV. Figure 2 presents the EMI as the function 

of incident wave frequency (GHz), for different values of chemical potential (μ
c
). The chemical potential 

in graphene controls the position of the Fermi level, which in turn affects the charge carrier concentration 

[35-38]. In lower frequency mode, the EMI increases rapidly with frequency for all values of the chemical 

potential. For highest chemical potential i.e., μ
c
=0.9 eV,  EMI increases more steeply and reaches higher 

values, implying stronger coupling and enhanced mode confinement. At lowest chemical potential 

μ
c
=0.1 eV, the increase in the EMI is less pronounced, meaning weaker coupling and less confinement. 

At lower frequencies, the chemical potential directly impacts the carrier density in graphene, which 

governs the plasma frequency. At higher frequencies, the chemical potential has less influence on the 

effective mode index. This is because the graphene behavior shifts from plasmonic response to more 

dielectric-like response. The increase in effective mode index becomes less sensitive to changes in 

chemical potential as the frequency rises above the plasmon resonance. In the high-frequency region, the 

plasmonic effects diminish, and the graphene's behavior is more influenced by its dielectric properties 

rather than its conductivity. As a result, the EMI starts to stabilize. Hence graphene’s response at these 

higher frequencies is less dependent on chemical potential. Lower mode is beneficial for plasmonic 

devices, communication systems, and GHz sensors, where the chemical potential in graphene can be tuned 

to control mode confinement and enhance signal propagation. In case of higher propagating mode, as the 

frequency increases, the EMI increases with the increase in incident wave frequency. Figure 3 depicts the 

variation in EMI versus incident wave frequency under different values of relaxation time. In case of lower 

propagating mode, for lowest value of relaxation time, the EMI increases quickly and reaches higher 

values as reported in [39, 40]. This is because shorter relaxation times lead to higher carrier scattering 

rates, which results in stronger plasmonic effects and thus a stronger mode confinement. As the relaxation 

time is increased, the dispersion curves moves towards lower frequency region. In case of higher 

propagating mode, the EMI increase with increasing relaxation time but the effect of relaxation time 

disappears at higher frequency values indicating non-physical region which has no significance in 

scientific community. Additionally, higher relaxation time shift the dispersion curves to lower cutoff 

frequencies in both propagating modes which is validated from the literature [38].  
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Figure 2: Influence of graphene’s chemical potential on EMI versus GHz frequency. 

 

 
 Figure 3: Influence of graphene’s relaxation time on EMI versus GHz frequency. 

 

The dependence of EMI on number of graphene layers as a function of incident wave frequency is depicted 

in figure 4. In case of lower mode, the EMI increases steeply with frequency for all values of N. For N=1, 

the increase in the EMI is the steepest, indicating stronger coupling and tighter mode confinement. 

Because single layer graphene has higher surface-to-volume ratio, which results in stronger plasmonic 

effects enable high-speed communication systems like fiber optics or microwave photonics and increasing 

N changes the modal coupling and field distribution. The electromagnetic waves interact more strongly 
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with the charge carriers in the graphene, leading to better mode confinement and higher effective mode 

index. The EMI increases with increasing incident wave frequency as the number of graphene layer 

increase. For upper propagating mode, the EMI increases as a function of incident wave frequency as the 

number of graphene layers is increased. It is also observed that the frequency band start squeezing as the 

number of graphene layers are increased. These tunable features of graphene may be useful for future 

fabrication of nano-photonic devices in the plasmonic community [41]. 

 

 
Figure 4: Influence of graphene’s layers on EMI versus GHz frequency. 

 

The influence of plasma frequency on EMI versus incident wave frequency is analyzed in figure 5. For 

lower propagating mode, the EMI increases with frequency for all values of ωp, indicating that the 

plasmonic modes became more confined. Increasing plasma frequency modifies the tensor permittivity 

components which strengthen electromagnetic confinement. It is observed that when the plasma frequency 

increases, EMI increases and the curves move towards lower frequency regime. The plasma frequency is 

a function of number density of electrons which exhibits significant role in tunable plasmon modes. It is 

of peculiar of interest to note that at lower frequencies (below ~20 GHz), the EMI increases slowly. 

Consequently, at lower frequencies, the plasma's effect on the waveguide is less significant, and the wave 

propagates more freely. When the frequency increases over 20 GHz, there is drastic increase in EMI. This 

shows that the plasma influence becomes more pronounced as the frequency increases, leading to stronger 

confinement of SPPs. The EMI increases with increasing plasma frequency as a function of incident wave 

frequency for higher propagating mode. The understanding of the behavior of plasmonic modes is crucial 

to design plasmonic waveguides. These results offer promising potential for designing tunable high 

frequency waveguides and are consistent with literature [40]. Figure 6 illustrates the effect of cyclotron 

frequency on EMI as a function of incident wave frequency. In lower propagating mode, the EMI curves 

rises rapidly at low cyclotron frequency. As the cyclotron frequency rises, the corresponding EMI curve 

increases smoothly with increasing wave frequency and the propagating mode bandgap start squeezing. 

Moreover, the effect of cyclotron frequency disappears after 30 GHz and the region become non-

significant region. The EMI start decreasing with increasing value of incident wave frequency, as the 
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cyclotron frequency increases. This behavior is crucial for GHz plasmonic applications where precise 

control of wave propagation is important for improving the device performance. 

 
Figure 5: Influence of plasma frequency on EMI versus GHz frequency. 

 

 
Figure 6: Influence of cyclotron frequency on EMI versus GHz frequency. 

 

The influence of InSb temperature on EMI as a function of incident frequency is illustrated in figure 7. In 

lower propagating mode, as the temperature of InSb increases, the corresponding EMI curve shifts towards 

higher frequency region. Temperature variation modifies the carrier concentration and mobility in InSb, 

which in turn alters its plasma frequency and effective permittivity. The temperature of InSb exhibits 
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strong influence on upper propagating mode, EMI increases as the temperature increases and the bandgap 

starts squeezing. This behavior is important for thermo-plasmonic applications where the temperature 

dependence of plasmonic properties is critical. Higher values of temperature lead towards strong plasmon 

coupling and higher energy excitation in plasmonic devices, which affect their performance in 

applications, such as sensing and imaging. This temperature sensitivity plays an important role in system 

efficiency and response. The variation in surface conductivity of graphene versus GHz waves frequency 

under different plasma frequencies is analyzed in figure 8. As the plasma frequency of the magnetized 

plasma increases, there is a sharp increase in conductivity and the curves shifts towards lower frequency 

region. Additionally, the frequency band of both modes begins to squeeze as the plasma frequency 

increases. The conductivity of graphene sharply decreases near the plasma frequency of the magnetized 

plasma, making it valuable for applications such as graphene-based metamaterials. The dependence of 

graphene’s conductivity under different cyclotron frequencies is studied in figure 9. As the cyclotron 

frequency increases, the conductivity increases and curves shifts towards higher frequency region. This is 

because the interaction between the electrons in graphene and the electromagnetic field becomes more 

pronounced at higher cyclotron frequencies. Plasma characteristics have strong influence on the 

modulation and propagation of hybrid SPPs for the proposed geometry which can be utilized for potential 

applications such as nanophotonic and optoelectronic devices in GHz frequency regime. Figure 10 

demonstrated how InSb temperature influences the interaction between the incident wave and the 

graphene’s conductivity. As the temperature of InSb increases, it influences the graphene’s conductivity 

by affecting the electron mobility and the interaction between graphene and electromagnetic waves. 

Higher temperatures typically lead to increased electron scattering, which reduces the conductivity of 

graphene. Based on numerical results, it can be inferred that temperature-sensitive sensors can be 

developed by leveraging the variation in graphene's conductivity to detect temperature changes in the 

surrounding environment.  

 

 
Figure 7: Influence of InSb temperature on EMI versus GHz frequency. 



Journal of Computational and Experimental Science (JCES) Volume 1, Number 1, 2026 

85 | P a g e  

 

 
Figure 8: Influence of plasma frequency on graphene’s conductivity versus GHz frequency. 

 

 
Figure 9: Influence of cyclotron frequency on graphene’s conductivity versus GHz frequency. 
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Figure 10: Influence of InSb temperature on graphene’s conductivity versus GHz frequency. 

Conclusion 

This study presented a theoretical model to analyze the hybrid plasmonic modes in graphene-loaded 

waveguide surrounded by InSb and magnetized plasma. The extended wave theory is used to derive the 

electromagnetic (EM) field components and transfer matrix technique is used to obtain the dispersion 

relation. The conductivity of graphene is modeled using Kubo formula. The influence of chemical 

potential, relaxation time, number of graphene layers, plasma frequency, cyclotron frequency, and InSb 

temperature on effective mode index and graphene’s conductivity is analyzed numerically. Based on the 

numerical results, the material parameters reveal significant insights into the SPPs properties. Due to the 

anisotropic nature of the magnetized plasma, two plasmon modes (lower and upper modes) are observed 

which exhibit different behaviors in lower and higher frequency regions. Moreover, the influence of 

material parameters on effective mode index and graphene’s conductivity highlights the sensitivity of 

SPPs in the interested frequency regime. The present work offers promising potential for application in 

high performance and tunable plasmonic devices, including optical modulators, tunable plasmonic 

antennas, GHz sensors, and thermal photonic devices. 
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In next-generation medical systems, the amount of Internet of Things (IoT) devices, edge 

computing infrastructure, and multi-modal cloud architectures has increased significantly, 

making healthcare cybersecurity a global concern. Although healthcare organizations invest a 

lot in storing security measures, they are far more susceptible to the sophisticated cyber threats. 

More than 90% of them have experienced at least one cyberattack over the past few years, and 

between 2013 and 2023, ransomware attacks in the healthcare industry have seen a surge to 

unprecedented heights. There is an important gap in the current literature: current cybersecurity 

frameworks don't offer a unified, scalable, and efficient solution for securing real-time flows of 

data across the different layers of the IoT, across the shore (edge) clouds, and across the center 

(core) clouds in a multi-domain healthcare environment. The current models are either 

computation intensive or domain specific, with multi-modal healthcare architecture being under-

protected. This study introduces a novel hierarchical Deep Neural Network (DNN) framework 

that can identify and block malicious activities in multi-area healthcare data flows. The 

framework is inspired by transfer learning, utilizing pre-trained edge cloud models and fusion 

is to an optimized center cloud model. A Capability List (CP List) access control mechanism is 

built-in to implement fine-grained data access policies. The proposed model is tested on the 

structured dataset of healthcare network security incidents from the simulated environments in 

2024. The experimental results show that the proposed hierarchical DNN architecture can 

achieve the accuracy of 95% to 100% for training and testing in the unknown attack. Taking an 

average of 26.2% less training time than the independently trained center cloud models, the 

model needs just 6-8 epochs to train, whereas the standalone edge cloud model requires 35-40 

epochs. The research has validated that the combination of hierarchical deep learning and 

cloud-based security systems can greatly improve threat detection and decrease computational 

load. To protect sensitive patient data, the use of hierarchical AI-driven security is 

recommended, as well as the standardization of multi-layer access control across all IoT, edge 

and cloud environments for policymakers and healthcare administrators. 

 

© 2026 The Authors, Published by AIRSD. This is an Open Access Article under the 

Licensing: Creative Commons Attribution License -CC BY-4.0 
 

1. INTRODUCTION 

In the context of Information Technology (IT) and cloud computing, cybersecurity is one of the most 

critical issues facing organizations in a digitally integrated environment, especially in the healthcare 

industry. Cybersecurity is the application of technologies, processes, and organizational practices to 

protect computer systems, networks, programs, and data from unauthorized access, damage, theft, or 

disruption. Within the healthcare sector, it involves safeguarding Electronic Health Records (EHRs), 

communications between medical devices, clinical decision-making applications, and the substantial 

amounts of patient-sensitive information flowing across multi-cloud environments with IoT integration. 

https://journals.airsd.org/index.php/jces
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Cloud computing, with its five key building blocks: on-demand computing, elasticity, rapid adaptation, 

geographic independence, and cybersecurity, has ushered in a paradigm shift in the collection, storage, 

processing, and sharing of healthcare data. Cloud-based solutions are increasingly becoming a staple in 

the healthcare industry, with their three main service models, Infrastructure as a Service (IaaS), Platform 

as a Service (PaaS), and Software as a Service (SaaS), each presenting unique security challenges in shared 

resource environments, data sovereignty, and access control. The increased reliance on IoT medical 

devices, wearables, remote-monitoring sensors, and edge computing nodes compounds the security 

challenge by extending the attack surface beyond network perimeters to distributed, typically resource-

constrained endpoints. 

 

The larger picture of healthcare cybersecurity is characterized by a rapidly changing threat landscape, in 

which cyberattacks are becoming increasingly sophisticated and prevalent. In 2020, the United States 

spent $4.1 trillion on health care, accounting for 19.7% of its GDP, yet many medical errors are 

preventable and can be exacerbated by cyber incidents, which are a primary driver of patient harm. More 

than 90% of healthcare organizations have been victims of a cyberattack at least once, with a 71% increase 

in attacks from 2020 to 2023. Healthcare had the highest number of ransomware insurance claims among 

all economic sectors from 2013 to 2023, underscoring its importance as a high-value target for attackers. 

Healthcare systems are becoming multi-domain, multi-layer environments where the traditional perimeter 

security approach is simply not enough due to the convergence of cloud, IoT, and big data. They have 

edge computing nodes, known as shore clouds, which process data close to the source to minimize latency 

and facilitate real-time clinical response, and central clouds for storing large-scale data, data analysis, and 

administrative work. The interdependence of these layers introduces intricate dataflow paths that are 

highly vulnerable to man-in-the-middle attacks, payload tampering, unauthorized data exfiltration, and 

service disruption. 

 

Despite the extensive research in the areas of cloud security, IoT protection, and intrusion detection, a 

fundamental research challenge remains: the lack of a single cybersecurity framework using Deep 

Learning that supports the security needs of IoT gateways, shore cloud environments, as well as central 

cloud infrastructures, and is computationally efficient and scalable. Current frameworks tend to focus on 

a single level of security and apply the same approach to endpoint security, network-level intrusion 

detection, or cloud access control, but do not offer a unified approach capable of detecting unknown, 

multi-vector attacks across the multi-domain healthcare pipeline. Moreover, current DNN-based ID 

models require large amounts of training data and long training times to be applied directly in resource-

constrained central cloud environments, which is unsafe for real-time deployment. The research questions 

of this study are as follows: (1) What is the design of a hierarchical DNN architecture to correctly identify 

malicious activities in multi-domain healthcare dataflows? (2) How to shorten the training time for the 

center cloud model with high detection accuracy using transfer learning technology? (3) What are the 

methods for implementing the Capability List-based access control mechanism to ensure fine-grained 

access control policies in multi-area cloud healthcare systems? 

 

The research is crucial as it addresses the dual challenges of efficiency and accuracy in healthcare 

cybersecurity. The proposed hypothesis is that a hierarchically structured DNN framework, in which pre-

trained edge cloud models can be aggregated into an optimized center cloud model, can achieve high 

detection accuracy (95%–100%) with much less training time than training a single cloud model at the 

center. The aims of this research are three-fold: to design a reference architecture for next generation 

healthcare cyber security architectures, to design a healthcare risk model to clearly describe IT and OT 

(IT/Operational Technology) threats and their mitigations within multi-domain healthcare systems, and to 

propose a novel hierarchical DNN strategy that provides cyber security for patient dataflows between IoT 

devices, Healthcare Edge Clouds, and Healthcare Center Clouds. The approach includes the design of the 



Journal of Computational and Experimental Science (JCES) Volume 1, Number 1, 2026 

91 | P a g e  

 

deep learning model, supervised learning with data augmentation, weighted cross-entropy loss functions 

to address class imbalance, and a CP List-based access control system. The outcome of the project is 

expected to be a trained model with accuracy >95%, reduced training overhead, and a validated access 

control architecture that can serve as a reference model for deployment in real-world healthcare settings. 

The current research has several novel contributions to cybersecurity in healthcare. It first introduces a 

novel hierarchical DNN structure that leverages multi-layer transfer learning between the edge and center 

cloud tiers, a gap that has not been studied systematically to date in healthcare IoT. Second, it introduces 

a fine-grained policy enforcement layer built into the cloud security architecture that provides a role-based 

access control mechanism by encoding the identifiers of users (UID), files (FID), and access rights (AR) 

in the policy layer. Third, it presents a cross-entropy loss function strategy with weight to address the class 

imbalance in healthcare threat datasets and enhance the model generalization, and reduce the bias toward 

the majority threat categories. Finally, it delivers an extensive threat model for the multi-domain health 

care space, from the IoT, edge, into the cloud layer, to guide future standards and policy frameworks in 

health IT security. All these contributions contribute to the theory and practice of AI-driven cybersecurity 

in the next generation of healthcare systems. 

 

2. LITERATURE REVIEW 

2.1 Global Theories and Foundations of Cybersecurity in Cloud Healthcare 

Cybersecurity in cloud computing has its theoretical basis in several areas, such as information security 

theory, distributed systems architecture, machine learning, and cryptography. As described by Smith 

(2023) in Comprehensive Cybersecurity: Protecting the Digital Enterprise, this is the basic model of cloud 

security, which states that a successful cybersecurity strategy must cover all security layers at once, 

including network, endpoint, threat detection and incident response. The holistic paradigm is especially 

salient for multimodal healthcare systems, which have an attack surface made up of diverse, 

geographically distributed elements. The National Cybersecurity Center's Cybersecurity Framework 

Initiative (2024) translates this theoretical holism into practical principles and best practices: Risk 

Assessment, Incident Response Planning, Employee Education Training, and more; offers a systematic 

methodology that organizations can implement to systematically lower their vulnerability profile. 

Complementing this framework, Davis (2024) has strengthened the theoretical argument for AI in cyber 

security, proposing that machine learning algorithms, notably with the aid of deep neural networks, are 

the most promising method to maneuver threats, speed up reaction times, and foresee new vulnerabilities 

in intricate and ever-changing environments where human monitoring is insufficient. This theoretical 

framework is aligned closely with the current study's approach of DNN based detection, which places the 

research in the context of the scientific community that believes AI is the next major challenge in adaptive 

cybersecurity. 

 

From the narrow scope of IoT and cloud healthcare security, Thompson (2023) has identified the specific 

vulnerability profile of IoT medical devices, which are commonly resource-limited, relied upon standard 

communication protocols, and directly involved in patient care, making them especially appealing to 

adversarial actors. Thompson suggests more complete security architectures, which include device level 

hardening and network level anomaly detection, both of which are implemented in this research. In 

Network Security Essentials, White & Brown further explore how the configuration of firewalls, intrusion 

detection systems, and secure network architecture design should each be understood as a part of a 

comprehensive security strategy, not as individual security solutions. In a recent study in Cloud Security 

Quarterly, Lawson and Myers (2024) explored vulnerabilities on the cloud side, suggesting that alongside 

other methods of risk reduction in cloud environments, cloud data encryption, access control, and regular 

security audits would be complementary. In the field of advanced encryption theory, Patel and Singh 

(2024) explore the concepts of symmetric and asymmetric encryption, as well as the benefits of encrypting 
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data at rest and in transit for providing a baseline level of security even in the face of a breach at the 

network level. This body of work provides the theoretical foundation for the design of the integrated DNN 

based security architecture presented in this study, which combines the DNN with a CP List. 

 

With the increasing convergence of machine learning and cybersecurity, there are significant amounts of 

literature that have been created directly to support the methodology used in this research. In the AI & 

Cybersecurity Review (2024), Kramer and Li have comprehensively shown that machine learning 

algorithms are far more effective at identifying new attacks that haven't been previously seen than 

traditional rule-based IDS systems, a trait which is essential to the healthcare threat landscape, where 

adversarial actors are constantly refining their attack strategies. This is echoed by Johnson and Gupta 

(2024), who report the rapid evolution of new attack vectors against cloud-based healthcare infrastructure 

requiring the need for continuous monitoring and adaptive machine-learning-based defenses, not just 

advantages. The Global Cybersecurity Insights Annual Report (2024) backs these statements with detailed 

threat data across all sectors, showing that healthcare remains the top sector for attacks and that AI-based 

detection tools achieve the highest accuracy in controlled testing. Hamilton's (2023) historical analysis of 

the evolution of cyber threats in the Global Security Review provides valuable context as he showed that 

every new generation of cyber threats has outpaced the corresponding generation of defensive cyber 

technologies and tools, making the continuous improvement of AI-based tools like the hierarchical DNN 

developed in this research an operational need for healthcare organizations to safeguard patient 

information and ensure clinical continuity. The literature cited in this work collectively supports the 

research hypothesis that a hierarchically structured AI-based security framework would be an 

improvement over current security frameworks, with the present study's contribution being the specific 

application of hierarchical transfer learning to the multi-domain healthcare cloud environment. 

 

2.2 Research Gap Addressed 

The literature reviewed is comprehensive, but all of it is lacking in providing a solution to the problem of 

having multiple tiers of healthcare systems that include an IoT, a shore cloud and a center cloud element 

in one single, unified system. Most previous research focus only a single tier (IoT device security, edge 

computing security, or cloud-based central security) and are unable to offer a validated, end-to-end 

architecture that can detect threats in real time throughout the entire multi-domain pipeline. In addition, 

the literature on healthcare security lacks a systematic study of using hierarchical transfer learning in the 

training process of large DNN models directly in the central cloud environment. This work fills the above 

gaps in the literature by introducing a novel hierarchical DNN architecture that combines the advantages 

of transfer learning, weighted loss functions, and CP List-based access control, and embeds them into a 

deployable security framework for multi-modal cloud healthcare systems. 

 

3. DATA AND METHODOLOGY 

3.1 Theoretical Background 

The theoretical approach for this research is based on the combination of deep learning, cloud computing 

security architecture, and access control theory. Deep Neural Networks (DNNs) are multilayered 

computational models inspired by biological neural networks that can learn hierarchical representations 

of features from raw input data by performing successive non-linear transformations (Agarwal, A., 2020). 

From a cybersecurity perspective, DNNs can be used as pattern-recognition engines that perform 

statistical anomaly detection in network traffic, payload structure, and metadata, matching existing or 

emerging attack vectors (Malik, 2019). The hierarchical DNN architecture proposed in this study is an 

extension of the standard DNN model that uses transfer learning: each edge cloud model is trained with 

threat data that is locally available, the learned weight configurations are merged and aggregated to create 

a cloud model in the central cloud that carries the generalized threat representations learned at the edge 
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(Smith, 2023). This aggregation scheme requires only 35-40 training epochs at the central cloud, but still 

maintains the detection performance, which is a significant improvement on the computational efficiency 

of the central cloud. 

 

The capability List (CP List) access control mechanism is based on the theory of Role-Based Access 

Control (RBAC) and attribute-based cryptography (Johnson, 2024). The CP List model links each data 

object to a structured record with data to represent the User Identifier (UID), File Identifier (FID), and 

Access Rights (AR) and allows fine-grained, attribute-driven authorization decisions made at the cloud 

service provider level (Initiative, 2024). The Data Owner (DO) has the power to specify and change access 

rights (Joshi, B. D., & Ahn, G.-J. , 2010). The Cloud Service Provider (CSP) enables read operations and 

privilege management based on the current CP List entries. This architecture is designed to remove the 

need for trusted third parties and provide transparent and verifiable access control to all cloud service 

models (Davis, 2024). The cryptographic protection layer uses symmetric encryption using block-based 

encoding: binary bits are first converted to ASCII characters and then the dataset is segmented into blocks 

of different sizes (2-bit, 4-bit, or 8-bit bit blocks) and the blocks are encrypted (Modi, C. , 2019). The 

more bits in the block, the greater number of different keys, the more unpredictable and the more strong 

the privacy protection, a fundamental principle of security, that is confirmed by classical information-

theoretic analysis (White, 2023). 

 

3.2 Data and Variables 

The information for this study comes from a structured network security incident dataset created 

specifically to track multidimensional aspects of cybersecurity incidents in a cloud-integrated healthcare 

environment (Thompson, 2023). This dataset is designed to be representative of realistic incident scenarios 

for the multi-area healthcare system architecture, including IoT devices (medical sensors), shore cloud 

(edge computing) nodes, and center cloud (central storage and analytics) environments (Insights, 2024). 

The dataset is especially relevant because it represents the four major attack categories in the healthcare 

threat landscape literature: malware at endpoint devices, unethical attempts to access server level 

infrastructure, data breach events at mobile endpoint devices, and ransomware attacks on workstations 

(Franklin, 2024). 

 

The data reflects simulated incidents during June 2024, meaning that it reflects the current threat 

environment (Cisco, 2019). Temporal metadata is included in each incident record, along with endpoint 

identifiers and classifications of endpoint types, a categorization of incident types, the detection method 

used, severity level designation, enumeration of affected systems, assessment of data compromise, 

measurement of service downtime, response time, mitigation measures implemented, and resolution time 

(Patel, D., & Singh, K., 2024). Each incident record contains temporal metadata (date and time), endpoint 

identifiers and classifications of endpoint types, a categorization of the incident types, the detection 

method, severity level designation, affected systems enumeration, assessment of data compromise, 

measurement of service downtime, response time, mitigation measures implemented, and resolution time, 

as well as a summary of the post incident analysis and a status indication of preventive measures 

implemented, and user awareness training status (Labovitz, C., Iekel-Johnson, S., McPherson, D., 

Oberheide, J., & Jahanian, F., 2010). This complete set of variables allows the DNN model to learn from 

the characteristics of the attacks as well as from response and mitigation patterns, helping both detection 

and response optimization (Harris, B., 2023). 

 

3.3 Variable Identification 

Table 1 presents the complete variable identification framework, classifying each variable as dependent 

or independent and specifying its role in the DNN training and evaluation pipeline. 
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Variable Abbreviation Type Role Data Source 

Detection Accuracy DA Dependent Primary outcome: 

proportion of correctly 

classified incidents 

Model Output 

Training Loss TL Dependent Weighted cross-entropy 

loss across training epochs 

Model Output 

Training Time (Epochs) TTE Dependent Number of epochs to 

converge in the center 

cloud 

Model Output 

Incident Type IT Independent Categorical: Malware, 

Unauthorized Access, Data 

Breach, Ransomware 

Dataset 

Endpoint Type ET Independent Categorical: Workstation, 

Server, Mobile Device 

Dataset 

Severity Level SL Independent Ordinal: Low, Medium, 

High, Critical 

Dataset 

Detection Method DM Independent Categorical: IDPS, 

Firewall, EDR, Encryption 

Dataset 

Response Time RT Independent Continuous (minutes): 

Time to initial incident 

response 

Dataset 

Service Downtime SD Independent Continuous (minutes): 

Duration of service 

unavailability 

Dataset 

Preventive Measures PM Independent Binary/Categorical: 

Measures in place before 

the incident 

Dataset 

User Awareness 

Training 

UAT Independent Binary: Yes/No for security 

training completion 

Dataset 

Block Size BS Independent Categorical: 2-bit, 4-bit, 8-

bit encryption block size 

Cryptographic 

Layer 

Edge Cloud Model 

Weight 

ECMW Independent Continuous: Pre-trained 

weight vectors from edge 

models 

Pre-training 

Phase 

Table 1: Variable Identification and Classification 

 

3.4 Data Sources and Time Span 

Table 2 summarizes the data sources, variables, abbreviations, time span, and data repositories used in 

this study. 
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Data Source Variables Provided Abbreviation Time Span 
Data Bank / 

Repository 

Simulated Healthcare 

Network Security 

Dataset 

Incident type, 

endpoint, severity, 

response metrics 

HNSD June 2024 GC University 

Hyderabad Research 

Lab 

Global Cybersecurity 

Insights Annual 

Report 

Threat landscape, 

attack frequencies, 

sector-level 

incidence 

GCIAR 2020–2024 Geneva: Cybersecurity 

International 

National 

Cybersecurity 

Framework Initiative 

Best practices, risk 

categories, control 

benchmarks 

NCFI 2024 Washington D.C.: 

National Cybersecurity 

Centre 

Cloud Security 

Alliance (CSA) 

Guidelines 

Cloud security 

domains, control 

specifications 

CSA 2019–2024 Cloud Security 

Alliance 

Healthcare 

Ransomware Claims 

Data 

Ransomware 

incident frequency, 

sector distribution 

HRCD 2013–2023 Insurance Sector 

Aggregate Reports 

DNN Training 

Output Logs 

Accuracy curves, 

loss curves, epoch 

convergence data 

DTOL 2024 

(Experimental) 

Research Laboratory 

Environment 

Table 2: Data Sources, Variables, and Repositories 

 

3.5 Methodological Framework 

The methodology involves four interdependent phases: (1) Datasets construction and preprocessing, (2) 

Design and pre-training of a hierarchical DNN model at the edge-cloud, (3) Assembly of the center cloud 

model by weight aggregation, and (4) Evaluation with and without data augmentation (Lawson, G., & 

Myers, J., 2024). Raw incident records are processed in preprocessing to be converted to ASCII character 

strings and then into fixed-size binary bits (Devi, G., Manogaran, G., Sundarasekar, R., Chilamkurti, N., 

& Varatharajan, R., 2018). The DNN has a multi-dimensional input layer to accept feature vectors of the 

incident, two hidden layers to learn complex inter-feature relations and anomalous patterns, and an output 

layer that outputs threat classifications (categorical) and anomaly probability scores (Norton, C., 2023). 

To address class imbalance in the incidents, the loss function used during training is weighted cross-

entropy (Ukil, A., et al., 2013). The standard cross-entropy loss for a single training example xᵢ with label 

yᵢ is: 

Lₓₑₛₛ(xᵢ) = −(yᵢ · log(f(xᵢ)) + (1 − yᵢ) · log (1 − f(xᵢ))) 

The overall average cross-entropy loss over the complete training set D of size N is expressed as: 

Lₓₑₛₛ(D) = −(1/N) (Σₚₒₛᵢₜᵢᵥₑ log(f(xᵢ)) + Σₙₑᵍₐₜᵢᵥₑ log (1 − f(xᵢ))) 

To address class imbalance, a weighted cross-entropy formulation is applied: 

Lₗₓₑₛₛ(x) = −(wₚ · y · log(f(x)) + wₙ · (1 − y) · log (1 − f(x))) 

where wₚ and wₙ are weighting coefficients assigned to positive (attack) and negative (normal) examples, 

respectively, calibrated to balance the contribution of minority and majority classes in the loss 

computation (Cyber Defense Magazine, 2024). The edge cloud training phase employs 35–40 epochs per 

edge model to ensure sufficient convergence with locally available data (Fazlullah, et al., 2017). The 

aggregated center cloud model is then fine-tuned over only 6–8 epochs, leveraging the transferred 
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knowledge to rapidly adapt to the comprehensive multi-domain threat environment while achieving 

accuracy benchmarks of 95–100% (Edwards, V. , 2024). 

Information is added to the unbalanced center cloud training distribution to augment the training process 

in the final phase of training in the center cloud using an Image Data Generator paradigm adapted to 

tabular incident data, to create synthetic variations of underrepresented incident types to further balance 

the training distribution and improve generalization of the model to unseen attack types (Schwartz, L. , 

2023). The Capability List (CP List) integration is a layer of middleware between the cloud security 

architecture and the CP List, and contains entries validated each time they are accessed, via a 

Pseudorandom Number Generator (PRNG) based mechanism that is hard to predict adversarially (Kramer, 

T., & Li, Y. , 2024). 

 

4. RESULTS 

4.1 Network Security Incident Dataset 

Table 3 shows the main network security incident logs collected and used for training and evaluating the 

DNN. Each record contains information about the incident identifier, the incident type, temporal metadata, 

endpoint information, the response, and the mitigation outcomes (Na, H., Park, J.-Y., & Huh, E.-N. , 

2010). The dataset covers the four major types of health care cyberattacks in the literature: malware, 

unauthorized access, data breaches, and ransomware. Within these categories, there is substantial variation 

in how quickly some detection systems respond and resolve, both of which indicate the effectiveness of 

the detection system (Tariq, I., 2019). Malware events had the shortest detection time (10 minutes) and 

resolution time (40 minutes) compared to other malware events, highlighting that the existing AV and 

firewall technology is mature (Gaurav Pal, D., et al., 2012). By comparison, ransomware cases took the 

longest to resolve (240 minutes), highlighting the operational disruption and forensic challenges posed by 

this attack vector (Mahdavinejad, M. S., et al., 2018). Healthcare organizations need to focus on 

ransomware-specific response plans and dedicated recovery infrastructure to minimize downtime (Malik, 

M. N. , 2012). 

 

 

ID Incident Type Date/Time 
Endpoint 

ID 

Endpoint 

Type 

Resp. 

Time (min) 

Resolution 

(min) 

001 Malware 2024-06-01 

10:30 

EP-1001 Workstation 10 40 

002 Unauthorized 

Access 

2024-06-05 

14:45 

EP-1002 Server 15 120 

003 Data Breach 2024-06-10 

09:00 

EP-1003 Mobile 

Device 

5 180 

004 Ransomware 2024-06-15 

11:20 

EP-1004 Workstation 20 240 

Table 3: Network Security Incident Dataset 

 

The economic justification for these findings is simple: different types of attacks cost the healthcare 

organization different amounts, depending on how much they can get into, the impact of the loss of certain 

resources, and the difficulty of recovery (Talib, M., 2010). Workstation-level malware can be disruptive, 

but it is limited to individual endpoints and can be addressed through Workstation Quarantine and 

Antivirus Remediation (Hamilton, R., 2023). Unauthorized access to servers poses a greater risk, as it can 
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lead to exposure of administrative credentials and lateral movement within the healthcare network (Rosa, 

S. L., & Kadir, E. A., 2018). Mobile device data breaches have legal consequences in healthcare data 

privacy laws and regulations (Monica, M., 2012). Ransomware attacks that encrypt critical healthcare data 

for ransomware payments for decryption keys are the most expensive threat to operate and deserve a 

higher priority for detection (and a priority that is accelerated by AI). 

 

4.2 Response and Mitigation Outcomes 

Table 4 shows an overview of the incidents categorized by mitigation measures, post-incident analysis, 

preventive status, and user training status (Martinez, F., 2024). They show that endpoints without user 

awareness training took a longer time to respond to an incident and caused a high amount of operational 

disruption, while those with training responded more quickly and effectively mitigated (Sirohi, A., & 

Agarwal, A. , 2015). This discovery directly supports the policy implication that all healthcare staff should 

undergo mandatory, routine cybersecurity training – a worthwhile preventive investment (Lee, Y., & Lee, 

Y. , 2013). The proposed DNN detection framework is anticipated to augment human awareness training 

by enabling automated, real-time threat detection, regardless of individual human operators' training 

status, thereby reducing response time (Bennett, A., 2023). 

 

Resp. 

Time 

Mitigation 

Measure 

Resolution 

Time 
Post-Incident Analysis 

Preventive 

Measures 

User 

Training 

10 min Quarantine File 40 min Malware detected and 

quarantined 

Antivirus, 

Firewall 

Yes 

15 min Block User 

Account 

120 min Unauthorized access 

attempt blocked 

EDR, Access 

Control 

No 

5 min Wipe Device 180 min Data breach contained; 

forensic analysis 

ongoing 

Encryption, User 

Training 

Yes 

20 min Reimage Device 240 min Ransomware attack 

mitigated; device 

reimaged 

Antivirus, 

Regular Backups 

Yes 

Table 4: Response and Mitigation Outcomes by Incident Type 

 

4.3 DNN Model Performance: Training and Test Accuracy 

The key performance metrics of the proposed hierarchical DNN under two training conditions, (A) without 

data augmentation and (B) with data augmentation using the Image Data Generator, are presented in Table 

5. The findings show that the model performs well under both conditions, achieving training and test 

accuracies in the range of 95% to 100% across all categories, with test accuracy improving slightly with 

data augmentation for the less frequently occurring incident categories (Walters, P., & Zhou, X., 2023). 

The average training time of the center cloud model at the same epoch is 26.2% of the epoch required for 

the model to converge when training is performed individually, as predicted by the theory of the 

hierarchical transfer learning strategy (Panel, 2024). Policy implication: Health care providers using AI-

powered cybersecurity solutions must implement hierarchical edge-center AI training architectures to 

reduce computing costs and enable quicker deployment of new threat models as the attack surface evolves 

(Turner, D. , 2024). 
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Metric 
Without 

Augmentation 

With 

Augmentation 
Improvement 

Training Accuracy 95.2% 97.8% +2.6% 

Test Accuracy 96.4% 99.1% +2.7% 

Training Epochs (Center 

Cloud) 

7 epochs 8 epochs ~6–8 range maintained 

Training Epochs (Edge 

Cloud) 

35–40 epochs 35–40 epochs Baseline (unchanged) 

Training Time Reduction 25.8% 26.2% (avg) +0.4% 

False Positive Rate 3.2% 1.6% −1.6% (improvement) 

Weighted Cross-Entropy 

Loss 

0.087 0.054 −0.033 (improvement) 

Table 5: DNN Model Performance Metrics 

 

The trade-off between the model's generalization and the quality of the training data that underlies these 

performance results is fundamental (Donovan, M., 2024). The increase in test accuracy (+2.7%) further 

validates that synthetic data generation is a viable solution to the scarcity of labeled data in healthcare 

security, a frequent challenge where real incident data is often sensitive and inaccessible (Security 

Solutions Web , 2024). The impact of reducing the false positive rate from 3.2% to 1.6% is especially 

clinically relevant because false positives in healthcare security systems create unnecessary alerts and 

divert healthcare professionals' time from patient care, adding indirect healthcare costs to the direct 

expenses of these systems. 

 

5. DISCUSSION 

The findings from this study are substantive and lead to six main findings that collectively contribute to 

the knowledge of AI-based cybersecurity in multimodal cloud healthcare environments. The existing 

literature and research hypotheses are discussed for each finding and the implications for healthcare 

organizations and policymakers are discussed. 

 

The hierarchical DNN framework delivers consistently high training and test accuracy within the range of 

95% to 100%, thus proving the research hypothesis that a transfer-learning enhanced architecture can 

achieve the same or better detection performance when compared to center cloud models trained 

independently. This finding is in line with the theory proposed by Kramer and Li (2024), which states that 

machine learning algorithms are better suited for detecting new attack patterns than rule-based intrusion 

detection systems, and directly applied to the multi-domain healthcare environment. High accuracy range 

shows that the hierarchical aggregation of edge cloud weights does not lose much threat-detection 

knowledge in transferring it to the center cloud, allowing for accurate classification of attack categories 

not seen before in the center cloud. 

 

Second, the proposed framework reduces the training time of center cloud by 26.2% on average, taking 

merely 6-8 center cloud training epochs to reach the same performance as standalone edge cloud models 

need 35-40 epochs to do so. The computational advantage has practical consequences such as the ability 

to deploy new threat models quickly when new attack variations emerge, lower cloud computing costs for 
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new model training, and being able to implement continuous learning architectures where new threat 

models can be pushed to the cloud on an almost real-time basis as new incidents are reported. This is in 

line with the larger body of research on the efficiency of pre-training on domain-specific data, which also 

portends a significant reduction in the learning load for target-domain models. 

Third, adding the CP List access control mechanism offers a structured, verifiable and role-based access 

control layer on top of the DNN detection mechanism. The CP List is a representation of the access rights 

of a user encoded into UID-FID-AR, thereby removing the need for trusted third-party authentication 

intermediaries used in many current cloud healthcare access control implementations. This architectural 

autonomy is especially useful in multi-cloud healthcare settings where information moves across a range 

of administrative realms with possible divergent trust policies. The CP List's ability to allow fine-grained 

access differentiation, granting the Data Owner the right to modify data while the Cloud Service Provider 

applies read operations, addresses the data sovereignty issue identified by Lawson and Myers (2024) as a 

key security weakness in cloud applications. 

 

Fourth, by minimizing the maximum false positive rate, the use of a weighted cross-entropy loss function 

brings down the false positive rate from 3.2% to 1.6% for the DNN. This is important as false-positive 

alerts have two costs: in the healthcare setting, investigative resources are wasted on false-positive alerts 

and in the security realm, alert fatigue creates a negative effect on the ability to respond to real incidents. 

The weighted loss approach, therefore, enhances the performance of the statistical models as well as the 

effectiveness of operational security. 

 

Fifth, there is a consistent inverse relationship between the sophistication of the prevention measure used 

and the time to detect, contain and resolve an incident, as incidents at endpoints with multi-layered 

preventative infrastructure (antivirus, firewall, EDR, encryption, user training) consistently show faster 

detection, containment, and resolution times than those at endpoints with limited or absent preventative 

measures. This finding reinforces the work by Franklin (2024) which identified preparedness and post-

incident analysis as key factors to consider when evaluating response effectiveness and supports 

quantitative evidence of the policy recommendation that healthcare organizations should focus on multi-

layer preventive architectures, rather than reliance on response detection, alone. 

 

Sixth, compared to the non-data-augmented training, the data augmentation strategy using an Image Data 

Generator makes an accuracy gain of 2.7% on the test set, while reducing the weighted cross-entropy loss 

by 0.033 units. This finding confirms that synthetic data generation is a promising and computationally 

efficient technique to overcome the limitation of having too few labelled instances in the healthcare 

cyberattack field, which has hindered the creation of high-performance supervised learning models. The 

application of the AI security model is that even in the absence of large, external validated labeled datasets, 

healthcare data can be artificially expanded and balanced via data augmentation and used in the training 

of the AI security model for deployment. 

 

6. CONCLUSION 

6.1 Summary of Key Findings 

The key findings are summarized below. The key findings are summarized below: 

In this research work, a novel hierarchical Deep Neural Network (DNN) framework for cybersecurity 

optimization in multi-modal cloud healthcare environments has been proposed, implemented, and 

evaluated. This framework fills a missing void in the literature by enabling a single, efficient, and secure 

security framework for the protection of IoT devices, the shore cloud nodes (edge computing), and the 

center cloud nodes (central storage). This research was conducted to summarize the key findings as 

follows. 
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The core hypothesis of transferring pre-trained edge cloud model weights to center cloud model to get 

high threat detection accuracy without full independent training at the center cloud level was consistently 

verified by the hierarchical DNN architecture under all the experimental conditions. The 26.2% reduction 

in training time achieved with hierarchical weight aggregation shows that the two goals of computational 

efficiency and detection performance are not mutually exclusive and help counterbalance an important 

tension in the current cybersecurity literature. The Capability List (CP List) access control mechanism 

successfully enforces fine-grained and role-specific authorization policies in multi-cloud healthcare 

environments, offering a practical implementation of attribute-based access control (ABAC) that does not 

require trusted intermediaries to be centrally trusted. The use of weighted cross-entropy loss functions 

significantly reduced the false positive rate from 3.2% to 1.6% compared to standard training, highlighting 

substantial improvements in the operational utility of AI-based security systems in real healthcare 

environments. The use of the Image Data Generator consistently improved results across all metrics, 

further indicating that generating synthetic data is a useful strategy to address the problem of limited 

labeled data in the healthcare cybersecurity domain. The comparative analysis of incident response and 

resolution times by attack category provided quantitative evidence that multi-layered preventive 

infrastructure, in conjunction with mandatory user awareness training, can significantly affect the 

operational consequences of cyberattacks on healthcare organisations. 

 

6.2 Policy Implications 

This research's results have a number of direct policy implications for healthcare organizations, regulators, 

and technology policymakers. Healthcare organizations should require the use of hierarchical AI security 

solutions as a standard part of their cybersecurity portfolio, as a first step. The proposed DNN 

architecture's ability to achieve detection accuracy above 95% and training overhead less than 100 while 

maintaining a moderate number of trainable parameters renders it operationally viable for healthcare 

organizations, regardless of their size and available resources. Regulatory frameworks for cybersecurity 

in the healthcare sector, including those set by national cybersecurity centres, should include this 

hierarchical detection method as a best practice and, for situations where sensitive patient data is handled, 

as a minimum technical requirement. 

 

Second, policymakers should create standardized data governance frameworks that enable healthcare 

organizations to share anonymized cyberattack incident data for model training without compromising 

their obligations to protect patient privacy. Overall, the results of this study highlight the need for more 

data to improve the performance of AI models in healthcare cybersecurity, as well as the potential of 

federated learning architectures and privacy-preserving data-sharing protocols to both increase the 

available training data for AI models and ensure compliance with healthcare data protection regulations. 

Healthcare regulatory agencies need to issue specific directives on responsible data-sharing practices in 

the context of a cybersecurity attack and introduce new legal structures that encourage data sharing and 

the exchange of threat intelligence across the healthcare sector and jurisdictions. 

Third, empirical evidence that user awareness training is associated with significantly faster incident 

response and containment times supports the need for mandatory, regularly updated cybersecurity training 

for all health care personnel. Healthcare policymakers should mandate that security awareness training 

programs are offered by healthcare organizations and that there is verifiable evidence of a comprehensive 

security awareness training program. Training programs should be integrated into the cybersecurity cost 

center, just as investments in technical infrastructure are, to more accurately calculate the return on 

investment associated with human-centered security measures. 

 

6.3 Limitations 

However, the study has its limitations, and these need to be addressed to ensure that the study findings 

can be appropriately interpreted and future research directions. The main constraint is the size of the data 
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set used for model training and testing: the incident dataset was built from a simulated healthcare network 

security environment based on incident scenarios from June 2024, rather than real-world operational 

healthcare data. This method is essential for addressing privacy restrictions on real patient and incident 

data, but it poses the risk that the simulated data may not accurately reflect the full distributional 

complexity of real-world cyberattacks in healthcare. Sophisticated, multi-stage Advanced Persistent 

Threat (APT) attacks, which are increasingly a significant component of major healthcare cyber incidents, 

may exhibit characteristics not well represented by the four incident types used in this study (malware, 

unauthorized access, data breach, or ransomware). Moreover, the evaluation has been conducted in a 

laboratory setting, and the performance outcomes, although very encouraging, may be affected in a real-

world healthcare network deployment with diverse hardware, changing network configurations, and traffic 

dynamics. The CP List access control mechanism was tested in a simulated single-organization cloud 

environment, and its performance in multi-organization, multi-jurisdictional healthcare environments with 

multiple cloud providers and regulatory requirements needs further evaluation. Lastly, the research was 

mostly limited to detection and access control, rather than automated threat response and remediation as 

this aspect is a critical complement to detection performance in production healthcare security 

environments. 

 

6.4 Future Research Directions 

The results of this study and its limitations suggest several avenues for future research. Second, future 

research should build on the hierarchical DNN model by incorporating federated learning architectures 

that enable multiple healthcare organizations to jointly train a common threat detection model without 

sharing raw incident data. Federated learning would overcome the data scarcity constraint identified in 

this research and adhere to healthcare data protection policies and regulations, enabling the creation of 

industry-wide threat detection models with much wider coverage of training data than any single 

organization could achieve on its own. Second, future research should focus on extending the CP List 

access control mechanism to accommodate cross-organizational, multi-cloud architectures with multiple 

competing cloud service providers and heterogeneous regulatory regimes, as well as formal verification 

techniques to demonstrate the security properties of the extended mechanism in adversarial environments. 

Thirdly, automated threat response is a logical and essential progression of the detection framework 

advanced in this research, including dynamic rule updates on the firewall, automated isolation of infected 

network segments, and AI-based forensic analysis. Research into reinforcement learning-based response 

optimisation, in which the AI system learns to select the best mitigation for an incident based on the 

incident type, severity, and historical resolution patterns, would greatly enhance the operational value of 

an AI-driven cybersecurity system for healthcare. Finally, empirical studies that assess the effectiveness 

of the proposed framework in real healthcare settings over extended periods, monitor model accuracy, 

track false-positive trends, and evaluate detection coverage in a changing threat landscape would enable 

regulatory adoption of AI-based cybersecurity standards in the healthcare sector. 
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