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Internet of Things (IoT) has become a new paradigm that combines physical devices with
computing and networking features to form intelligent systems that can accomplish their tasks
with minimal human interaction. It is estimated that by 2030, there will be more than 30
billion interconnected IoT devices, which will transfer more than 40 zettabytes of data each
year. Nevertheless, this exponential increase has brought surprising cybersecurity issues,
and recent evaluations show that over 70% of IoT devices are susceptible to hacking. This
review examines the complex security environment of IloT ecosystems, evaluates
vulnerabilities at each layer of architecture, explores new threat vectors, and assesses new
defense solutions. This paper introduces a systematic review of loT security issues based on
a five-layer architecture and specifically focuses on the vulnerabilities of the network and
application layers. It examines the ways in which artificial intelligence, blockchain
technology, edge computing, and Zero Trust Architecture will transform IoT security
paradigms. This review helps reveal long-standing issues such as resource limitations, device
heterogeneity, and scaling challenges through the analysis of actual attack cases and
defenses in the field of smart healthcare, industrial loT, smart cities, and other vital
infrastructures. Recommendations on future research directions are then given at the end of
the paper with an emphasis on quantum-resistant cryptography, 6G network security, and
standardized security frameworks required to construct resilient IoT ecosystems.

© 2026 The Authors, Published by AIRSD. This is an Open Access Article under the
Creative Common Attribution Non-Commercial 4.0

Introduction

The Internet of Things (IoT) is one of the most significant technological changes of the 21st century,
which has contributed to a fundamental change in the way physical devices communicate with digital
systems and human users. The [oT is a widespread system of networked devices, including simple
environmental sensors and complicated industrial control systems that collect, process, and share data
with minimal human interaction (Gubbi et al., 2013). This technology has entered practically all areas of
contemporary society, such as healthcare, energy distribution, transportation, agriculture, and industrial
and urban infrastructure (Da et al., 2014).

20| Page


https://journals.airsd.org/index.php/jces
mailto:samiintizar888@gmail.com

Journal of Computational and Experimental Science (JCES) Volume 1, Number 2, 2026

The development of IoT applications has been impressive. It is estimated that more than 30 billion
interconnected IoT devices will be in operation worldwide by the end of 2030, and the amount of data that
will be delivered in networks will be more than 40 zettabytes per year (Al-Fugaha et al., 2015). These
expansions have been facilitated by decreasing hardware prices, the ubiquitous nature of networks, further
improvements in miniaturization, and the attractive value proposition of a data-based decision-making
process in any industry (Wang et al., 2021).

However, the rapid development of IoT has raised serious cybersecurity concerns. According to recent
evaluations, over 70% of loT devices are vulnerable to different types of hacking, which can threaten
personal privacy, company properties, and critical state infrastructure (HaddadPajouh et al., 2021). The
innate features of IoT, which allow any device to access the Internet anytime and anywhere, can be
enormous benefits that can become a serious liability in case of insufficient attention paid to privacy and
security (Abomhara & Kokien, 2014).

The inherent nature of IoT systems is a further problem in the security challenge. IoT devices are usually
faced with extreme resource limitations, for example, low processing power, limited memory capacity,
and exhaustible energy sources (Alaba et al., 2017). These restrictions exclude the use of traditional
security measures, which demand massive computing time. Moreover, the massive heterogeneity of loT
devices, communication procedures, and application requirements makes the development and
deployment of standardized security solutions challenging (Sicari et al., 2015).

The extent of IoT security threats is highlighted with reference to historical evidence. The Mirai botnet
attack in 2016 proved how compromised IoT devices can be used as weapons to create massive distributed
denial-of-service attacks that can disrupt key Internet platforms and services (Antonakakis, 2017). Later
attacks with Hajime, Reaper, BrickerBot, and VPNFilter have shown even more advanced exploitation
schemes in the context of [oT ecosystems (Edwards & Profetis, 2016).

Although research in this area is extensive, there are still major gaps in the knowledge about the field of
IoT security, in terms of the cumulative effect of the threat in multiple architectural layers, as well as the
implementation of new defensive measures (Nguyen et al., 2025). This paper offers a systematic review
of cybersecurity issues and opportunities in the [oT environment. The contributions of this study are as
follows:

e This study provides a detailed five-layered IoT system architecture to improve knowledge about
the security implications in various functional layers.

e This study also provides a specific analysis of vulnerability, attack vectors, and security measures,
with particular emphasis on scientific decision-making, real-time monitoring, and query systems
on the network and application layers.

e This study discusses how the new technologies of blockchain, artificial intelligence, software-
defined networking (SDN), fog/edge computing, and zero trust architecture can be applied to
increase IoT security by providing better context awareness, decentralized trust, and constant
verification.

e This study uses real-life case studies of six important areas of IoT to explain how such
vulnerabilities appear and how they can be addressed in real-world deployments.

e This study outlines the long-term research issues and suggests directions for developing resilient,
scalable, and trustworthy IoT ecosystems in the future.
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Methodology

This research utilized an integrative review approach to combine the available literature on the problems
and opportunities of cybersecurity in IoT settings (Snyder, 2019). The methodology was developed to
search, analyze, and summarize the relevant literature systematically while answering specific research
questions.

e RQI1: What are the end-to-end vulnerabilities of the IoT architecture at the network and
application layer systems?

e RQ2: What are the potential attacks on IoT systems, and how do the threats manifest in various
application fields?

e RQ3: What are the solutions to reducing the threats to IoT security, and what is the effectiveness
of these security measures in real-life applications?

e RQ4: What is the best approach to using emerging technologies to improve the security of IoT,
and what are the difficulties with its implementation?

Search Strategy

Multiple academic databases, such as IEEE Xplore, Science Direct, ACM Digital Library, PubMed,
Scopus, and arXiv e-Print Archive, were systematically searched to find the required articles (Snyder,
2019; Da et al., 2014). The search was limited to 2006 through early 2026, to both foundational research
and recent advancements (Figure 1).
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Figure 1. PRISMA Flow diagram
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Inclusion Criteria

Studies were included if they (1) addressed IoT security challenges, threats, or countermeasures; (2) were
published in peer-reviewed journals, conference proceedings, or reputable preprint servers; (3) provided
empirical data, theoretical frameworks, or systematic reviews; and (4) were published in English.

Exclusion Criteria

Studies were excluded if they (1) focused exclusively on general network security without IoT specificity,
(2) lacked methodological rigor or clear contributions, or (3) were duplicate publications of the same
research.

Analysis Framework

The selected literature was reviewed using a systematic framework that identified the architectural layers
of IoT that were addressed, the vulnerabilities or threats investigated, the suggested solutions or
countermeasures, the evaluation strategies, and the limitations and research directions. This framework
was able to perform a systematic synthesis of the results of diverse studies (Keele, 2007).

IoT Architecture and Security Fundamentals

The concept of IoT architecture is essential to understand the issues of security because network
vulnerabilities vary at different levels of functionality, and layer-to-layer interactions provide intricate
attack surfaces (Yaqoob et al., 2017).

IoT Architectural Models

Various architectural models have been suggested to conceptualize [oT systems, both simple three-layer
models and multi-layered models (Khan et al., 2012).

Three-Layer Architecture

The foundational three-layer architecture comprises the perception, network, and application layers (Wu
et al., 2010) (Figure 2).

Perception Layer

Perception Layer, also referred to as the device or sensing layer, includes RFID tags, physical sensors,
smart devices, and actuators that are in direct contact with the environment (Al-Fugaha et al., 2015). These
sensors measure raw data humidity, temperature, pressure, motion, and position, and can perform initial
processing prior to transmission. The perception layer has extreme constraints: restricted processing
power, limited memory, and limited energy resources, which fundamentally reduce security (Ashraf &
Habaebi, 2015). This layer has actuators that are commanded by the higher levels to carry out physical
actions, which creates a possibility of physical-world effects of cyber-attacks.

Network Layer

This layer enables the transfer of data between the application services and perception devices (Miorandi
et al., 2012). It has a wide variety of networking technologies, such as WiFi, LoORaWAN, Zigbee, 5G,
cellular networks, and Bluetooth. The network layer performs routing, forwarding, and, possibly,
preliminary aggregation of sensor data to processing units, cloud servers, or edge nodes (Whitmore et al.,
2015). The key functions involved in congestion control, quality of service management, routing, and
addressing. There are serious security issues at this layer owing to the heterogeneity of communication
protocols and the resource-constrained nature of numerous loT networks (Borgohain et al., 2015).
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Application Layer

The application layer receives and processes [oT data and provides intelligent services in areas such as
smart homes, industrial automation, healthcare, and smart cities (Lin et al., 2017). This layer incorporates
cloud environments, data analytics engines, machine learning algorithms, and user interfaces to convert
raw sensor data into actionable data (Ray, 2018). It deals with storage of data, intricate processing,
decision-making logics, and presentation of information. Attacks at this level may affect not only
individual devices but also the entire application ecosystem and sensitive information it carries (Razzaq
etal., 2017).

Five-Layer Architecture

With more comprehensive models, the three-layer architecture is expanded to provide the complexity of
modern [oT deployments. The five-layer architecture consists of five layers, namely, Perception, Network,
Service Management, and Business layer (Edwards & Profetis, 2016) (Figure 2).

Service Management Layer

The Service Management Layer (also known as the middleware layer) interfaces between the network and
application layers, which manage devices, process data, discover services, and store information (Chaqfeh
& Mohamed, 2012). This layer applies middleware platforms that encapsulate the heterogeneity of
networks and devices and offer uniform interfaces to application developers. It handles activities such as
data filtering, initial analytics, protocol conversion, and quality-of-service management (Bandyopadhyay
et al.,, 2011). With this special layer, the architecture facilitates better resource utilization, better
scalability, and better security due to centralized management operations (Zhou, 2017).

Business Layer

The Business Layer lies on the top of the application layer and it is aware of the fact that [oT systems are
business solutions and that they need to be in line with organizational goals and regulatory provisions
(Atzori et al., 2010). This layer handles the entire IoT systems, which comprise revenue strategies,
business models, decision-making processes, and user privacy. It uses application layer data to create
business insights, regulatory compliance, and strategic planning (Perera et al., 2013). The business layer
stipulates the security policies, privacy demands, and compliance models that are applied in the lower
layers (Weber, 2010).

Fundamental Security Requirements

IoT systems are required to meet fundamental security goals that align with traditional core security
requirements, including the consideration of IoT limitations and challenges (Pal et al., 2020) (Figure 3).

Confidentiality: In [oT systems, it is critical to ensure that data is available to authorized parties because
devices can frequently gather sensitive personal, medical, or industrial data (Wang et al., 2020). There
should be confidentiality in data storage on the devices, transmission through networks, and processing in
cloud or edge platforms. The nature of IoT devices makes it difficult to establish a strong encryption
mechanism owing to resource constraints (Granjal et al., 2015).

Integrity: Data integrity ensures that no information has been altered improperly either when transferred
or stored (Neshenko et al., 2019). Integrity breaches in IoT devices may have drastic effects. Distorted
sensor measurements in industrial control systems may cause negative physical reactions, and manipulated
healthcare information may result in incorrect medical choices (Chui et al., 2023).
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Figure 2. Three-layer and five-layer IoT architectural model

Availability: The availability of IoT services is important, especially in cases where real-time monitoring
and control applications are involved (Yang et al., 2017). IoT devices or networks can be affected by a
denial-of-service attack that disrupts key services, including home security systems and industrial
production lines (Kolias et al., 2017).

Authentication: It is critical to identify the identity of devices, users, and services and authorize them to
proceed in environments highly vulnerable to impersonation attacks, which are common in IoT
ecosystems (El-Hajj et al., 2021). The authentication of devices is complex because of the sheer scale of
IoT implementation and the necessity of lightweight protocols that can be adapted to constrained devices
(Kouicem et al., 2018).

Authorization: After the authentication process, entities should be assigned relevant access rights and
implemented on the IoT system (Gusmeroli et al., 2013). It is difficult to implement fine-grained access

control in dynamic IoT systems because devices can join and leave or switch roles regularly (Lin et al.,
2017).

Non-repudiation: It is significant because actions cannot be retracted once they have been performed to
ensure accountability and forensic understanding (Yang et al., 2017). In IoT systems, this is especially
demanding because of the spread of data generation and processing (Conti et al., 2018).

Privacy: In addition to confidentiality, IoT systems must be approached in terms of wider privacy, such
as purpose limitation, data minimization, and control over personal information (Porambage et al., 2016).
The data gathering nature of most IoT applications poses tremendous privacy threats that go beyond
conventional security issues (Ziegeldorf et al., 2014).
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Figure 3. The fundamental security requirements in IoT
Unique IoT Security Challenges

IoT security is differentiated by several peculiar features that compound protection challenges compared
to general IT security (Roman et al., 2013). The majority of [oT devices have limited processing capacity,
memory usage, and power, which excludes the utilization of traditional security systems, which require
substantial processing and memory resources. Lightweight cryptography and high-performance protocols
are needed but frequently offer low security margins (Biryukov & Perrin, 2017). 1oT devices, operating
systems, and communication protocols, as well as application requirements, are extraordinarily diverse,
which makes it difficult to develop and implement standardized security solutions. The security
mechanisms should support devices that are simple, with an 8-bit microcontroller, to complex edge
gateways (Yassein et al., 2017).

IoT deployments may include thousands or millions of devices, which present enormous attack surfaces
and make it impractical to manage security manually. Security mechanisms should be automated and
scalable without being ineffective (Yan et al., 2014). Most loT devices are installed in unprotected or
hostile physical spaces where malicious parties have physical access. Real-world attacks may steal
cryptographic keys, alter device firmware, or replace devices completely (Suo et al., 2012). IoT
environments are very dynamic, and devices are constantly coming, going, and changing their location.
Security controls should be able to accommodate changing topology as well as trust relationships without
human intervention (Khan et al., 2018). IoT devices are frequently in service for many years or decades
longer than their original security designs and support. The security of the long lifecycle requires update
mechanisms and forward compatibility, which are unavailable to many devices (Bettayeb et al., 2019).

Taxonomy of Threats and Vulnerabilities

IoT systems face a diverse and evolving threat landscape, with attacks targeting different architectural
layers, exploiting various vulnerabilities, and pursuing multiple adversarial objectives (Damghani et al.,
2019) (Figure 4).
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Vulnerabilities across IoT Layers
Perception Layer Vulnerabilities

Physical sensors and actuators make up the perception layer, which has special vulnerabilities owing to
the direct exposure to the physical world and the limited resources of the sensing devices (Andrea et al.,
2015). Sensors are also vulnerable to physical attacks or environmental factors. Attackers can either
saturate sensors with inputs to blind them, spoof them with spoofed signals, or cause physical damage to
sensors. The false data obtained by compromised sensors can spread throughout the whole IoT system in
real-time monitoring systems, causing decision-making to be corrupted at higher levels (Sfar et al., 2018).
Physical tampering of the devices that are used in uncontrolled environments can be physically attacked
by removing components, extracting memory, side-channel analysis, and replacing the device. In contrast
to traditional IT devices in secure data centers, [oT sensors can be connected to streetlights, fields, or
building exteriors, where physical security is not possible (Sfar et al., 2018).

Hackers can reclaim the nodes of the IoT to obtain cryptographic keys or reverse engineer communication
protocols or cause the re-programming of devices to do something malicious. After capturing, a device
may serve as a beachhead against other network elements (Jing et al., 2014). The global supply chain of
IoT components presents the risk of the hardware Trojan malicious modifications to integrated circuits
that could leak information, reduce their performance, or create a backdoor. It is very hard to detect this
type of Trojan, especially on the low cost commodity devices (Tehranipoor & Koushanfar, 2010).

Network Layer Vulnerabilities

The network layer is vulnerable to features of wireless communications, protocol design and
heterogeneous network connectivity. A lot of [oT devices send data without encryption either because of
the processing limits or design flaws known as encryption communication. Unsecured messages subject
confidential information to eavesdropping and facilitate other types of interception attacks (Keoh et al.,
2014). IoT communication procedures, such as Zigbee, Bluetooth Low Energy, LoRaWAN, and
6LoWPAN, have design and implementation vulnerabilities, which attackers can use. The Routing
Protocol Low Power and Lossy Networks (RPL) are especially vulnerable to such attacks as routing table
poisoning and selective forwarding (Mayzaud et al., 2016).

IoT networks are congested due to their limited bandwidth are vulnerable to flooding attacks that affect
the normal flow of communication. DDoS attacks impact battery-powered gadgets in particular and make
them stay active, drain power sources rapidly (Matheu et al., 2019). IoT data, once sent through the public
networks or common infrastructure, is susceptible to interception and change. Traffic analysis can be used
to expose sensitive data regarding device usage and user behaviors even when encrypted with payloads
(Keoh et al., 2014).

Application Layer Vulnerabilities

The application layer that contains data processing and service provision exposes vulnerabilities to
software complexity, data management, and user interaction (Jing et al., 2014). IoT applications are
vulnerable to traditional software bugs such as buffer overflows, injection attacks, and insecure
deserialization. Due to the poor testing and updating proficiencies of most IoT devices, the identified
vulnerabilities are frequently not patched (Ammar et al., 2018). With cloud-based models, a number of
IoT systems are based on cloud engineering, which exposes vulnerabilities to cloud API, web interfaces,
and mobile apps. Numerous [oT deployments have been compromised by weak authentication, absent
authorization verification, and exposure of data within cloud storage (Khan, 2016). IoT applications tend
to store and analyze sensitive personal data from leakage, which poses a threat to privacy due to
aggregation, inference, and exposure. Auxiliary information can usually re-identify even the anonymized
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data (Christi, 2016). IoT devices and services that are configured improperly cause mass vulnerability.
Such common vulnerabilities that attackers actively capitalize on include default credentials, unjustified
open ports, and over-permeable access controls (Fagan et al., 2020).

Sensor Vulnerabilities
Physical Tampering

Node Capture

Hardware Capture
Hardware Trojan Insertion

Perception Layer
Vulnerabilities

Unencrypted Communication
Protocol Communication
Network Congestion

Core Network Insecurity

Software Vulnerabilities
Insecure Cloud Interfaces
Configuration Error

Data Leakage

Application Layer
=1 Vulnerabilities
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Figure 4. Schematic representation of vulnerabilities across IoT layers
Attack Taxonomy by Layer

Attacks on IoT systems can be categorized by the architectural layer they target, though sophisticated
attacks often span multiple layers (Karie et al., 2020) (Figure 5).

Perception Layer Attacks

Direct physical attacks such as destruction of devices, component removal and side-channel analysis.
Side-channel attacks steal cryptographic keys through the measurement of power usage, electromagnetic
induction or processing time. Attackers tamper the nodes of physical devices to manipulate them either to
change their behavior, steal secrets or to add malicious functionality. Compromised nodes might seem to
be operating normally but they might secretly be leaking information or may be responding to
unauthorized commands.

Jamming attacks that interfere with wireless communication by emitting radio frequency energy (RFE),
which overpowers the signals of legitimate communication. Specific devices or communication channels
can be targeted and jammed. Fabricated data is inserted into the system by attackers, either by directly
attacking sensors or by hacking transmissions and altering them. False data may compromise the processes
of making decisions and create a response that is not appropriate (Karie et al., 2020).

Network Layer Attacks

Denial of Service (DoS) is the floods of network resources to hinder the normal communication. DDoS
attacks use hacked systems to amplify the amount of attacks. The Mirai botnet of 2016 revealed the
potential of thousands of hacked IoT devices to produce new high-scale attacks on DDoS (Bertino &
Islam, 2017). Eavesdropping can be defined as passive interception of network communications with the
aim of capturing sensitive data. Even encrypted data can leak out information via traffic analysis of the
information, which can tell what type of device is being used, the pattern of its activity, as well as the
network topology.
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Man-in-the-Middle (MitM) is the dynamic interception in which attackers set up their location between
the communicating parties and intercept, alter, or inject messages. MitM attacks may impair
authentication, steal credentials and maneuver data (Conti et al., 2016). Routing protocols are used to
exploit reroute traffic, cause routing loops, or subnet networks. The sinkhole and wormhole attacks diverts
traffic to a rogue node and constructs tunnels, respectively, which alter the network topology (Wallgren
et al., 2013). In Sybil attacks, attackers generate numerous false identities to weaken reputation systems,
voting process or distribution of resources. Sybil attacks may interfere with data aggregation, consensus
mechanism, and trust management in the framework of IoT networks (Zhang et al., 2014).

Application Layer Attacks

Attacking the authentication systems to obtain unauthorized access. They usually use default credentials,
weak passwords, and broken authentication protocols as access points (Keoh et al., 2014). SQL Injection
is a method of hacking into data inside a database by utilizing application interfaces. Decades of awareness
have not helped many IoT web interfaces to resist injection attacks (Halfond et al., 2006). Cross-site
Scripting (XSS) introducing the unsafe scripts into internet of things interfaces to steal session tokens,
redirect clients, or damage interfaces (Wallgren et al., 2013).

Firmware attacks trying to exploit the weaknesses in device firmware or control over legitimate firmware
and replacing it with a malicious one. Lax update systems allow malicious softwares to be installed on the
systems (Halfond et al., 2006). Data breaches are the unauthorized access to sensitive data in stored in [oT
applications or cloud backends. Verkada, another security camera breach of 2021, resulted in the exposure
of live images of thousands of surveillance cameras using compromised administrative credentials
(Nguyen et al., 2025).

Attacks Across loT Layers

1 1
Perception Layer Network Layer Application Layer

Denial of Service
Eavesdropping
Man-in-the-Middle
Routng Attacks
Sybil Attacks

Physical Attacks
Node Tampering
RF Interference
False Data Injection

Authentication Bypass
SQL Injection
Cross-Sites Scripting
Firware Attacks

Data Breaches

Figure 5. Categorization of attacks across IoT layers
Notable IoT Attack Incidents
Historical attacks provide concrete evidence of IoT vulnerabilities and their real-world impacts.

Mirai Botnet (2016) targeted hundreds of thousands of IoT devices (mainly routers and cameras) through
inventing default passwords. These hacked systems were exploited to make huge DDoS attacks, such as
to DNS provider Dyn, paralyzing access to major websites such as Twitter, Netflix, and PayPal. Mirai
showed how insecure [oT devices may be a systemic risk (Kolias et al., 2017).
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Hajime Botnet (2016) appeared together with Mirai, making use of more advanced peer-to-peer
interaction and a more flexible structure. Hajime, in contrast to Mirai, seemed to enforce defensive
capabilities that safeguarded infected devices, but its final objective is not entirely understood (Edwards
& Profetis, 2016).

Emerging Threat Vectors

The threat level of IoT keeps changing as the new attack vectors use new technologies and deployment
patterns. ML-based intrusion detection can be bypassed in the evasion of adversarial machine learning.
Hackers apply generative Al to generate plausible phishing messages that attack IoT users or they use Al
to automate vulnerability discovery (Goodfellow et al., 2014). Before deployment, hacking IoT devices
using infected components, malware, or a modified software library. The IoT supply chain is globalized,
which leaves a lot of points of intervention to advanced attackers (Rostami et al., 2014). Ransomware is
becoming more and more popular with IoT targets, especially in industrial and healthcare environments
where physical damage is instantly felt. Hackers also scramble the settings or information on devices, and
require money to unscramble them (Zahra & Shah, 2017).

Next-generation networks bring novel attack surfaces due to software-defined networking, network slicing
and integration of edge computing. The connectivity and capability of 5G/6G networks are likely to
increase the effects of successful attacks (Ahmad et al., 2018). Future quantum computers have the
potential to compromise existing cryptographic algorithms, and this puts the future security of IoT systems
at risk. Quantum-resistant cryptography cannot be done on the processing capacity of many IoT devices
(Bernstein, 2025).

Security Solutions and Defense Mechanisms

Addressing IoT security challenges requires multi-layered defense strategies that combine preventive,
detective, and responsive controls adapted to IoT constraints.

Cryptographic Mechanisms

Cryptography offers basic security services but needs to be changed to IoT resource constraints.
Specialized Lightweight Cryptographic algorithms are used in limited devices and are engineered to fit
the device (Khan et al., 2025). Some of the lightweight algorithms such as ASCON an authenticated
encryption have been standardized by National Institute of Standards and Technology (NIST). The
security of these algorithms is acceptable at low processing, memory and energy costs (McKay et al.,
2016). Trusted Execution Environments (TEE) and Hardware Security Modules (HSM) are secure key
archives and cryptographic functions separated out of main processors. Cryptographic keys are still
secured even in cases where the software of the device is breached (Sabt et al., 2015). Physical Unclonable
Functions (PUFs) use natural differences in the manufacturing process to produce a unique identification
of the devices and cryptography keys without any form of persistent storage. PUFs are also resistant to
physical cloning and extraction attacks, making them useful in authentication of the IoT devices (Herder
et al., 2014; Dritsas & Trigka, 2025).

Authentication and Access Control

Strong identity management is a necessity in the large scale IoT deployments. Mutual device
infrastructure-network authentication eliminates impersonation and unauthorized access. Lightweight
protocols in symmetric cryptography or PUFs, address the device constraints and offer strong assurance
(Mahalle et al., 2012). Public key infrastructure (PKI) can be scaled to millions of devices with automated
certificate enrollment and renewal procedures such as the Enrollment over Secure Transport (EST).
Nevertheless, the overhead of certificate management is still troublesome to the devices with limited
resources (Keoh et al., 2014). Distributed ledger technology is a decentralized identity management
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technology, where there are no central authorities. Smart contracts have the potential to automate the
process of device registration, authentication, and revocation and keep tamper-evident records (Lin et al.,
2019). Both Capability-Based Access Control (CapBAC) and Attribute-Based Access Control (ABAC)
offer flexible access control policy to be adjusted to evolving IoT contexts. Policies are able to include
device features, circumstances and instantaneous situations (Gusmeroli et al., 2013).

Network Security Mechanisms

IoT communications need to be adapted to typical network security controls in order to be secure. IoT-
optimized security protocols such as DTLS, CoAP over DTLS, and MQTT with TLS offer encryption and
authentication of limited networks. Protocol profiles need to attain the stability between security and
overhead (Raza et al., 2015). SDN is a centralized control of the network, which permits dynamically
implementing security policies and responding quickly to threats. SDN can isolate compromised devices,
reroute traffic around attacks, and micro-segmentation in an IoT environment (Bizanis and Kuipers, 2016).
A network-based Intrusion Detection System (IDS) displays network traffic (Zarpelao et al., 2017).
Signature and anomaly based detection are used to detect recognized attacks and detection of deviation
respectively. Machine learning improves the detection precision but should be tailored to IoT traffic
characteristics (Zarpeldo et al., 2017). Distributed ledger technology may be used in securing the
operations of the IoT networks by decentralized trust. Routing protocols based on the blockchain are
resistant to manipulation, and smart contracts achieve security responses in an automated manner (Khan
& Salah, 2018).

Machine Learning and Artificial Intelligence

The concept of ML and Al has become the revolution in IoT security, allowing automated threat detection
and scale reaction (Xiao et al., 2018; Bello et al., 2025). ML models are trained to understand the normal
device and network behavior, and can perform an anomaly detection. Unsupervised learning detects new
attacks without having to be trained on labeled attacks (Khan et al., 2019; Alangari, 2025). Autoencoders
and recurrent neural networks are deep learning models that extract complex time-dependent patterns of
[oT data streams (Chalapathy and Chawla, 2019). Federated ML learns using multiple devices without
accessing sensitive information. Federated learning does not violate privacy and allows sharing of threat
intelligence. Nevertheless, it also brings about new security threats such as model poisoning attacks
(Bagdasaryan et al., 2020). ML-based security systems themselves have to be defended against adversarial
examples inputs that are made to avoid detection. Adversarial training, input sanitization, and ensemble
are some of the defensive techniques (Madry et al., 2017). Due to influence of ML systems in making
security decisions, explainability becomes a must in the context of trust and accountability. Explainable
Al 'methods aid security experts to comprehend the reasons why certain detections were made and confirm
automated reaction (Arrieta et al., 2022; Li & Saxena, 2025).

Blockchain Technology

Blockchain offers decentralized trust that handles the security challenges in IoT such as data integrity,
identity and secure transactions. With a Blockchain, it is possible to have a self-sovereign identity in which
devices have control over their identifiers and credentials. Identity management removes the single points
of failure in distributed ledger technology (Ali et al., 2017; Khan et al., 2025). Blockchain will give
evidence of device actions, data provenance, and security transactions. The immutable logs facilitate
compliance with regulations and analysis of the forensic nature (Maesa et al., 2019). Smart contract
security policy that is embedded in smart contracts, represented as automated policies, controls access
control, data sharing policies and security responses without having human involvement. Smart contracts
should be created with a high level of care that remove vulnerabilities (Christidis & Devetsikiotis, 2016)
(Figure 6).
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Figure 6. Blockchain technology application and limitation

Blockchain limitations includes scalability, energy usage, and latency are some of the major limitations
of blockchain usage in resource-constrained IoT systems. Some of the limitations are resolved by hybrid
solutions that involve on- and off-chain processing. Studies suggest that blockchain applications can

lessen the number of unauthenticated access in a controlled deployment by up to 90% (Yli-Huumo et al.,
2017) (Figure 6).

Edge and Fog Computing

The distributed computing architecture moves processing nearer to the [oT devices, responding to security
threats swiftly (Shi et al., 2016). Edge nodes have the ability to scan immediate devices and network areas,
identifying and reacting to hazards without being linked to the cloud. Edge analysis is also possible in
real-time, allowing the fast containment of compromised devices. Edge gateways have firewall rules and
access controls which defend downstream devices. Micro-isolation at the edge boundaries prevents
sideways motion by attackers (Guan e al., 2018). Edge computing minimizes exposure to the cloud-based
risks and facilitates privacy preservation laws. Minimization of data and local anonymization are done
prior to transmission. Edge nodes can also be limited sources with a low security capacity and be targeted.
The provision of the edge infrastructure must be designed and maintained closely (Hu et al., 2017).

Zero Trust Architecture

Zero Trust Architecture (ZTA) is an IoT security paradigm shift that no longer depends on the fights with
the perimeter but performs consistent verification of every entity and transaction (Rose et al., 2020; Sadaf
et al., 2025). ZTA does not give implicit trust depending on the location of the network or ownership of
the device. All access requests should be authenticated, authorized and encrypted irrespective of the
source. ZTA will constantly check the actions of devices, network traffic and user actions to identify signs
of compromise. Abnormalities lead to the immediate loss of access or further validation (Rose et al., 2020;
Zanasi et al., 2024). Network segmentation at fine details curtails the terrorist range of successful attacks.
Hacked machines cannot be used to access resources that are not within their sections of authority. To
achieve ZTA in IoT applications, it is necessary to use lightweight continuous authentication, behavioral
profiling and automated policy enforcement. Policy control points the constrained devices commonly have
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edge nodes where policy is enforced. Case studies show that ZTA can be used in healthcare, industrial
IoT, and smart agriculture implementation (Nguyen et al., 2025).

Security Risk Assessment Frameworks

Systematic risk assessment helps organizations to make security investments priorities and to keep the
levels of risk within acceptable parameters (Waqdan et al., 2025). The conventional risk assessment
frameworks have to be adjusted to the IoT traits such as scale, heterogeneity, and the physical safety
considerations. IoT frameworks have been extended to OCTAVE and FAIR (Alberts et al., 2003).
Organization of taxonomies of [oT assets, threats, and vulnerabilities enable the identification of risks in
a holistic way. The relationships between vulnerabilities, attack vectors, and potential impacts allow
conducting a systematic analysis (Waqdan et al., 2025). Quantitative risk assessment tries to place
monetary amounts on loT risks to support cost-benefit analysis of security controls. Gordon-Loeb model
has been used in the case of IoT investment decisions (Gordon et al., 2020). The nature of dynamic loT
environments necessitates constant re-evaluation of risks as new devices enter the environment as well as
threats and vulnerabilities increase. Risk visibility is achieved by using automated assessment tools that
are coupled with security monitoring (Hgj et al., 2002) (Figure 7).

/—>[ Security Risk Assessment Frameworks ]

Adjust framework for
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Select framework

OCTAVE framewark

/,Develu-p organizational taxonomies/

Establish relationship

[ Analyse Attack vectors and potential ]

impacts
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Calculate monetary impact and cost
benefit analysis

¥

Implement security control and
monitoring

¥

Constant reevaluation Mew device/ new threats ]

Use automated assessment
tools+ Security monitoring

¥

Keep risk within acceptable
parameters

Figure 7. Flow chart of security risk assessment frameworks
Domain-Specific Applications of IoT

IoT security challenges and solutions manifest differently across application domains, each presenting
unique requirements, constraints, and threat models (Figure 8).
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Smart Healthcare

Healthcare IoT (HIoT) encompasses medical devices, patient monitoring systems, and hospital
infrastructure, where security failures can directly impact patient safety (Baker et al., 2017). Healthcare
IoT prioritizes data confidentiality (protected health information), integrity (accurate medical data), and
availability (continuous monitoring). Regulatory requirements including HIPAA and GDPR impose
additional obligations. Medical devices often lack basic security features, run outdated software, and
cannot be easily patched due to regulatory constraints. Wireless communication between sensors and
monitoring stations may be unencrypted. The Verkada breach demonstrated how compromised cameras
in healthcare settings expose patient privacy. Network segmentation isolates medical devices from general
IT systems. Blockchain ensures tamper-evident storage of electronic health records (Baker et al., 2017).

Industrial IoT (IIoT)

Industrial IoT connects sensors, controllers, and actuators in manufacturing, energy, and critical
infrastructure, where cyber-attacks can cause physical damage and safety incidents. IloT prioritizes
availability and integrity above confidentiality, as production processes cannot tolerate interruption.
Safety systems must remain operational even during cyber-attacks. Legacy industrial control systems were
designed for isolated networks and lack modern security features. Convergence with IT networks exposes
industrial systems to general internet threats (Boyes et al., 2018). The Stuxnet attack demonstrated how
sophisticated adversaries can compromise industrial systems to cause physical destruction. Deep packet
inspection of industrial protocols identifies malicious commands. Anomaly detection learns normal
process behavior and alerts on deviations. Zero Trust principles segment industrial networks and
continuously verify device identities (Zolanvari et al., 2019).

Smart Cities

Smart city [oT integrates diverse systems including energy, transportation, waste management, water and
public safety, creating complex interdependencies (Zanella et al., 2014). Smart city systems must maintain
availability of critical services while protecting citizen privacy. Interconnected systems require
coordinated security across municipal departments and private partners. Massive scale creates extensive
attack surfaces. Heterogeneous systems with varying security postures create weak links (Zanella et al.,
2014). Publicly accessible sensors and controllers invite physical tampering. Encryption protects sensitive
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citizen data during transmission and storage. Privacy-preserving methods including differential privacy
enable data analytics without exposing individual information. Blockchain supports secure identity
management across city services (Andrade et al., 2022).

Smart Homes

Consumer IoT devices in homes present unique challenges due to limited user expertise, diverse device
ownership, and privacy expectations. User privacy is paramount, with devices collecting intimate details
of daily life. Usability is essential, as consumers cannot manage complex security configurations
(Apthorpe et al., 2017). Default credentials, unpatched vulnerabilities, and insecure mobile apps are
widespread. Voice assistants always listening create privacy concerns (Sivaraman et al., 2016).
Compromised smart home devices have been used for surveillance and as botnet members. Router-level
security can protect multiple devices simultaneously. Automated updates reduce the window of
vulnerability. User education and transparent privacy practices build trust (Sivaraman et al., 2016).

Smart Logistics

IoT in logistics tracks goods through supply chains, monitoring location, condition, and handling. Integrity
of tracking data prevents theft and diversion. Authentication ensures only authorized parties can modify
shipment status. RFID tags used for tracking can be cloned or spoofed. GPS receivers are susceptible to
jamming and spoofing (Lehtonen et al., 2007). Centralized tracking platforms create single points of
failure. Blockchain provides tamper-evident supply chain records. Multi-factor authentication for
shipment release prevents unauthorized access. Encryption protects sensitive shipment data (Humphreys,
2012).

Smart Agriculture

Agricultural IoT monitors soil conditions, crop health, livestock, and equipment, optimizing resource use
and increasing yields (Elijah et al., 2018). Availability during critical planting and harvest seasons is
essential. Location data and yield information have competitive value requiring protection (Eljjah et al.,
2018). Remote deployments with limited physical security invite tampering. Cellular and satellite
communications may have limited bandwidth for security protocols. Farm management platforms in the
cloud concentrate data from multiple operations. Lightweight protocols accommodate limited
connectivity. Physical security measures protect field-deployed sensors. Data aggregation techniques
minimize sensitive information exposure (Vasisht et al., 2017).

Challenges and Future Directions

Despite significant advances in 10T security, persistent challenges remain, and emerging technologies
present both opportunities and new risks (Rachit & Ragiri, 2021).

Persistent Challenges

The fundamental limitation of constrained devices continues to restrict security options. Progress in
lightweight cryptography addresses some concerns but cannot fully compensate for severe limitations.
Energy-efficient security remains challenging for battery-powered devices expected to operate for years.
Security solutions must accommodate devices ranging from simple sensors to powerful gateways while
maintaining interoperability. Industry fragmentation slows the adoption of consistent security practices.
IoT devices often remain in service for years or decades, outlasting their security support (Bakhshi et al.,
2024). Update mechanisms are frequently inadequate, leaving devices vulnerable after discovery of flaws
(Bettayeb et al., 2019). Secure decommissioning and data sanitization receive insufficient attention. Users
routinely fail to change default credentials, apply updates, or recognize IoT security risks. Consumer loT
devices prioritize ease of use over security, often hiding configuration options that would enable
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protection. Security indicators that effectively communicate risk to non-expert users remain elusive
(Weber, 2010). Divergent security requirements across jurisdictions complicate compliance for global [oT
deployments. The absence of harmonized standards forces manufacturers to navigate conflicting
requirements. Regulatory enforcement lags behind technological change (Fagan et al., 2020).

Emerging Research Directions

The eventual arrival of quantum computers threatens current cryptographic algorithms. Developing and
standardizing post-quantum cryptography appropriate for constrained IoT devices is urgent. NIST's
ongoing standardization process will produce algorithms but implementation challenges remain
(Bernstein, 2025).

Next-generation networks will enable new IoT capabilities while introducing novel security challenges.
Network slicing isolation, distributed trust models, and Al-native security architectures require research
attention. The massive scale and ultra-low latency of 6G will demand automated, predictive security
(Ahmad et al., 2018).

As Al becomes central to IoT security, protecting Al systems from manipulation becomes critical.
Adversarial examples, model poisoning, and inference attacks against ML models require robust defenses.
Research on certified robustness and verifiable neural networks offers promising directions (Papernot et
al., 2016).

Distributed ML across IoT devices introduces new attack surfaces. Secure aggregation protocols,
differential privacy guarantees, and robustness to poisoning attacks require further development. Incentive
mechanisms for device participation in federated learning need exploration (Blanchard et al., 2017).

Permissioned blockchains and layer-2 solutions address scalability concerns but introduce centralization
risks. Research on lightweight consensus protocols suitable for IoT environments continues. Integration
of blockchain with edge computing offers promising hybrid architectures (Yang et al., 2019).

The scale of [oT deployments demands automated security response. Security Orchestration, Automation,
and Response (SOAR) platforms adapted for IoT can coordinate detection and response across distributed
environments. Machine learning for automated incident classification and prioritization shows promise
(Yang et al., 2019; Dwork et al., 2014).

Conclusion

The Internet of Things marks a transformative era where digital intelligence pervades the physical world,
spanning healthcare, industry, cities, and homes. This integration brings immense opportunities but
equally profound cybersecurity challenges, with over 30 billion devices expected by 2030. More than 70%
of these devices may be vulnerable, transmitting over 40 zettabytes of data annually across an increasingly
complex attack surface. Resource constraints, physical exposure, and long device lifecycles further
compound the difficulty of securing IoT systems. Despite these risks, promising solutions are emerging
Al enables scalable threat detection, blockchain ensures trust, and edge computing supports rapid
response. Zero Trust Architecture offers a robust security model by continuously verifying all entities and
transactions. Real-world attacks like Mirai and Verkada show that IoT failures have serious consequences,
but successes across domains prove security is achievable. Effective protection relies on layered defenses,
smart technology choices, and consistent risk management. Moving forward, progress depends on
advancing lightweight cryptography, harmonized standards, smart regulation, and user education. The
future of IoT and the safety of the systems society depends on hangs in the balance.
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